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Bo BTOpOM 4YacTM UMKIA CTaTew,

NOCBALWEHHbIX annapaTHbiM 3akK/laAKaM B UWHTerpasibHbIX

cxemax — annapaTHbiM TposiHaM, NpUBeAEeHbl NPUMEepbI UX peasnin3auum U BHeApeHUs B UHTerpaJsibHble
cxeMbl. PacCMOTpeHbl pas/inyHbie MeToAbl aKTUBALLUKM annapaTHbIX TPOSIHOB B 3/IeKTPOHHOM cUcTeMe.

In the second part of a series of articles devoted to hardware Trojan examples of their
implementation and insertion into integrated circuits are given. Various methods of hardware
Trojan activating in electronic system are considered.

MIIapaTHbIe 3aKJIaJKHU AU HeJJaBHO IIOMAIH
B II0JIe 3peHU s HCCleloBaTelell, I03TOMY II0Ka
OIyOIMKOBAHO CPABHUTEIBHO MAJIO JAHHBIX 00

UX GaKTHUYeCcKOM peanH3alH, U TOIbKO B HECKO/Ib-

KUX YOIUKAIUAX IIPeAIIPUHSTO yInybieHHOe pac-

cMoTpeHHe 3¢ PeKTOB OT aTaK C UX HMCIIO0Jb30Ba-

HUeM. Huske paccMaTpUBalOTCsS Haubolee HHTe-

pecHBble MOAXONBl K pealH3allMU allapaTHBHIX

3aKJIaI0K.

B pab6ore [1] mpeacTaBieHsl ABa Haubonee 06IMUX
MOoAXO0Aa K CO3JaHUI0O BPeJJOHOCHOTO IIpolieccopa.
ABTOpDBHI TTIOKA3bIBAIOT, KAK 37IeKTPHUYeCKHe CXeMBI
aANIapaTHBX TPOSHOB MOTYT OBITh BCTPOEHEI
B IIpolleccop AJisg peanHr3allMU TaKUX aTak, Kak
Kpa’ka Iapojel, pacliMpeHHe NPHUBUIETUU
JOCTyIla U aBTOMaTH4YeCKHe JIOTHUHBI B CUCTEMY.
[IpeacTtaBineHa obuias muatbopma Iis HOALePKKHU
IIMPOKOrO CIIEKTPA aTak C BO3MOKHOCTBIO UX JHUHA~
MUYeCKOro 06HOBJIeHHUS. B IeHTpanbHBIN IIpoLiec-
COp BHOCATCA ABe MoAHUKAIIHUK, KOTOPhle pea-
JU3YIOT MeXaHH3M, obecreunBAOI U 3/I0YMBIII-
JIEHHUKY OCTYII B 3alHIIeHHBble 00/1aCTH IaMSTH,
U TeHeBOH pPe>XXHM, MMO03BONSOIIHUN B3JIOMIIUKY
BBIITIOJTHUTH CKPBITYI0 "BCTPOEHHYIO IPOrpaMMy’.
B paboTe onuchIBaeTCsl aTaka Ha JOTUH, KOTOpas
JaeT 3JIOyMBIIIJI@eHHUKY IIOJHBIN BBICOKHI YPoO-

BeHb JOCTYIla K IIPOLIeCCOPY. ATaKa BHIIIOJIHEHA
C IIOMOIIbIO 3I0HAaMePeHHON MogudHUKALIUH, pea-
TH30BaHHOM Ha CXeMe C MCIIO0/Jb30BaHHEeM TOIbKO
1341 BeHTH/IeH. ABTOPaMHU BIIepBhle IpPHBeJeHa
peanM3anMs allllapaTHOM 3aKJIaAKH, KOTopas
MO’KeT HCIIOJIb30BAThCSl B KaueCTBe 06Imen mpo-
rpaMMHUpyeMoOM IIAaTGOPMBL A4 aTaK. [IokaszaHo
BHeCeHMe TaKOH MoAHUOUKAIIMU Ha ypoBHe VHDL
(s13bIKa OMMCAHUS allllapaTyphbl HHTETrpaabHBIX
cxeM), IpoBeleHO MOJe/lHpOoBaHUe U CUHTe3 UC
n7st natdopmsl Ha 6ase mporeccopa Leon 3 SPARC
40 MT'Li. PaccMoTpeHO oOHapyskeHHe TaKOro alra-
paTHOro TposHa IIyTeM aHajlKM3a BHECEHHBIX UM
BO3MYIIleHHI B aHAJIOrOBble U IIU)POBble CUTHAJIHL.
B yacTHOCTH, OTMedaeTcCsl, YTO ONepPaLlMOHHOM
CHCTeMe BHJeH IIPOrpaMMHBIH KOMIIOHEHT MeXa-
HH3Ma JOCTyIa K MaMsiTH, U MOTYT 6Tk 06Ha-
PY’KeHBI 3aJlep>KKHU CUTHAjla, CBSI3aHHble C BHe-
cenneMm momudukanuu. Takke B paborte [1] moka-
3aHBbl 06IIKe MOAXOABL /s obecredeHU s 3allUTHL
0T IT0J06HBIX BPeJOHOCHBIX IIPOLIECCOPOB.

C LeJibIo U3y4YeHHU S CII0CO60B BHepeHHUS alllla-
PaTHBIX 3aKJIa[O0K B IIOJHUTeXHUUYECKOM HMHCTH-
TyTe Hpio-MOPKCKOr0 YyHUBEPCUTETA IPOBOAATCH
esxxerogHble KoHPepeHnuu CSAW (Cyber Security
Awareness Week - Hezmens sHaHUI 00 nHGOpMa-
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LIMOHHOU 6e30I1acHOCTH). B paMKax 3ToH KoHbe-
PEeHLIMH OPTaHHU3YIOTCS COCTA3AHMU A MeXAY KOMaH-
JaMH I10 BHeIPEeHHUIO U [IOMCKY BCTPO@HHBIX alllla-
paTtHeX cucteMm (Embedded System Challenge).
B 2008 rony OBLJIO LaHO 3aJaHUe IIOJIYYHUTh LOCTYII
K KPpUNTOTpaduuecKoMy yCcTpoHcTBY "AJIbPA"
Ha ocHoBe IIJIMC nyTeM BHeceHHUsl Habopa amma-
PaTHBIX 3aKJIaf0K, IIPU 3TOM YyCTPOMCTBO IOIKHO
IIPOXOAHUTH TeCT Ha JOCTOBEPHOCTh. YYACTHUKAM
COpeBHOBAaHMS BBIAANH UCXOAHBIN HDL-KOI U Ipe-
OOCTAaBU/IM OLUH Mecsl] Ha pa3paborky. [Tobenunu
nBe KOMaH/B, ONHA M3 KOTOPBIX pa3paborana
MeXaHH3M yTeUYKH MHGOPMaALIMHU CeKPEeTHBIX KJIIO-
Yell yepe3 KaHaJl BXOAA-BbIXOZA, Apyrasi - opraHu-
30Basia DoS-aTaky. Eciiu 0606 Th BCe y4aCTBOBAB-
IIMe B COCTSI3aHUM pa3paboTKH, TO allllapaTHbIe
3aKIaAKY O6bTH B 90% ciydyaeB BHeCeHBI Ha 3Talle
da3sl pazpaborku UC, 50% 13 HUX aKTHBUPOBAIHCH
[0/Ib30BaTeIeM U 75% aIlIapaTHBIX TPOSHOB OBLIHU
pasMelleHBl B CXeMaX BX0Jla-BbIXoZa [2].

B pabote [3] aHanu3upyeTcss IPOCTPAHCTBO
IIPOEKTHHIX IIapaMeTPOB allllapaTHRIX 3aKIa[0K
M IpejjaraeTcsa cxema pasMmepoMm MmeHee 50 BeH-
THUJIel, BeIpabaTheBalomas MOI[HOCTh, KOTOpas
MO>KeT CJIY>KUTb IT0O60UHBIM KaHAIOM JJISI CKPBITOM
yTedKH CeKpeTHOM MHPopManuu. TexHONIOTHS,
mony4uBIIas Ha3BaHue MOLES (Malicious Off-chip
Leakage Enabled by Side-channels), 6si1a peanu3o-

BaHa B Kpunrorpapudeckou MC Ha 0OCHOBe ajro-
putMa AES, c1poeKTHPOBAHHOM IO IPOEKTHBIM
HopMmaMm 45 HM. HMcronb30BaHMe MeTO[a PacCIlu-
PeHHOro cleKkTpa IpHU pa3paboTKe alnmapaTHOTO
TpossHa MOLES mO3BOIMJIO OCYINEeCTB/ISATh CUHTHI-
BaHHEe MHOIOpa3pagHOM MHPOPMALIMH HA OCHOBE
aHanau3a norpebasieMoil MOMIHOCTH C YyBCTBH-
TeJIPHOCTBIO HHUKe YPOBHS COOCTBEHHBIX LHIYMOB
HC, uTo obecmeynBaeT CKPHITHOCTh. ABTOPSHI [3]
3a4B/SIOT, UTO AaHHAs TeXHoJorus obnaazmaer
MaKCHMaJIbHOM CKPBHITHOCTBIO U HEeBOCIIPUHUMYH-
BOCTBIO K OOJIBIIMHCTBY MeTOJOB 06HApYy>KeHHU S
almnapaTHBEIX TPOSIHOB, TAKHX KaK BH3yaJbHBIHU
KOHTPOJb, IpOoBeAeHHe QYHKIMOHAJIBHBIX TECTOB
1 obHapyskeHHe Ha OCHOBe XapaKTePHBIX 'TaKTUIIO-
CKOIMYeCcKUX" MpH3HaKoB UC. XoTs cxeMa 3aJleH-
CTBYeT MaJjioe KOJIM4YeCTBO JIOTU4YeCKHUX BeHTHJ/IeH,
BBIUMC/IMTE/IbHEIE 3aTPAThHl A/ BOCCTAHOBJIEHU A
CUMTAaHHBIX JAHHBIX, HMEIOI[HUX MaJioe OTHOIIeHHe
CUTHAJI/IyM, C y4eTOM BapHabelbHOCTH XapaKTe-
PHCTHUK TeXHOJOTHH, MOTYT KMETh KPUTHYECKOe
3HaueHHe. ABTOPSHI [3] mpenoskuau 06061 eHHYIO
MEeTOJO/IOTHIO IIPOKTUPOBAHMSA U pPeanu3aluu
MOLES-cxeM, OoNHpasdgch Ha MaTeMaTH4YeCKHH
amnmnapart Teopuu o6HaPy>KeHHUS sl aHAAHM3a JUd-
depeHIIMAaTBHON MOLIHOCTH, KOTOpas Heobxo-
AUMa [J151 9KCTPaKL MK MHOTOPa3psAHBIX KIIOYeH.
ITony4yeHHBIe pe3yabTaThl OCHOBAaHBL Ha MOJEIH-

modification on the VHDL level

ardware Trojans have only

recently come in view of

researchers, therefore, there
is relatively little published data
on their actual implementation,
and only a few publications have
undertaken an in-depth examina-
tion of the effects of their attacks.
The following are considering the
most interesting approaches to
the implementation of hardware
Trojans.

Paper [1] gives two of the most
common approaches to creating
malicious processors. The authors
show how the electric circuits of
hardware Trojans can be embed-
ded in the processor to carry out
such attacks as the theft of pass-
words, access privileges exten-
sion and automatic logins to the
system. It presents a common

platform to support a wide range of
attacks with the possibility of their
dynamic update. Two modifica-
tions are installed into the central
processor to implement a mech-
anism that provides an attacker
access to the protected memory
area, and the shadow mode allow-
ing an attacker to perform a silent
embedded software. The Paper
describes the attack on the login
which allows the attacker a com-
plete high level access to the proces-
sor. The attack is fulfilled with the
help of a malicious modification
based on the circuit by using only
1341 gates. For the first time the
authors show the way of the imple-
mentation of hardware Trojan
that can be used as a common pro-
grammed platform for the attacks.
They show embedding of such a

(Hardware Description Language)
and IC modelling and synthe-
sis for the platform based on the
3 Leon SPARC 40 MHz processor
have been conducted. Detection of
this hardware Trojan by analysing
the perturbations introduced by it
into analogue and digital signals
has been considered. In particular,
it is noted that the operating sys-
tem determines the software com-
ponent of the memory access mech-
anism and it can detect a signal
delay associated with the introduc-
tion of a modification. Also paper
(1] shows common approaches to
ensure the protection against these
malicious processors.

In order to study how to embed
hardware Trojans annual CSAW
(Cyber Security Awareness Week)
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POBAaHUU 3KCTPAKIIMHU TOJBKO KOPOTKUX KIIOUeH
(8-61T), BecbMa JaleKUX OT peaJbHOMN pa3psaaHO-
CTH MCIIONIb3yeMBIX Kalo4eH. [IpH 3TOM aBTOPHI
YKa3bIBAIOT, KaKHe BOIIPOCH HE0OXOHMMO PelIUuTh
JJIS1 IPaKTH4YeCKOTO Hale;KHOT0 BOCCTAHOBJIEHH ST
MHOTOPa3psiAHBIX KJIIOUYel Ha OCHOBe aHajlH3a
rotTpebasieMoOr MOIHOCTH KPUIITO-IIPOLIeccopa.

B paborte [4] mpoBeeHBl SKCIIEPUMEHTHI C ABYMSI
yOPpOUeHHBIMH alMapaTHBIMH 3aKaaJKaMH,
BCTPOEHHBIMH B CXeMBbl IIMPPOBAHUS HA OCHOBE
RSA - anroputma and aHanusa 3¢ PeKToB, CBI-
3aHHBIX C MOOOYHBIMHU KaHajlaMHU. B ammapar-
HBIX 3aKJaaZKaX HCIOJb30BaJICS IIPOCTOM CUeT-
YHUK, OTKA4YaBmMUN HC mocie onpeAeneHHOHN
IIOPOroBOM BeJIHYHHBI, U KOMIIapaTop, KOTOPBIH
CPaBHHBAJ JaHHBIe Ha CUCTEMHOMN IIHHEe HIH
peructpe ¢ QUKCUPOBAHHOMN BeJTUYHMHOMN U BHO-
CHJI H3MeHEeHHUS B BBHIUHC/IHUTEJIbHBIH IIpoliecc
IIpH NpeBLIIIEHHU Y COOTBETCTBUA. YKa3blBaeTcs,
4YTO TakHe aIllllapaTHBbIe 3aKAaAKH JOCTAaTOYHO
TPYAHO OOHAPYKUTh, U OHH MOTYT HCIIOIb30-
BaTbCS O/IS1 OTKIIOUEHHUS 371eKTPUUYeCKHUX CXeM,
Kpa>ku HHPopmaLuu, cboeB B CHCTeMe, Hapylle-
HHSI LIeJIOCTHOCTH U 6e30I1aCHOCTH BCel CHCTEME,
B KOTOPYIO BKJIIOUeHa "3apaskeHHas" HC.

B pabore [5] paccMaTprBaeTcs IIpUMep allia-
paTHoOro TposiHAa, AeHCTBHUE KOTOPOIro HpH-
BOOUT K yTeuKe MHPopManuu u3 gapa DES-
mubpoBaHUA. 3a TaKT CXeMa H3BJIeKaeT OAHH
6UT 56-pa3psigHOro Kia4a. BcKppiBasg oquH 6UT
B KaXXJIOM 64-pa3psanHoMm 60Ke mpefaBaeMBbIX
OaHHBIX, TPOSH obecreuynBaeT YyTeUKy UHPOP-

conferences are held at the

Manuu. [Tocjie HAKOIJIeHUS BCceX 56-TH 6/I0KOB
3aKMPPOBAHHOIO TeKCTa, MOJHBIH KII0Y Iepe-
JaeTcs I10 pafHOoKaHaay, KOMIPOMEeTUPYS IIHP-
poBaHHMe. H3Ble4yeHHBIH K/I0OY CIPSATAaH B JOIY-
CTHUMOM JHalla30oHe aMIIJIMTYAbl UJIX YaCTOTHI,
06ycJIOBJIEeHHOM BapHalllel IIapaMeTpPOB TeXHO-
JIOTUYeCKOTO ITpoliecca, 4To obecrieunBaeT cobIio-
HeHUe pa3paboTaHHBIX QYHKIIMOHAIBHBIX CIIELI -
dukanmm HC.

B paboTte [6] onmMcaH HOBBIM THII ammapart-
HBIX 3aKJIaJIOK, OCHOBAHHBIX Ha HaJeXHOCTHBIX
XapakTepucTuKax MC. DTOT TUII TPOSHOB —0CTa~
TOYHO MPOCThle MOOUPUKALUN TeXHOJOrHuYe-
CKOTO IIpoliecca, KOTOPhIe IIPUBOAAT K yCKOPEHH IO
merpaganuu KMOII MC. M3MeHeHHUSI B TeXHOJIO-
TUH MOI'YT He 3aTparvBaTh BHYTPeHHMeE XapaKTe-
PUCTHKHU CXeMBbl, OLHAKO BIUAIOT Ha yBeIHYeHHe
BapHabebHOCTH TEXHOJIOTMUeCKUX I1apaMeTpOB,
II03TOMY BBISBJISIIOTCS B X0 e TeXHOJIOTHYeCKUX
TecToB. TaKkHe annapaTHble TPOSIHBI MOTYT OCHO-
BBIBAThCS Ha CAEAYIOMMX JerpafallMOHHbBIX QU 3H-
YeCKHUX SBJIeHUAX: 3QPeKTe ropsaumx 3JIeKTPOHOB
(3ddexT HCI), amekTprdeckoM n1poboe 3aTBOPHOIO
IHU3JIeKTpHKaA, 3P PeKkTe TeMIepaTypPHOH HecCTa-
OMIBHOCTH HNpHU 0OpaTHOM CMelleHHHU B p-MOII
TpaH3ucTope (NBTI 3ddexT), adpdexTe 31eKTPOMHU-
rpauuu. I1o KIacCUPUKALMY UX MOXKHO OTHECTH
K IIOCTOSHHO AeHCTBYOIHUM alllapaTHEIM TPOsi-
HaM TuIa DoS (0TKa3 B 06CTy>KUBaHUH), KOTOPBIe
IPHUBOAST K IIOCTeIIeHHOM Aerpajanuu pabouux
XapaKTepPHUCTHUK, 1160 K pAHHUM OTKa3aM OTHe/b"
HBIX YacTen HC.

Polytechnic Institute of New York
University. As part of this confer-
ence, competitions between the
teams for embedding and search-
ing embedded hardware systems
(Embedded System Challenge) are
organized. In 2008 the task was
given to gain access to the FPGA-
based ALPHA cryptographic unit
by introducing a set of hardware
Trojans, while the device must be
tested for validity. The participants
of the competition received the
source HDL-code and were given
one month for development. Two
teams won, one of which developed
a mechanism for leaks of secret
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keys via the input-output chan-
nel but the other team organized
of DoS attack. To synthesize all the
projects considered in the compe-
tition, the hardware Trojans were
embedded at the stage of IC devel-
opment phase in 90% of cases, 50%
of them were activated by the user,
and 75% of hardware Trojans were
embedded in the input-output cir-
cuits [2].

Paper [3] analyses the space
of design objectives of hardware
Trojans and a scheme of fewer
than 50 gates is offered gener-
ating power output which can
serve as a side channel for clan-
destine leakage of confidential

information. The technology called
MOLES (Malicious Off-chip Leakage
Enabled by Side-channels) has
been implemented in the crypto-
graphic 45 nm IC based on the AES
algorithm. The use of the spread-
spectrum technique in the devel-
opment of the MOLES hardware
Trojan allowed to carry out reading
out a multi-bit data on the basis of
power consumption analysis with
the sensitivity of below the level of
IC own noises that ensure clandes-
tine activity. The authors of paper
[3] claim that this technology has
the highest secrecy and immunity
to most methods of detection of
hardware Trojans, such as visual
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MEXAHU3Mbl AKTUBALIUKN 3AKNIALOK

Kak mpaBuio, IoC/ie BHeJpeHHUs B CUCTeMY allIa-
PpaTHad 3aK/IaJlKa HaXOA4HUTCSI B COCTOSIHU U IIOKOSI,
mmoxka He 6ymeT aKTHBHUpOBaHA (3amymieHa) AJs
BBIIIOJIHEHUS CBOeH BPeJOHOCHON PYHKIIHUH.
MexaHH3MBl aKTUBALIUU MOT'YT UMeTh Pa3H0006-
Pa3HBIM XapaKkTep, SIBHBIKM MJIH CKPBITBIH, CIY-
YaHHBIN, HeIOCpeACTBeHHBIN, HJH 3apaHee
OonpeneJeHHBIH, B Pe3yJbTaTe KOTOPHIX aIlla-
PaTHBEIM TPOSAH MOXeT H3MEHSTh CBOe COCTOs-
HHUe U IIoBeleHHe. 3HAHUS 00 3TUX MeXaHHU3Max
Ba’kKHBI, IIOCKOJIBKY IIpoLlecC aKTHUBALlUH MOXKeT
HeCTU MHGOPMALIHIO, IIO3BOJISIOMYIO BBISIBUTD
U IPOTHBOMENCTBOBATh allllapaTHOM 3aKJIagKe.
CienyeT NBITAaThCS aKTUBHPOBATh allllapaTHEIE
TPOSIHBI Ha 3Tamnax Bepudukanuu MC. O6s19HO
3TO BBINIOJIHSIETCS. IIPU aTTeCTAllMOHHOM U QYHK-
LIMOHA/JIBHOM TeCTHpPOBaHUHK MC MK NpU UCCTIe-
NOBAaHHH IPOCTPAHCTBA COCTOSHUM IIpPOeKTa,
BKJ/IIOYasl COCTOSHHU S BXOA0B-BbIXOJ0B U BHYTPEH-
HeH JOTHKH. AKTHBAIHUS alllIapaTHOM 3aK/IaJKH
BO BpeMs TeCTHPOBAHHUS MOXeT IIOMOYb HJeH-
TUQULUPOBATh ee Hanuuue B MC. PasnuyHbIle
MeXaHM3MBbl aKTUBALIUU U UX KJIACCUPUKALIUS
KOPOTKO PacCMOTPeHBI HUKe.

ANMMNAPATHBIE TPOSIHbI C BHYTPEHHEMN
AKTUBALMEMN

BHYTPEHHHH AKTHBAIIHUd OCHOBBIBAETCS HAd HEKO-
TOpLIX CHEL[I/ICDI/ILIGCKI/IX COCTOSIHHU X, HpI/I OOCTHU-
JKeHHU U KOTOprX B IIe/ieBOM YCTpOfICTBe HpOI/IC-
XOOHUT aAaKTHBALlUA annapaTHoﬁ 3aK/JIaAgKH.

B 60nBpIIMHCTBE C/Iy4YaeB OHA CTPOUTCS HA cXeMax
CeKBeHIMaJIbHOU (II0C/JIeg0BaTe/IbHOCTHOMN) UIH
KOMOUHAIIMOHHOMU JIOTUKH.

AKTWUBALIMSt HA OCHOBE KOMBMHALMOHHOM
JIOrUKu

ANmnapaTHBIN TPOSIH C aKTHUBALlKMell Ha OCHOBe
KOMOUHAIIMOHHON JOIHKH 3aIlyCKAaeTCs IPH
JOCTH>KeHHUHU TaK Ha3blBaeMOIo TPUITePHOIO
COCTOSIHM S, KOTZIa OIlpe/le/leHHble 3Ha4eHU A (BeK-
TOPBI) 0OHAPY>KUBAIOTCS HAa OIPeie/leHHBIX y3/Iax
BHyTpeHHel cxeMbl MC. DTOT TUI aKTHUBALHOH-
HOI0 MeXaHH3Ma MOXeT OBbITh peasr30BaH TOMbKO
C UCI0/J1b30BaHHEM KOMOMHAIIMOHHOM JIOTHUKH
(ROM6HMHALIMOHHBI TPUTTeP). B paboTe [7] aBTOPEHI
IPHUBOAST IPHUMep TaK HAa3bIBAeMOTO "OHHO-
TaKTHOTO YUT-Koma" - cmenudUUeCKOTo ajgpeca
Ha IIHMHe, KOTOPBIM aKTUBU3HUPYeT allllapaTHBIH
TposiH. Ha mpakTHKe KOMOUHAIlMOHHAS aKTHU-
BaUsi MOXeT nmorpeboBaTh 6ospmero Habopa
onpefeneHHBIX OJHOBPEeMeHHBIX COCTOSHHUM
Ha HeKOTOPHIX y3/aX, HallpuMep Ha BHYTpeH-
HUX perucTpax, COBMeIleHHBIX CO creudude-
CKHM CJIOBOM Ha HIMHe JAHHBIX U OIpefesieH-
HBIM CJIOBOM Ha aJpecHoOM IHHe. B pabore [8]
NIPHUBOAUTCS IPUMEP, B KOTOPOM [IJIs1 aKTUBALIUH
anmapaTHOM 3aK/JaJAKH MCIIOAb3YIOTCS Ompefe-
TeHHBbIe KOMOMHUPOBaHHBIe HAOOPHl HA BXOAaX
HC. B YaCTHOCTH, 3TO MOXKeT OBITh OIlpeleleH-
HBIH BXOOHOM Habop, 06beJUHAIOM NN NJaHHELE,
yIpaBisionue KOMaH/bl, afjpeca U KOMaH/ bl
CaMOTeCTHPOBaHUS.

inspection, conducting functional
tests and the detection based on
the characteristic "dactylographic”
IC features. Although the scheme
uses a small amount of logic gates,
the computational cost for restor-
ing the read data having a low S/N
ratio may be critical taking the
technology characteristics vari-
ability into account. The authors
of paper [3] proposed a generalized
design methodology and imple-
mentation of MOLES-schemes bas-
ing on the mathematical appara-
tus of the theory of detection for
the analysis of differential power
which is necessary for the extrac-
tion of multi-bit keys. The received

results are based on modelling the
extraction of only short keys (8-bit),
which are very far from the real
bit keys used. At the same time
the authors point out what issues
are needed to be solved for practi-
cal reliable restoring multi-bit keys
basing on an analysis of crypto-pro-
cessor power consumption.

Paper [4] displays experiments
with two simplified hardware
Trojans embedded in encryption
schemes based on RSA, an algo-
rithm for the analysis of the effects
associated with the side channels.
The hardware Trojans used a sim-
ple counter disabling the IC after
a certain threshold value and a

comparator comparing the data on
the system bus or a register with a
fixed value and made changes in
the computational process in case
of threshold crossing. It is stated
that it is rather difficult to detect
such hardware Trojans and they
can be used for turning off the elec-
trical circuits, information theft,
introducing errors, destroying the
integrity and security of the entire
system into which the "contami-
nated" IC has been embedded.
Paper [5] describes an exam-
ple of a hardware Trojan the
effect of which leads to the leak-
age of information from the ker-
nel DES-encryption. The circuit
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AKTUBALIUA HA OCHOBE
NOCNELOBATE/IbHOCTHOM 1Or UKW
ATNIIapaTHBIM TPOSAH C aKTHBallMeH Ha OCHOBe
I0oC/IeJ0BaTeIbHOCTHOM JIOTUKH 3aI1yCKaeTCs oIpe-
Ne/leHHOM I10C/Ie/I0BaTeIbHOCTBIO COOBITUM. Ecnu
CPaBHHUBATh C KOMOMHAIIMOHHON aKTHUBALIHeH,
TO aKTHBALlKs Ha IIOC/IeL0BaTeIbHOCTHOM JIOTHUKe
MMeeT HaMHOro 6ojibllee IPOCTPAHCTBO COCTOS-
HHUH, TaK KaK TPUTTEPHBIN MeXaHHU3M 37jeCb MOXKeT
peanu30BEIBAThCS C MCII0JIb30BAaHHEM KOHEYHOTO
aBTOMaTa. B pabore [9] oTmMedaeTCs1, UTO IIOCKOIBKY
KOHEYHBIN aBTOMAT obecredyuBaeT JIOTUYECKYIO
r1y6HHY, IIOC/Ief0BaTeIbHOCTb COOBITHH 0OBIUHO
ONHUCBIBAETCS MAJTOBEPOSITHBIMHU JIOTHYEeCKUMHU
BeJIMYHMHAMHM, U 0OHAPY>KHUTh UX BO BPeMsI TeCTH-
poBanud 1 Bepudukanuu UC HaMHOTO TpyaHee.

[IpOCTeNIIUM I10CJIeJOBATEIBHOCTHBIM TPUITE-
POM SIBJISIETCS CXeMa CHHXPOHHOIO CYeTYHKa, KOTO-
pasi akTUBUPYeTCs II0CJIe OIlpe/le/IeHHOI0 KOHYe-
CTBa LIMKJIOB CHHXPOHHU3aLKU. B paboTe [7] Takue
TPOSIHBL Ha3BaHBl '60MbaMU 3aMeIeHHOTO e~
cTBUs". B pabore [9] 06Cy>KAAIOTCS CYETUYMKU aCHH-
XPOHHBIX II0CJIeIOBATEIBHOCTEN, B KOTOPBIX IIPHU
oIrpefie/IeHHBIX COOBITHSX OCYIeCTBISIeTCS IpUpa-
IeHHe, HAlIpUMep, YBeJlMueHHe PPOHTA UMITY/IbCA
Ha BBIXOZle BeHTH/ISI. DTH Ke aBTOPHI IpefAaramT
HCII0/b30BaHMe THOPU/IHOTO MexaHH3Ma aKTHBa-
UM, KOMOMHHUPYSI CHHXPOHHBIE U AaCHHXPOHHBIE
TPULTEPHL.

Takske B paboTe [9] paccMaTpHUBAIOTCS TakK Ha3bl-
BaeMble I10C/IeloBaTe/IbHbIe YU T-KOAbl. HampuMep,
K aKTHUBAallUM allapaTHOro TPosiHa NMPHUBOAUT

rocjeLoBaTe/JIbHOCTh 6aMT 0xd, Oxe, Oxc, Oxa,
0xf, 0xb, 0Oxa, 0xd B Te4eHMe Pa3IUYHBIX BOCBMU
LHUK/IOB CHHXPOHH3aLUU. IIpU 3TOM HeT Heob-
XOOUMOCTH, 4TOOBl JaHHBle 6ANTH IPUXOLHUIHU
[OCJIeJOBATeJIbHO, OHH MOT'YT OBITh pa3HeCeHEI
1o BpeMeHH. TakuM 06pa3oM, aKTHBAL U AIlIIa-
PaTHOrO TPOSIHA LOCTUTAeTCsI ropasno bosee CI0OXK-
HOM I10C/Ie0BaTeIbHOCTHIO COOBITHUH.

3a4aTh CJIOKHOCTh IIOC/IeJOBATEAbHOCTHOIO
TPUTITepa He IPeACTaBIseT TPyAa A1 pa3pabor-
YHKa allllapaTHOM 3aKJaAKHU. EQUHCTBeHHAas
npobieMa, CBS3aHHAs C YBeJHYeHHEM CJIOKHO-
CTH - moTpebasieMasi TPOSTHOM MOLIHOCTD M KOJIU-
YeCTBO JIOTUYECKUX BeHTHUJIeH, He0OXOMMMBIX )1
ero peajqmu3alnHU. B cBSI3K ¢ 3TUM OBLIN IIpeJIo-
>KeHBl BHYTpeHHHUe [10C/IeJoBaTeIbHOCTHEIE MeXa-
HHU3MBI aKTUBALlUH, KOTOPble UCIIONB3YIOT QU3U-
JecKkHe U aHajorosble 3¢ dexTsl B MC. Hanpumep,
MOHHUTOPHUHT TeMIIepaTyphl YHIla UJIH MOTPeb-
JIsIeMOM MOILIHOCTH MOTYT ObITh BKJIIOUEHBI B MeXa-
HH3M IIYCKOBOM CxeMBbl. Bonee Toro, B pabore [9]
NPHUBOAUTCA KOHKPEeTHBIM IIPHUMep CXeMBl, COC-
TOSIIIEeN M3 3JIeKTPUUYeCKOHM eMKOCTH, 3apska-
IOIeCsl Yepe3 pe3ucTop. 3apsal U HaIpsikeHHe
Ha eMKOCTH OIpefessloTCsI aKTUBHOCTBIO OKPY-
SKaloIler TOTUKH, KOTOpasi B CBOIO odepenb MOXKeT
OTpa>kaTh aKTUBHOCTb MC. AnmmapaTtHag 3ak/jajKa
3aIyCcKaeTCs IPHU JOCTHKeHHH Ha eMKOCTH oIlpe-
JleJIeHHOTO 3HaUeHHU sI [IOPOrOBOr0 HAIIPSIKeHHU .

AKTUBALIMOHHBIN TPUTTEpP MOXeT OBITh KakK
IHuGPOBBIM, TaK KU aHAJIOTOBHIM. AHAJIOroBas
aKTUBALIUS UCIOJb3yeTCs C 1e/IbI0 YBeJIHNYeHHU S

extracts one bit of a 56-bit key in
one phase. Exposing one bit in each
64-bit transmission data block, the
Trojan provides the information
leakage. After accumulating all
56 blocks of an encrypted text the
full key is transmitted over the air
compromising the encryption. The
extracted key is hidden within the
allowable range of the amplitude
or frequency specified by a varia-
tion of the technological process
parameters, which ensures compli-
ance with the designed functional
IP specifications.

Paper [6] describes a new type
of hardware Trojans based on the
IC reliability characteristics. This

HAHO MHOVCTPHA #8/70/ 2016

type of Trojan is easily embedded
into the technological process and
leads to the faster degradation of
CMOS IC. It is possible that modi-
fications will not affect the char-
acteristics of the internal circuits
but they affect the increase in
variability of process parameters,
therefore they are identified in the
course of technological tests. Such
hardware Trojans may be based on
the following degradation physi-
cal phenomena: the hot electron
effect (HCI effect), electrical break-
down of the gate dielectric, the
temperature instability effect at a
reverse bias in the p-channel MOS
transistor (NBTI effect), and the

electromigration effect. According
to the classification they can be
attributed to a permanent type of
DoS (Denial of Service) hardware
Trojans which lead to a gradual
degradation of performance or to
the early failures of separate parts
of IC.

MECHANISMS

OF ACTIVATION OF TROJANS

As arule, a hardware Trojan is dor-
mant after embedding into the sys-
tem until it is activated (started)
to perform its malicious func-
tion. Activation mechanisms
can be diverse in nature, explicit
or hidden, incidental, direct, or
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CKPBITHOCTH M CJOXHOCTH ero obHapys>KeHHUS.
3/I0yMBIIIJIEHHHUK MOXeT KCII0/Ib30BaTh HECKOJIbKO
MHIHUBHUIYaAbHBIX TPUITEPOB [10C/IeL0BATEIbHOCT-
HOTO THIIA /I aKTUBALIMK Pa3/IMYHBIX TPOSHOB
B HC.

AKTHBAaIlKS Ha OCHOBe II0C/Ie/l0BAaTe/IbHOCTHOHN
JIOTUKH MOXeT IIpefyCMaTPHUBAaTh KaK KOHTEHT-
Hble, TaK U BpeMeHHble cobpiTusl. B pabote [10]
KMCCAeJOBalMCh TaKHWe TPUITephl, KOrga aKTH-
BallMs TPOSiHA IIPOMCXOAHUT IPHU ONpPeAeeHHBIX
KOHTE@HTHBIX NAaHHBIX B OIlpeje/ieHHOe BpeMs.
[/ IpoCTOro aKTUBALIMOHHOIO TpUITepa 6blJI0
[I0Ka3aHO, YTO BpeMs TeCTUPOBaHMS, 32 KOTOpoe
MO>KHO C 60JIBIION BePOSATHOCTHIO AaKTHBUPOBATh
TaKOH TPOSIH, COCTaBisieT 3-10% yneT: paccMaTpHu-
Bajach BePOSITHOCTBH ONpefe/leHUs KOMOMHAIIUHU
OIlpeJeIeHHbIX YUC/IOBBIX KOJOB, BBOOZUMBIX C KJIa-
BHATYPHI 3a Ol pefle/IeHHbIN HHTepPBaj BpeMeHHU.

ABTOPpHI [10] mpenIosKKUIK TaKke 'TeMIlepaTyp-
HBIN Tpurrep”. IIpUHLIUI ero AeHCTBUS 3aKJIIO-
YaeTrcd B caedyouemM. AKTUBHOCTD OHpeaesieH-
HBIX yuyacTKoB MC Ha KpuCTaajle MOAYJIHpYyeT
YacCTOTY KOJIBLIeBOI'O FeHepaTopa, BEIIIOJTHEHHOT 0
Ha MHBepTopax. YacToTa KOJIbIeBOro reHepaTopa
oIpefesiseT TeIlJIOBbIAe/JIeHHe, KOTOpOoe BaKseT
Ha 3a/Jlep>XXKY B IPYroM IoA06HOM KOJIbLIeBOM TeHe-
patope. IIp1 NOCTH KEHHUH OINpefe/IeHHOM BeJn-
YMHBI 3aJePXKKH IIPOUCXOAHUT aKTUBAL K alllla-
paTHOM 3aKJaagKH. IIoX0KHe MeXaHH3Mbl MOTYT
OBITH IOCTPOEHBI HAa MCIIONb30BAHUHU B KaueCTBe
CHUTHAJIa /151 AKTUBALIMU 3JIeKTPOMAaTrHUTHBIX UJIH
Paquo4YacCTOTHBIX IIOMeX, YaCTOTHl UM MOTpeb-

7sieMOI MOUIHOCTH JIOTHUYeCKOM CXeMBI, a TaKxkKe
BpeMeHHOI XapaKTepHUCTUKU OTPeb1seMOor MOIL-
HOCTH OIlpeJleJIeHHBIX y4acTKoB HC.

ANMAPATHBIE TPOSIHbI C BHEWWHEW AKTUBALLMEN
BHeNIHSs1 aKTUBALIUS II0Apa3yMeBaeT HeKOe B3au-
MOJEeHCTBHeE allllapaTHOIO TPOsiHA C BHELIHEH Cpe-
IOM, OTIMYHOM OT CUCTeMBI, B KOTOPYIO BHeApeH
TposiH. [IpeMMyIecTBa HCII0NIb30BAHU S BHEIIHUX
TPUITEPOB [JIS1 ATAKYIOIIEro 3aKJIOYaeTCsl B TOM,
YTO AKTHBALUS MHULIUUPYETCS UCTOYHHUKOM, pac-
IIOJIOKeHHBIM BHEe CHCTEMBI U II09TOMY He 3aBHU-
csmuM oT Hee [11]. B 3Toi1 5ke paboTe IPUBOASTCS
IIpUMephl IPUEeMHHUKOB UM AHTeHH BHEIIHEro
CHUTHAaJIa, BHEeJIPeHHBIX B "3apaskeHHBIN" IpUbop.

B paboTe [8] paccMaTpHUBAIOTCSI BCTPOEHHBIE
B UHII CEHCOPbI, KOTOPBle MOTYT OCYILeCTBISATh
MOHUTOPHUHT QHU3UYECKUX [IapaMeTPOB: TeMIle-
PaTypBhl, 3IeKTPUYECKOr0 HALIPSIKEHHUSI, JJIEKTPO-
MaTHUTHBIX [IOMeX, BJIAXXHOCTH U BBICOTHI Ha[
ypOBHEeM MOPSi. AKTUBAIJUOHHbIe MeXaHH3MBI
C MOofO06HBIMHU CEHCOPAMHM Ha YHIIe YaCTO Ha3bl-
BAIOT TPUITepPaMHU IT06O0UHOT0 KaHasIa 10 aHAJIO0-
TUHU C TEeXHOJOTHSIMHU IOJTy4YeHUsI HHGOPMAI UK
B 3JIEKTPOHHBIX IpHUbopax 6e3 HeIoCpeCTBEHHOIO
BIMSHUS Ha HUX [12]. [Ipyrue BHeIIHHe MeXa-
HHU3MBl aKTHBALMH ANIIapPAaTHBIX TPOSHOB OCHO-
BaHBl HAa HEIOCPeACTBEHHOM B3aMMOJEHCTBUHU
C meneBbIM IIpu6opoM. TaK>Ke aKTUBAI U MOKET
OBITP MHUIMATHU3UPOBAHA IIPUKPEIJIEeHHBIM KOM-
[IOHEHTOM CHCTEMBI, HallpUMep AOIOTHHUTEIbHOH
[IaMSThIO.

predetermined, as a result of which
a hardware Trojan can change its
state and behaviour. Knowledge
of these mechanisms is important
because the activation process may
carry the information that enables
to identify and counteract the hard-
ware Trojan. It is necessary to try to
activate the hardware Trojans at
the stages of IC verification. This is
usually carried out during the con-
formance and functional testing
of ICs or space research of project
conditions including the status of
inputs, outputs and internal logic.
Activation of a hardware Trojan
during testing can help to iden-
tify its presence in the IC. Various

mechanisms of activation and their
classification are briefly discussed
below.

HARDWARE TROJANS

WITH INTERNAL ACTIVATION
Internal activation is based on
some specific conditions at which
activation of hardware Trojans in
the target device takes place. In
most cases it is based on the cir-
cuits of the sequential or combina-
tional logic.

ACTIVATION BASED

ON THE COMBINATIONAL LOGIC

The hardware Trojan with activa-
tion based on the combinational

logic is embedded when the so-
called flip-flop state is achieved
and when certain values (vectors)
are found on certain sites of the
internal IC schemes. This type of
an activation mechanism can be
implemented only by using the
combinational logic (combina-
tional flip-flop). In their paper [7]
the authors give the example of
the so-called "single-cycle cheat
code", a specific address on the
bus, which activates a hardware
Trojan. In practice the combina-
tional activation may require a
larger set of definite simultane-
ous states at certain nodes, such as
internal registers combined with a
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NOCTOAHHO AKTUBHDBIE ANMAPATHDIE 3AKNAAKH
CymiecTBYIOT allllapaTHBIe 3aK/JaJKH, KOTOpBIe
BCer/la akTHUBHBI U He MOT'YT OBITh aKTUBUPOBAHEI
WIH [e3aKTHBHUPOBAHBl CIIeIJMabHbIM TPUITEp-
HBIM MeXaHH3MOM. BO3MOKHBI TaKXKe aIlllapaTHbIE
TPOSIHBI, KOTOpPble BHOCAT He3aMeTHble U3MeHeHU s
B crleUPHUKALHMIO0, GYHKIIMOHAIBHOCTD HJIM CHHXPO-
HU3aLMI0 CHCTeMBl U He HY>K/JAI0TCSl B TPUTTePHOM
MexaHH3Me. B KauecTBe IpruMepa TaKHUX IIOCTOSIHHO
JOeHCTBYIOIKUX TPOSSHOB MOXKHO IPHUBECTH allIa-
PaTHYyIo 3aKJIaJKy, IPOU3BOJSLIYIO yTeUKY JaHHBIX
yepe3 IMOOOUHBII KaHa, KOTOPBIK OTPaskaeT aKTHB-
HOCTH crienuduyecko HUC,

[IoCTOSSHHO aKTHBHBbIe allllapaTHBIe 3aKJIaJKHU
MOTYT HUMeTh U 60jlee TOHKHe TPUITepPHble Mexa-
HHU3MBHL. B pabore [11] o6cyskmaeTcs: Takast MOAUH-
Kallyusd TOIIOJIOTHH, IIPHU KOTOPOI;I OTAE/IbHbIE y3JIbI
unu 9acTu MC BMeloT 60/IbIIYI0 BEPOSITHOCTD 0TKA3a,
TO €CThb MOXHO FOBOPUTb, UYTO TPUITEPHBIN MeXa-
HHU3M IIOCTOSIHHO JeHCTBYeT U MPUBOAUT K HeIlpe-
PBIBHOM ferpafalnuu pabounx xapakTepucTuk KC.
B paborte [6] paccmaTpuBaroTcs MogupuKanuu B MC,
B pe3yJsibTaTe KOTOPBIX OHA BBIXOAUT K3 CTPOs IIoCJIe
OIlpefie/IeHHOTr0 IIepHoAa SKCIIIyaTalluK AIUTeNb-
HOCTBIO OT HeCKOJIBKUX MecsiLieB [0 roga. [IpumMepsl
TaKHUX alIlapaTHBIX TPOSIHOB — IIpefHaMepeHHbIe
M3MeHeHHUSs B TeXHOJOTHUYeCKOM IIpoliecce, IPHUBO-
AsIiye K yXygUleHHI0 HajesxxHocTH MC. TpyoHOCTD
UX obHapykeHHUS CBsI3aHA C TeM, YTO BHOCHMEBIe
M3MeHeHM S He BIIUAIT Ha mapaMmeTpsl MC, KoTopslie
HaXOJSTCS B IOIYCTUMBIX IIpefiesiaX, XapaKTepHBIX
IJ151 TeXHOJIOTMUeCKOoro mnpotiecca. [I0CKObKY TaKHe

TPOSIHBI IIOCTOSIHHO aKTHBHBI, OHU He UMeIoT 110604~
HBIX aKTUBALIMOHHBIX 3 PEeKTOB, TAKKUX KaK H3Me-
HeHMS IIyMOBBIX XapaKTepucTuk MC, u3MeHeHUS
XapakTepa oTpebisieMOr MOIIHOCTH HUJIM TeMIlepa-

TyPBI.

OCOBEHHOCTU PA3PABOTKU

TPUITEPHbIX MEXAHU3MOB AKTUBALIUUA
Pa3paboTUYMKy almapaTHOTO TPOSHA AOCTATOYHO
IIPOCTO CO34aTh TPUITEPHBIM MEXaHH3M aKTHBa-
LM, KOTOPBIH 6yIeT TPYAHO 06HAPY>KUTh, IIOCKOJIBKY
OH MOKET MCII0/Ib30BaTh OTPOMHOE IIPOCTPAHCTBO
COCTOSTHUH CHCTeMBI, B KOTOPYIO BHeIPSIeTCsI TPOSH.
9TO IPOCTPAHCTBO COCTOSIHUM BKJIIOYAeT BCe BHY-
TPeHHME Y3J/Ibl IOTUYEeCKHX CXeM, BXO/IOB M BEIXOJIOB
HC, moguduranuio Tomnonoruu MC, Bapuanvu Tex-
HOJIOTHUYeCKHX IIPOLIeCCOB, aHaJIOoroBble 3QdeKTh
371eKTpOHUKHU B MC. TH6pHIHBIe MeXaHU3MBI, COBMeE-
a0l Ke HEKOTOPhIe U1K BCe M3BeCTHhIE TPUITepPHbIe
NPUHLMIIBL, AeaaloT paboTy 1Mo 06HapysKeHUIO allma-
PaTHBIX 3aK/Ia/I0K Bce 6oree TpyAHON. ObInee MHeHMe
HCCIeJ0BaTe/ el CBOAUTCS K TOMY, YTO IIOCTOSIHHO
NeHCTBYOIIHe alnapaTHBIe 3aK/JIaJKH HaMHOIO
bosee TpynHBI AL 0OHAPY>KeHUS 10 CPABHEHUIO
CO CJIOKHBIMHM KOHCTPYKIMSIMU TPUITEPHBIX MexXa-
HH3MOB [/151 IPeJOTBPallleHUs CIy4alHOM aKTHBa-
LMY MM aKTUBALIMHK BO BpeMsI TeCTUPOBAHHUS.

3AK/NIIOMEHUE

BHeCTH 1 aKTUBUPOBATD alllIapaTHbIE TPOSIHBI CTAHO-
BUTCSI IIPOILE C yBeJIMUeHHueM IIPOCTPAaHCTBa COCTOSI-
HUH, IIOBBIIIEHHEM I1apa/lIe/IbHOCTH BBIUHCIEHHUH,

specific word on the data bus and
a certain word on the address bus.
In Paper [8] there is an example in
which certain combination sets
at IC inputs are used to activate
the hardware Trojan. In particu-
lar, it may be a certain input set
combining the data, control com-
mands, addresses and self-testing
commands.

ACTIVATION BASED

ON THE SEQUENTIAL LOGIC
Hardware Trojan with activation
on the basis of the sequential logic
is embedded with the help of a spe-
cific sequence of events. In com-
parison with the combinational
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activation, the activation based
on the sequential logic has a
much larger state space as a flip-
flop mechanism in this case can
be implemented using finite state
automation. It is stated in paper
[9] that since finite state auto-
mation provides a logical depth,
the sequence of events is usually
described with the help of unlikely
logical values; as a result, it is
much more difficult to detect it
during testing and verifying IC.
The simplest sequential flip-
flop is a synchronous counter cir-
cuit which is activated after a cer-
tain number of timing loops. In
paper [7], these Trojans are called

"delayed-action bombs". In paper
[9] asynchronous sequence coun-
ters are considered in which at cer-
tain events increments, for exam-
ple, an increase in pulse edge at
the exit gate, are carried out. These
authors offer the use of a hybrid
activation mechanism combining
synchronous and asynchronous
flip-tlops.

Paper [9] also considers the so-
called sequential cheat codes. For
example, the sequence of bytes
0xd, Oxe, 0Oxc, Oxa, 0xf, 0xb, Oxa,
0xd during eight different timing
loops leads to activation of a hard-
ware Trojan. Besides, it is not nec-
essary for the data bytes to come
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sequentially; they can be sepa-
rated in time. Thus, the activation
of a hardware Trojan is achieved by
much more complex sequence of
events.

To develop the complexity of a
sequential flip-flop is not diffi-
cult for a developer of hardware
Trojans. The only problem asso-
ciated with increasing complex-
ity is the power consumed by the
Trojan and the number of logic
gates required for its embedding.
In this regard internal sequential
activation mechanisms that use
physical and analogue effects in
ICs have been offered. For exam-
ple, chip temperature or power

consumption monitoring may be
included in the flip-flop mecha-
nism of the circuit. Furthermore,
Paper [9] gives a specific example
of a circuit consisting of capaci-
tance charged through a resis-
tor. The charge and voltage on the
capacitance are determined by the
surrounding logic activity, which
in turn may reflect IC activity. A
hardware Trojan starts when the
capacitance achieves a certain
value of the threshold voltage.

The activating flip-flop can be
either digital or analogue. The
analogue activation is used to
increase the secrecy and complex-
ity of its detection. An intruder

can use several types of sequen-
tial individual flip-flops to activate
various IC Trojans.

Activation based on the sequen-
tial logic can include both con-
tent- and time-related events.
Paper [10] studies such flip-flops
when activation of a Trojan comes
with certain content data at a spe-
cific time. For activating a simple
flip-tlop, it is shown that the test-
ing time, for which you are likely
to activate such a Trojan, is 3-10%
years, the likelihood of determin-
ing the combination of specific
numerical codes entered from the
keyboard for a certain period of
time is considered.
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The authors [10] also proposed a
"temperature flip-flop". Its oper-
ating principle is as follows. The
activity of specific IC sections on
a crystal modulates the frequency
of the ring oscillator performed
on the inverters. The ring oscilla-
tor frequency determines the heat
release which affects the delay in
the other similar ring oscillator.
When you reach a certain amount
of delay, the activation of the hard-
ware Trojan takes place. Similar
mechanisms may be constructed
for use as a signal to activate the
electromagnetic or radio frequency
interference, frequency or power
consumption of a logic circuit as
well as the time characteristics of
the power consumption of certain
sections of the IC.

HARDWARE TROJANS

WITH EXTERNAL ACTIVATION
External activation involves an
interaction of a hardware Trojan
with an external environment
that is different from the system
in which the Trojan is embedded.
The advantages of using exter-
nal flip-flops for the intruder is
that activation is initiated by a
source located outside the system
and therefore not depending on
it. [11] The same paper gives the
examples of receivers or external
signal antenna embedded in the
‘infected’ device.

The paper [8] discusses the sen-
sors built in chip, they can moni-
tor physical parameters, e.g. tem-
perature, voltage, electromagnetic
interference, humidity and alti-
tude. The activation mechanisms
with similar sensors on the chip
are often referred to as side-chan-
nel flip-flops similar to the tech-
nology of obtaining the informa-
tion in electronic devices with-
out producing any direct effect on
them [12]. Other external mecha-
nisms of activation of hardware
Trojans are based on the direct
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interaction with the targeted
device. Activation may also be ini-
tialised by the system’s attached
component, such as additional
memory.

CONSTANTLY ACTIVE

HARDWARE TROJANS

There are hardware Trojans that
are always active, and they can-
not be activated or deactivated by
a special flip-flop mechanism.
There are also hardware Trojans
that make subtle changes to the
system specification, function-
ality or synchronization without
the need of any flip-flop mecha-
nism. Such permanent Trojans
can be illustrated by the example
of the hardware Trojan generating
data leakage through a side chan-
nel that reflects the activity of a
specificIC.

Constantly active hardware
Trojans can have flip-flop mecha-
nisms that are more subtle. Paper
[11] discusses a modification topol-
ogy in which the individual com-
ponents or parts of ICs have a
greater probability of failure, in
other words, you can say that the
flip-flop mechanism operates con-
tinuously and leads to continuous
degradation of operating charac-
teristics of the IC. Paper [6] consid-
ers modifications in IP as a result
of which it breaks down after a cer-
tain period of operation lasting
from several months to a year.

Examples of such hardware
Trojans include intentional
changes in the process leading
to a deterioration in the reliabil-
ity of ICs. The difficulty of detect-
ing them is due to the fact that the
modifications made do not affect
the change in IC parameters that
are within acceptable limits typ-
ical for a process. Because these
Trojans are always active, they
have no side activation effects,
such as changes in the noise char-
acteristics of IC, a change in the

nature of power consumption and
temperature.

FLIP-FLOP ACTIVATION

MECHANISM DEVELOPMENT
FEATURES

It is quite easy for the developer of
a hardware Trojan to create a flip-
flop activation mechanism which
will be difficult to detect because
it can use the huge space of sys-
tem states in which a Trojan is
introduced. This space of states
includes all the internal com-
ponents of logic circuits, the IC
inputs and outputs, the IC topol-
ogy modification, variation of
manufacturing processes and the
effects of analogue electronics in
IC. Hybrid mechanisms combin-
ing some or all of the known flip-
flop principles make the detection
of hardware Trojans increasingly
difficult. The general opinion of
researchers is that the permanent
hardware Trojans are much more
difficult to detect than the com-
plex designs of flip-flop mecha-
nisms to prevent accidental activa-
tion or activation during testing.

CONCLUSION

It becomes easier to introduce and
activate hardware Trojans with
the increase in the state of states,
an increase in parallel computing,
complexity of internal wiring and
increasing the number of modern
IC outputs/inputs. In such circum-
stances, hardware Trojans can be
hidden deep inside the IC design
and are very difficult to be detect-
able. It should be noted that develop-
ments designed to prevent the intro-
duction of hardware Trojans at the
stage of designing or manufactur-
ing ICs, are still in their infancy. ®

This paper was created with the finan-
cial support of the Ministry of Education
and Science of the Russian Federation
within the framework of the state order
8.527.2016/BY.
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MpoaHannsnposaHbl BapuaHThbl peasn3auum cneynannsmpoBaHHbIX MUKpocxeM. PacCMOTpeHbl
0CO6eHHOCTU 6a30BbiX MAaTPU4YHbIX U 6a30BbiX KPUCTA/ZIOB Kak OCHOBbI ANs peanmnsauuu
cneuuannsnpoBaHHbIX MUKpocxem. MNMpepcrtaBsieHbl COBpeMeHHble cepun 6a30BbIX KPUCTAN/IOB
5521 n 5529, un3rotoBsieHHble MO TexHonAornMyeckum Hopmam 180 HM M 250 HM, a Takxe
BMK manon crteneHuM UHTerpaumum cepum 5503 m 5507. YkasaHHble BK u BMK cocrtaBnsioT
CeMencTBO cepui, UMEKLLUX eAnHYI0 6nbnnoTeky pyHKLMOHANbHbIX A4YeeK, obwue cpeacTBa
NpoeKTUPOBAHUSA U aHAJIOrTMYHbIe KOPTMYCHbIe UCNOJIHEHUS. OTINYNTE/IbHOW YepTOol ceMencTBa
ABNSETCA NOBbIWEHHAs CTOMKOCTb K BHELWHWM BO34ehCTBYOWUM $aKTopaM KOCMUYECKOro

NpocTpaHCTBa.

Possibilities of implementation

of application-specific

integrated circuit (ASIC) are

analysed. The features of uncommitted logic array (ULA) and gate array (GA) as basis for the
implementation of ASIC are considered. The up-to-date 180 nm and 250 nm 5521 and 5529 GA
families and 5503 and 5507 small scale integration ULA families are presented. These GA and
ULA form a group of families with a common library of functional cells, similar design tools and
types of packages. Their distinctive feature is high resistance to space conditions.

HMKPO3JIEKTPOHHUKA SIB/ISETCS OLHOM M3 OTpac-
e MPOMBILIJIEHHOCTH, ONpefesomux
HAay4YHO-TeXHHUYeCKHH IIporpecc obmecTsa.
BOJNIBIIMHCTBO IIPOLIECCOB, CBSI3aHHBIX C pA3BUTHEM
MHUKPOTEeKTPOHUKM, HOCUT BBIPasKeHHBIN 3KCIIO-
HeHIIMAJIbHBIH XapaKTep. B oTIn4Yue 0T 06BIYHBIX
oTpacieyl IPOMBIIIJIEHHOCTH, Ie co3naHue bonee
OBICTPOrO M JIy4IIero yCTPOMCTBA C YABOEHHBIMU
GYHKIIMOHATBHBIMU BO3MOKHOCTSIMH OOBIUHO
yaBaUBaeT CTOUMOCTb Pa3paboTKU U MPOU3BOJI-
CTBA H3JeHsl, B MUKPO3JEeKTPOHUKeE CIIpaBen-
nKuBO 06paTHoOe: ITepexos Ha HOBBle (MeHBINIe) TeX-
HOJIOTHUYeCKHe HOPMBI IIPUBOJUT K yJIelleBIeHHUI0
C OMHOBPEeMEHHBIM yBelHYeHHeM QYHKIIMOHAIb-
HBIX BO3MOXXHOCTEHN UHTEIPATIbHBIX MUKPOCXEM.
B 3THUX yCc/lI0BHSAX aKTya/lbHa 3ajada yCKope-
HUSI TeMIIOB pa3paboTKU 3IeKTPOHHOM KOMIIO-

HeHTHOM 6a3bl (OKB) n/1s1 COBpeMeHHOM paauo-
37IeKTPOHHOM anmnapartypsl (P9A), B ocobeHHO-
cTHu - 60/BIINX HHTErpaabHBIX cxeM (BHC), KoTO-
pble MOSKHO pa3Je/IuTh HA JBA OCHOBHBIX KJIACCA:
YHUBEpCaJbHble U CIeHAaJHU3HUPOBAHHLIE.
K mepBOMY KJIacCy OTHOCSTCSI MHKPOIIpOIec-
COPBbI, MUKPOKOHTPOJIJIEePHsl, IepudepunHbe
YCTPOMCTBA, ycTpoucTBa nmamsatu (II3Y, O3V
U T.[.), CEPUH CTAHZAPTHBIX MUKPOCXEM H IP.,
TO eCTh MUKPOCXeMBbI, YHKILIMOHAJIbBHBIE BO3-
MOXHOCTH KOTOPBIX HOCST YHHBepPCAJIbHBIHA
XapaKTep U MOTYT OBITH HMCIIONB30BAHEL B pa3s-
JHUYHBIX YCTPOMCTBAX U CUcTeMax. ObbveM mpo-
HM3BOACTBA MUKPOCXeM JaHHOIO KJlacca COCTaB-
JsieT COTHH THICSIY M MHJUIMOHBI LITYK B FOM, YTO
MHUHHMH3HUPYeT 3aTPaThl Ha UX [IPOEKTHPOBAHUeE
U OCBOEHUE B IIPOK3BOJCTRE.

1 HMK"TexHonoruyeckui ueHTp" / SMC "Technological Centre".
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Crenyanu3upoBaHHbIe MUKPOCXeMBI BBIIIOJI-
HSIOT B allllapaType KOHKPeTHEHIe ClieluPHruIecKHre
GYHKLMH, IPUCYIIHe TOIbKO ek, U B 6OTBIIMHCTBE
clly4aeB He MOTYT OBITh MCIIOB30BAHBEI I'e-1H60
eme. C 3aBepIIeHHeM IIPOM3BOACTBA allllapaTyphl
Hc4ye3aeT IOTPe6HOCTD U B BBIITYCKE ITpeIHa3HaUYeH-
HBIX [/151 Hee CIlelMa/IM3MPOBAHHBIX MUKPOCXeEM.
Kak npaBuUJIO, CEpUHMHOCTD CIIeIMaIM3UPOBAHHBIX
MHKPOCXeM HaIpsIMYIO CBS3aHa C 06’eMOM BBIITY-
CKa anmapaTyphl, B KOTOPOM OHM IPUMEHSIOTCS.
CymecTByeT 6onbInass HOMeHK/IATYpa CIelHaau-
3UPOBAHHBIX MUKPOCXEM C OTPOMHBIMHU 06beMaMU
BBIIIYCKa, HanrpuMep BHC, mpruMeHseMbIe B aBTOMO-
OUIBHOM 371eKTPOHMKe, OBITOBOM U KOMIIBIOTEPHOM
TexHHKe U Ap. [Ipy IPOU3BOACTBE TAKUX MHUKPO-
CXeM 3aTpaThl Ha UX INPOEKTHPOBAHUE U OpPTaHU-
3aI]MI0 MAaCCOBOIO BBIIIYCKA JIEIKO OKYHAKTCH. ITO
Hauboyiee peHTabe/PHBIN CEKTOP PBIHKAa MUKPO-
3JIeKTPOHUKH.

OmHaKo B COBpeMeHHOM 06IIecTBe CyIecTByeT
noTpebHOCTh B THICSYaX THUIIOB CIEIHATH3HUPO-
BaHHBIX MUKPOCXeM, KOTOPhIe BBHIIYCKAKTCH A/
yIOBJIEeTBOPEeHHU S HYX], OTHAe/JbHBIX OTpacjel IIpo-
MBIIIJIEHHOCTH U KOHKPEeTHBIX TUIIOB POA. O6BeM
[IPOU3BOACTBA TAKUX MHUKPOCXeM MOXeT COCTaB-
JISATh OT HeCKOJIBKHUX [IeCATKOB [0 HECKOJIBKHX ThICAY
IITYK B rof. Crloco6HOCTh pa3pabaThIBATh U MIPOH3-
BOOUTh X BO MHOIOM OIpeJenseT Hay4YHO-Tex-
HUYeCKUN U 06OPOHHBIN MOTEHLIMAN CTPaHbl. He

CIy4YanHO B CAHKLUHOHHBIN cnucoK CIIA mpoTuB
Poccuu momanu KpylnHeHIIHe IPeANpUsITUS OTe-
YeCTBEHHON MUKPO3JeKTPpoHUKHU AO "AHrcTpem"
u [TAO "MukpoH", aBnsgomuecs ¢paarMaHaMu
B [IPOM3BOJCTBE ClIelHaJIu3upoBaHHbBIX BHC.

Ocobyto, Haubosee CJIOKHYIO IPYIIy CpeH CIle-
HATU3UPOBAHHBIX MHUKPOCXeM COCTABJIAIOT BUC,
IIpHUMeHsieMble B allllapaType KOCMHYeCKOro Ha3Ha-
YeHH S U 3KCILJIyaTUPyeMBble B YCIOBU X JeHCTBUS
SJKeCTKHUX BHEINIHHUX BO3JeHCTBYIOMUX GaKTOPOB
(BB®). Kak npaBuio, HOM@HKJIaTypa TAKKMX MHUKPO-
CXeM BeJHKa, CPOKHU pa3paboTKu ammapaTypel
OTpaHHYeHBl, a CEpUHHOCTD, B CUJY CIeHUPUKU
amnmapaTypsl, 4acTO He IpeBhIIaeT HeCKOIbKUX
COTeH U3[leNHH B rof. [Ipou3BoACcTBO, Kak IIPaBUJIO,
KMeeT IIPEePBIBUCTBIN XapaKTep, a OCHOBHOM BKJIa[
B CTOUMOCTb MHKPOCXeM BHOCSAT 3aTPaThl Ha 0OCBOe-
HHe IIPOM3BOJCTBA U [IPOBeleHHe KBATUPUKALMOH-
HBIX U IePUOJHUYEeCKUX UCIIBITAHUU A5 IO TBEPXK-
IeHHs ypOBHA KadyecTBa.

CoBpeMeHHEIe CIIellHaJIHN3HPOBaHHBIe MUKPO-
CXeMBl MOKHO Pa3se/IMTh Ha TPU IPYIIIBL: 3aKa3-
Hble MUKPOCXEMBI, IIPOrpaMMHUPyeMBbIe JOTHYeCKHe
HHTerpaabHble cxeMsl (IIJIMC) u monysakasHble BHC
Ha ocHOBe 6a30BbIX (BK) MK 6230BBIX MATPHUYHBIX
KPHUCTAJIJIOB (BMK). IIpUHSATO CYUTATD, YTO IIOTHO-
CTHIO 3aKa3Hble MUKPOCXeMBbI 06eCIeYnBaoOT MaKk-
CUMajJbHYIO QYHKIIMOHAJIBHOCTH, HANEXHOCTH
U CTOMKOCTb K BB®, MUHHMa/IbHYIO CTOUMOCTD IIPA

icroelectronics is one of

the industries that deter-

mine scientific and tech-
nical progress of society. Most
of the processes associated with
the development of microelec-
tronics have pronounced expo-
nential character. Unlike con-
ventional industries, where
the creation of faster and better
devices with enhanced function-
ality usually doubles the cost of
development and production, in
microelectronics the opposite
is true: the transition to a new
(smaller) technological stan-
dards leads to reduction in price
with simultaneous increas-
ing functionality of integrated
circuits.

In these circumstances, it is
urgent to accelerate the devel-
opment of electronic compo-
nent base (ECB) for modern elec-
tronic equipment (EE), espe-
cially of very large scale inte-
grated circuits (VLSIC), which
can be divided into two basic
classes: generic and application-
specific. The first class includes
microprocessors, microcon-
trollers, peripheral devices, stor-
age devices (ROM, RAM, etc.),
a series of standard chips, etc.,
that is, versatile chips, which
can be used in various devices
and systems. The production
volume of chips of this class
reaches hundreds of thousands
and millions of pieces per year

that minimizes the contribu-
tion to their cost of design and
development.
Application-specific inte-
grated circuit (ASIC) performs
specific functions inherent only
to a certain type of equipment,
and in most cases can’t be used
anywhere else. After the end of
production of such equipment,
there is no need in ASIC intended
for it. As a rule, the volume of
production of ASICs is directly
tied to volume of production of
equipment in which they are
applied. There is a large range of
ASICs with huge production vol-
umes, for example, VLSICs for
automotive electronics, house-
hold and computer equipment
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MaCCOBOM IIPOU3BOACTBE, HO 3KOHOMHUYECKHU He
3¢ deKTUBHBI IPU Ma/lIblX 06beMax BBIIIYCKA, TaK
Kak TpebyT MaKCHMaJIbHBIX 3aTPaT IIpH pa3pa-
60TKe U OCBOEHUHU npoussoacTsa. ITJIMC obnamarnoT
IIperMyIecCTBaMH IIPU pa3paboTKe U oTIagKe
IpoeKTa MHUKPOCXeMBl B COCTaBe amImapaTyphl.
B To ke BpeMs HajlH4yMe OOIOJHHTEIbHBIX 3JIe-
MEHTOB [JISI IPOrpaMMHUPOBAaHUSA CHUKAET UX
HaJe>XXHOCTb U YBeJIHWUYHBaeT 3Hepromnorpebie-
Hue. Ilo cpaBHeHHIO ¢ 3aKa3HbBIMU BHC cTOMMOCTB
IIJIMC cymecTtBeHHO Bbime. Ilonysakasusie BHC
3aHUMAIOT IIPOMESKYTOUYHOE II0JIOKEeHHEe MeXKIY
IIOTHOCTHIO 3aKa3HBIMU MUKpocxeMaMHu u ITJIHMC.
ITo moka3aTessiM HaJle>XXHOCTH, SHepromnoTpebie-
HUS U CTOMKOCTU K BB® OHU CpaBHHUMEI C 3aKas-
HIMH BUC, a o JJIUTeNbHOCTH LIMKJIA "pa3pa-
60TKa — U3rOTOBJIEHHE ~ IOCTABKA" COMIOCTABU MBI
¢ IVIKC. ITpoussoacTtBo MK u BK, Kak mmpaBuio,
moggep>kKUBaeTCs B TeYeHHe OJIMTEeJIbHOIO Bpe-
MmeHH (boiee 15 y1eT). JOMOJIHUTEIBHO HEOOXOL MO
Y4YHTBIBATH, 4TO ITJIMC BOEHHOr0 B KOCMHYeCKOI 0
HasHavyeHH s (ypoBHeH KadecTBa Military u Space)
M3-3a2 BBeJleHHOro 3M6apro B POCCHIO He IIOCTaB-
JISIFOTCA.

Bri6op criocoba peanm3alnuy CIeIHATHU3UPO-
BaHHBIX BHC ompenmenseTcs MHOXeCTBOM paKToO-
PoB, HO, KaK NpPaBHJ/IO0, HUMEHHO I0Jy3aKa3HEIe
BUC obecrie4yrBalOT HaUJIy4Illee COOTHOLIEHHE IKC-
M/1yaTallHOHHBIX U SKOHOMHYECKHX II0Ka3aTesleHu.
PaccmoTpum ocobeHnHOoCcTH BMK 1 BK, KaK OCHOBHI
715 peajr3alluH CIIelHaJIHN3UPOBAHHBIX MHKPO-
CcXeM.

KOHCTPYKLINA BMK
Ba30BBIM MaTpUUYHBIEN KpucTtaan (BMK) (aurno-
s3pluHble TepMuH ULA, Uncommited Logic
Array) - 3To yHHBepCajJbHasl 3arOTOBKA B BH/e
KpeMHHEeBOU MJIACTHHBI, HA KOTOPOX copMHUPO-
BaHBl KPHUCTA/JIb C MAaTPULIEH TPaH3UCTOPHBIX
CTPYKTYP. TaKKe KPHUCTA//IBl Ha3bIBaIOT 6A30BBIMHU,
IIOCKOJIbKY BCe GOTOmabIOHB A5 UX H3LOTOB-
JeHHs, 33 UCKIYEeHHUEM CJI0€B MeTa/lIM3alHH,
SIBJISIOTCS IIOCTOSHHBIMU U HE 3aBHUCAT OT peaju-
3yeMoH cxeMBbl. [IpocTermue 31eMeHTh (KMOII-
TPaH3UCTOPHI) PACIOIaraloTCs B BUe peryaspHoOM
MaTPHUIbl, II03TOMY KPHUCTaJI/I Ha3bIBAIOT MaTPUY-
HBIM. B oTnnuune ot IIJIMC, noruka paboTel KoTo-
PBIX 3aJ1aeTCs IOCPEACTBOM IIPOrpaMMHO-yIIpaB-
JIsIeMBIX 3JIEMEeHTOB, clienuanusanusa bMK ¢op-
MUPYETCS TeXHOJOTHYECKH B IIpollecce MHUKPOI-
JIEKTPOHHOIO IIPOM3BOACTBA. M3roToB/IeHHe KOH-
KkpeTHOoI BUC 3aK/I04aeTcsl B BHIIIOJIHEHUH 3aBep-
MIAIOMIUX TeXHOJOTUYeCKHX Olepaliuy Hal KpeM-
HHEBBIMU IJIACTHHAMM C KPUCTATJIAMU-3arOTOB~
kKamu BMK. IIpx 3TOM B OJHOM HJIM HECKOJIbKHX
C/I0SX MEeTAJ/IM3alMU OCYLIeCTBISIETCI KOMMY-
Tauusg KMOII-TpaH3UCTOPOB Ha I10JIe MAaTPUILBI
01 GopMHUpOBaHUS Llellel CXeMbl. B CpaBHeHHUH
c IINIUC B cTpyKType BMK OTCYyTCTBYIOT HU36bITOU-
HBle 3JIeMEeHThI, UYTO B HECKOJbKO pa3 CHHKaeT
06IIyI0 CIOKHOCTh MHKPOCXeMBI U IIOBHIIIAET ee
HaJe>XHOCTb.

B KOHCTpYKIMH BMK MOKHO BBIJI€IUTh PEryasap-
Hoe I0JIe, OKPY>KeHHoe 006/1acThi0 IIepUPpepPUIIHBIX
KOHTAKTOB. [l/is onipefeneHus pasmMepa moast BMK

etc. The costs of design and orga-
nization of mass production of
such chips are easy to pay off. It
is the most profitable sector of
the market of microelectronics.
However, in modern soci-
ety there is a need for thou-
sands of types of ASICs, which
are produced to meet the needs
of specific industries and spe-
cific types of electronics. The
production volume of such cir-
cuits can range from a few dozen
to several thousand pieces per
year. Ability to develop and
produce them largely deter-
mines the scientific, techni-
cal and defence potential of the
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country. It is not coincidentally
that the sanctions list of the
USA against Russia includes the
largest enterprises of the domes-
tic microelectronics - Angstrem
and Mikron, which are the flag-
ships in the production of spe-
cialized VLSICs.

VLSICs, which are used in
space equipment and operated
under the influence of hard
external factors, constitute a
special, most complex group
among ASICs. Usually, the range
of such chips is large, the devel-
opment time of equipment is
limited, and seriality, due to the
nature of the equipment, often

does not exceed several hun-
dred units per year. Production,
as a rule, is intermittent, and
the main parts of the cost of
the chips are costs of the devel-
opment of production and
expenses of certification and
periodic tests for confirmation
of the quality level.

Modern ASICs can be divided
into three groups: custom IC,
field-programmable gate array
(FPGA) (FPGA) and semicustom
IC based on gate array (GA) or
uncommitted logic array (ULA).
It is considered that the fully
custom chips provide maximum
functionality, reliability and
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KCIIO/NIb3yeTCs MOHSTHe "3KBUBAJeHTHBIHN BeH-
TUAB'. OGUH 5KBUBAJIEeHTHBIN BeHTHU/Ib COOTBET-
cTByeT yeThipeM KMOII-TpaH3MCTOpaM, Ha KOTO-
PBIX MOXKHO peaar30BaTh JIOTHYECKYIO QYHKIIHIO
"2U-HE" unu "2UJIA-HE". IIpu 3ToM Heob6X0quMO
pasnuvaTh GakTHYeCKUM pa3sMep MO/ U Koaude-
CTBO 3KBHUBAJeHTHBIX BeHTH/Iel, KOTOpble MOTYT
OBITH UCIIONB30BAHBI IPH peaTru3aliu KOHKPEeTHOMN
MHKpOCcXeMbl. OTHOIIEHHE UCII0/Ib30BAHHBIX SKBU-
BaJIeHTHBIX BeHTHJIeH K pa3Mepy nong BMK Ha3bl-
BaeTCs KO3QPULIMEeHTOM 3aIOJTHEHHU .

CIOXHOCTh peanusyeMblx Ha BMK MHKpoO-
CXeM oIpefensieTcss MHOTUMHU GpaKTOpaMHU: pas-
mepoM 1moass BMK, KoJIH4eCTBOM AOCTYIIHBIX /15
KMCIIO/NIb30BAHU S BHEUIHHUX KOHTAaKTOB, 3pdex-
TUBHOCTBIO CPeACTB IPOEKTUPOBAHMS, PA3BUTO-
CThIO 6M6IHOTeKH QYHKIMOHATBHBIX SUeekK, UX
OBICTPOMENCTBHEM, BO3SMOKHOCTSIMH OXJIaKAEeHHUS
MHKPOCXeM B alllaparype ¥ MHOTUMU APYTHUMH.
Ha mpaKTHKe He ygaeTcs HUCIIOJb30BaTh Bce 100%
nonss BMK. IIpH 3amo/HeHHHU MO KPHCTaldaa
MeHee yeM Ha 70%, KaK IIpaBUJIO, YAAeTCs CIIPOeK-
THUPOBATH TOIIOJIOTHUI0 aBTOMAaTHYeCKHU CPeCTBAMU
CAIIP 6e3 BMemaTenbcTBa pa3paborumka. IIpu
bonpmem KodpdUIMeHTe 3aI0THEHUS TOIOJIO-
rus pa3pabaTeiBaeTcsi B MHTePAaKTUBHOM PeXXHMe
c yuacTueM pas3pabordyuka. ITO yCIOKHSET IPO-
I1eCC MPOeKTHPOBAHM S, HO II03BOJIIET KMCIIOIb30-
BaTh KPUCTAJIJI MEHBIIIETO Pa3Mepa, IPOU3BOLCTBO
KoToporo 6ynet gemesse. [IosTomy 06pruHO BMK
paspabarsiBatoTcsi cepusiMU. CepHIO COCTABISIOT
HeCKOJIbKO KOHCTPYKTHUBHO Mofo6HbIX BMK, nmero-
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Puc.1. BapuaHmbl KoHCcmpykuul BMK: a - kaHanbHas;
b -"mope eeHmunei"
Fig.1. Variants of ULA design: a - row structure; b - sea of gates

mux obuyro 61611MoTeKy GYHKIIMOHATBHBIX sSiUeek
M Pa3sIHuYaAKMKMXCS pa3sMepoM II0JS KPHUCTajala
M KOJTHYeCTBOM BHEIIHMX BBEIBOJAOB. /I Ka>XXKI0TO
6onpmiero mo pa3mepy tuna EMK B cepuu pasmep
mosst 06BIYHO YBeJIUYUBAETCSI IPUMEPHO BABOE.
Cepru BMK TaksKe MOTYT COCTOSITh M3 OHOTO THUIIO-
pasmepa KpuCTasjia, U3rOTaB/JIMBaEMOTO B Pa3/Iiny-
HBIX THIIAX KOPIIYCOB.

Konctpykuusa BMK, Kak HpaBHJ/IO, CTPOUTCSA
Ha 4-TPaH3UCTOPHBIX 6a30BbIX sTueliKax. [lomo6HEIe
SIYeMKHU IMO3BONSAIOT 3pPeKTHUBHO HUCIIONH30BATH
pecypcsl BMK 1 peann30BBIBaTh T06bIe CXeMOTEX~
HUYeCcKHe pemeHHsa. OgHAKO BCTpeyaTcss BMK

The choice of the method of

resistance to external factors,
the minimum cost for mass pro-
duction, but are not cost effec-
tive at low production volumes,
as they require the maximum
cost in the design and devel-
opment of production. FPGAs
have advantages in the develop-
ment and debugging of the cir-
cuits project in the equipment.
At the same time, the addi-
tional elements for program-
ming reduce their reliability
and increase power consump-
tion. Compared to the custom
VLSICs, the cost of FPGAs is sig-
nificantly higher. Semicustom
VLSICs occupy an intermediate

position between a fully cus-
tom chips and FPCAs. In terms
of reliability, power consump-
tion, and resistance to exter-
nal factors, they are compa-
rable to custom VLSICs, and in
terms of the duration of "devel-
opment - production - supply”
cycle they are comparable to
FPGA. The production of GA and
ULA, as a rule, is maintained
for a long time (over 15 years).
Additionally, it is necessary
to consider that the FPGAs for
military and space purposes (of
Military and Space quality lev-
els) are not supplied to Russia
due to an embargo.

implementation of specialized
VLSICs depends on many factors,
but, as a rule, the semicustom
chips provide the best balance of
operational and economic per-
formance. Let’s consider the fea-
tures of GA and ULA as the basis
for the implementation of ASICs.

DESIGN OF ULA

Uncommited logic array (ULA)
is a versatile workpiece in the
form of a silicon wafer with the
chips with a matrix of transistor
structures. All photomasks for
the manufacture of such chips,
except for metallization layers,
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C pa3HOrabapUTHBIMHU STUeHKAMHU HIIH C PeTyISIPHO
MOBTOPSIIOMIMMHUCS TPAH3UCTOPHBIMHU CTPYKTY-
paMHu.

ITo KOHCTPYKIIMH II0Js1 Haubobllee pacrpo-
CTpaHeHHe nony4uunu BMK, uMeromue "KaHalb-
HyI0" opraHusanuio u BMK Tumna "Mope BeHTHU-
nen". IIpu KaHaA/JIbHOM OpraHU3aL MU noine BMK
IpeACTaBIseT coboil Iocae[0BaTeIbHOCT CTO6-
LIOB MJIM CTPOK si9eeK M KaHaJIOB /IJIS TPACCHPOBKH
(puc.la). IIpu UCIIONB30BAHU M OPraHU3AILMH "MOpe
BeHTUJ el mosie BMK mpezcTaBiisieT co60¥ CILIONI-
HYIO PeryJasipHYIO0 CTPYKTYPy OJHOTUIIHBIX SueeK
(puc.1b).

KOHCTPYKLIUA BK

BMK CBOMCTBEHHEB CyIleCTBeHHBIE OTpaHHYe-
HU S, KOTOpble 06yC/IOBIeHBl IPUMEHeHHEeM O/HO-
TUIIHBIX TPAH3HCTOPOB, MpeJHA3HAYEHHBIX /I
nocTpoeHus cxeM IUdpoBor 06paboTKku, HO He
II03BOSAIOIINX PeajM30BbIBATE CJIOKHBIE aHAJIO~
roBBle M JpyrHhe CXeMBl, HMeIoIlHe KaKue-TH60
0CO6eHHOCTH.

YKa3aHHBIN HeJJOCTATOK YCTPaHAETCS IIPU IIPHU-
MeHeHUHU 6a30BbIX KpUCTann10B. CoBpeMeHHBIN BK
rMeeT UKCHUPOBAHHYIO TeprudepUIHYI0 06/1aCTh,
KaK IIpaBH/IO, COBNAaAAaK0IIylo C Nepudepun-
HoM obnmacteio BMK, Ho B one BK ¢urcupyrorcs
TOJBKO LIeIIH OPTaHM3aL MK CHCTEeMBl IMTAHHA
MHKPOCXeMBI. ITO II03BOJISET CO3TaBaTh HA II0JIe
BK KaKk MaTpHUIIbl pa3/IMYHBIX IUPPOBEIX TPAH3H-
CTOpPOB, aHa/JloTH4YHbIe BMK, TakK U Jpyrue cxeMbl
(puc.2). CnenyeT oTMeTUTh, uTo BMK sBasieTcs

bakTHYeCKHM YaCTHBIM ciydyaeM BK, xorga Bce
IoJie MOC/JIeJHEero 3aHATO s4eMKaMH LHUQPOBBIX
TPaH3UCTOPOB.

B03MOXHOCTE peajn3allly Ha Itoje bK MmaTpuiy
TPaH3UCTOPOB Pa3/JIMYHON MOLIHOCTH I103BOJISIET
MOBBICUTH YAaCTOTY cpabaTslBAaHUS TPUITEepOB
bonee yeM B ABa pa3sa, 4To obecredyrBaeT IIOBbI-
IIeHHe CHCTeMHOM 4YacTOThl 06paboTku HHPOpMa-
LIMH, a TAaKKe MUHUMH3UPYET IIJIOIAgb CXeMBI.

OO6BIYHO C NPUBA3KOM K KOHCTPYKIHUKU BMK
U BK co3gatoTcs clIoKHO-GyHKIMOHATbHEIE 6I0KH
(CP-6/10KH), KOTOpble pealu3yoT pa3IHuYHEIe
GYHKIIMH, TaKKMe KaK MUKPOIIPOLleCCOPHEIe gpa,
MHKPOKOHTPOJLJIepPhI, 6/I0KM aMsITH, HHTepderic-
Hble 6710KM, 6710KH aHanoro-uHudpoBor 06paboTKkuU
M MHOrue gpyrue. O4eHb BasKHO, 4To 6ubnno-
Teka CP-6JI0KOB MOKET CO3[aBAaThCS ITOCTEIIeHHO
B IIpoLecce 3KCIIyaTanuu cepuu BMK u BK, kax
NOIOTHUTE/NbHB N Pe3yabTaT NPOeKTHPOBAHMUS
KOHKpeTHBIX BUC, a mpruMeHeHHe 0TPaboTaHHBIX,
IpoIleJIIHX 3KCIIePUMeHTa/IbHOe allpobrpoBaHHUe
C®-6710K0B ITO3BO/ISIET IIOBBICUTDH KaueCcTBO pa3pa-
OOTKH M COKPATHUTh 3aTPAThl HA CTAJHUHU IIPOEKTH-
POBaHHS MUKPOCXEMBI.

CienyeT OTMETHUTD, YTO COBPeMeHHbIe KOHCTPYK-
THBHO-TeXHOJIOTHYeCcKHe 6a3uChl KaK Ha 06beM-
HOM KPeMHHH, TaK U Ha CTPYKTypax 'KpeMHHH
Ha I/I3OJ'IHTOpe" I103BOJISSIOT co3amaBaTh BK ¢ IMOBBI-
IMIeHHOM YCTOMYHBOCTBIO K BB®, B ToM 4UHCe 015
amnmnapaTypbl KOCMHYECKOTO Ha3Ha4YeHU .

TakuM obpasom, BK u BMK Haubosee nepcrek-
TUBHBL JJIs CO3LaHUS CIelHaJIM3uPOBAHHBIX

are constant and do not depend
on the implemented scheme.
The simplest elements (CMOS
transistors) are arranged in a
regular array. Unlike FPCAs,
the logic of which is set by soft-
ware-controlled items, the spe-
cialization of ULA is techno-
logically formed in the process
of microelectronic production.
Production of specific VLSIC con-
sists in accomplishment of the
final manufacturing operations
on silicon wafers with ULAs. The
CMOS transistors on the array
are switched in one or more lay-
ers of metallization for the for-
mation of the circuit. Compared
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to FPGAs, the structure of ULA
does not contain redundant ele-
ments, which greatly reduces
the overall complexity of the cir-
cuit and increases its reliability.

ULA includes floor surrounded
by the region of the peripheral
contacts. To define the size of
the ULA the concept of "equiva-
lent gate" is used. One equiva-
lent gate corresponds to the four
CMOS transistors which can
realize 2AND-NOT or 20R-NOT
logical functions. It is neces-
sary to distinguish between the
actual ULA size and the num-
ber of equivalent gates that can
be used to implement ASIC. The

ratio of used equivalent gates to
the size of ULA is the fill factor.
The complexity of chips that
are implemented on the ULA is
determined by many factors:
the size of ULA, the amount of
external contacts, efficiency of
design tools, level of the library
of functional cells and their per-
formance, cooling capabilities
in hardware, and many others.
In practice we cannot use 100%
of the ULA area. When fill fac-
tor is less than 70%, as a rule, it
is possible to design the topol-
ogy automatically by CAD tools
without the participation of the
developer. In case of a larger fill



MILITARY AND SPACE TECHNOLOGY

MHKpOCXeM, 0COOeHHO C ITOBBIIIeHHBIMHU Tpebo-
BaHHUAMHU K HaIeKHOCTH B KeCTKHX YC/IOBU X 3KC-
IJIyaTalHKU. PacCCMOTpHM COBpeMeHHBIe cepuu BK
5521 1 5529 [1-4], U3roToBJIeHHBIEe 10 TeXHOJIOTU-
4yeCKHUM HopMmaM 180 HM u 250 HM, a Takke BMK
MaJjioH CTelleHH MHTerpalldu cepuu 5503 u 5507.
Yka3zaHHble BK ¥ BMK cocTaBASIOT CeEMeHCTBO
CepHil, HMeIOMKX eJUHYI0 6ubnroTery GyHKIHO-
HaJIPHBIX siYeeK, obmiue cpefCcTBa IPOeKTHUPOBaA-
HHS U aHAJOTHYHBbIEe KOPIYCHBIE UCIIOTHEHHUS.
OT/INYHUTEe/NbHON YepTON CeMeMNCTBa SIBISIeTCS
IIOBBIIIEHHAs CTOMKOCTh K BBP KocMHUYeCcKoro mpo-
CTpaHCTBaA.

CEMEWCTBO CEPMI BMK / BK 5521 U 5529
Cepuu BMK u BK 5529 mu3rorasnusaoTcs mo KMOII-
TeXHOJIOTUH C HOpMaMu 0,25 MKM Ha CTPYKTY-
pax "KpeMHHUI Ha usonsitope” (KHH), a cepust BK
5521 - ¢ TexHOJOTUYeCKHUMH HOopMaMHu 0,18 MKM
Ha 06beMHOM KpeMHUH. HampsiskeHHe NUTaHUS
coctapusieT 3 B £10% unu 3,3 B +10%, pacueTHOe
BpeMsd 3aJepKKH Ha BeHTHIb - 100 1ic, TakTOBas
JacToTa D-Tpurrepa B C4eTHOM peskuMe - 500 MI1I.
BMK cepuu 5529 cooTBeTCTBYIOT TpeboBa-
Huam OCTB110998, ocBoeHBl B IIPOM3BOACTBE
HIIK "TeXHOJOTUYECKHH LIeHTP" C U3TOTOBIeHHUEM
KPHUCTAJIJIOB MUKPOCXeM Ha 3aBoze "MUKpPOH", BXO-
ST B IlepedeHb H3Je/IMH, pPa3spelleHHbIX K IpH-
MeHeHHI0 MOII 44 001.02. B 2017 romy 6yAyT 3aBep-
meHbl OKP 110 0CBO@HHIO B IIPOM3BOLACTBE NECATH
TunoB BK cepun 5529 u 5521. IToBBIII€HHAS YCTOM-
YHMBOCTh MHKPOCXeM K BO3[eHCTBHUIO OLHUHOYHBIX

%7 noe 1
ayeek MK

Floor 1 for

ULA cells

Co-6n10K

ADC IP-core

Mone 2 ayeexk MK
Floor 2 for ULA cells

Puc.2. KoHcmpykuyus bK
Fig.2. Design of GA

3apsiKeHHBIX YacTUL obecreunBaeTcs AJ1s CepUH
5529 KOHCTPYKTHBHO-TeXHOJIOTHUYeCKHUM 6a3ucoMm
KHH, a gns cepuu 5521 - mpuMeHeHHEeM TPOUPO-
BaHHBIX TPUITEPOB.

CocTaB ¥ OCHOBHBIE TeXHHYECKUE XapaKTepu-
ctuku BMK u BK cepumn 5529 u 5521 npuBeneHbl
B Tabn.1.

factor the topology is designed
in an interactive mode with the
participation of the developer.
This complicates the design
process, but allows the use of
smaller chip size, the produc-
tion of which will be cheaper.
So typically the families of
ULAs are developed. The fam-
ily includes several structurally
similar ULAs with a common
library of functional cells and
different size of the floor and
number of external contacts. For
each larger type of ULA in family
the floor size usually increases
approximately twice. The ULA
family can also consist of one

size of the chip manufactured in
different types of packages.

The ULA design is usually
based on a 4-transistor cells.
These cells allow to efficient
use the resources of ULA and
to implement any circuit solu-
tion. However, the ULA may
include cells of different sizes
or regularly repeated transistor
structures.

The most widely used ULAs
have row or sea-of-gates struc-
ture. ULA with row structure
consists of a sequence of col-
umns or rows of cells and chan-
nels for the wiring (Fig.1a). ULA
of sea-of-gates type has a regular

structure of identical cells
(Fig.1b).

DESIGN OF GA
ULAs are characterized by sig-
nificant limitations, which are
caused by the use of similar
transistors that are intended to
build circuits of digital process-
ing, but does not allow to imple-
ment complex analog and other
circuits with special features.
This drawback is eliminated
by the use of the CA. Modern CA
has a fixed peripheral area, usu-
ally coinciding with the periph-
eral area of ULA, but in GA only
chains of power supply of the

#8/70/2016 NANO INDUSTRY
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Tabauuya 1. Cocmas u ocHogHble xapakmepucmuku bK cepuli 5529 u 5521
Table1. Specifications of 5529 and 5521 GA families

YcnoBHoe o603Ha4eHne BK

Abbreviation of GA Konugecmo BHeLWHUX / Pasmep nons, Thbic.
MHPOPMALUMOHHbBIX 3KBUBAJIEHTHbIX
T T"é"o';opa'l‘{(c: e KOHTaKTOB BeHTUNen
Cepwsi 5521 Cepus 5529 YpP P 9 .Number gf external/ Floor si;e, thousands
5521 family 5529 family information contacts of equivalent gates
5521TPO1 5529TPO1 MK 5123.28-1.01 28/26 39
5521TP02 5529TP02 MK 4217.44-1 44[40 73
MK 4217.44-1 44./40
5521TP03 5529TP03 200
MK 4239.68-2 68/64
MK 4239.68-2 68/64
5521TP04 5529TP04 400
MK 4247.100-2 100/88
MK 4247.100-2 100/88
5521TPO5 5529TPO5 800
MK 4248.144-3 144 /120
MK 4248.144-3 144./120
5521TP0OG 5529TP06 985
MK 4249.176-1 176 /152
MK 4249.176-1 176 /152
5521TPO7 5529TP0O7 1315
MK 4250.208-1 208/184
MK 4250.208-1 208/184
5521TP08 5529TP08 1810
MK 4245 .240-7 240/208
MK 4245.240-7 240/208
5521TPO9 5529TP09 MK 4244 .256-4 256/224 2765
MK 4251.304-1 304/272
MK 4251.304-1 304/272
5521TP10 5529TP10 4240
MK 4254.352-1 352/288

chip are fixed. This allows to
create on the base of GA not only
arrays of different digital tran-
sistors similar to ULA, but also
other circuits (Fig.2).

It should be noted that ULA
is actually a special kind of GA,
when all the area is occupied by
cells of the digital transistors.

The possibility of implementa-
tion in GA of the arrays of tran-
sistors of different power allows
to increase the frequency of the
triggers more than twice, which
enhances the system frequency
of information processing, and
also minimizes the area of the
circuit.
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Usually ULA and GA create
a basis for IP cores that imple-
ment various functions, such
as microprocessor cores, micro-
controllers, memory blocks,
interface blocks, analog-to-dig-
ital processing and many oth-
ers. It is very important that the
library of IP Cores may be cre-
ated gradually in the process
of operation of the ULA and CA
families, as an additional result
of the designing of specific
VLSICs, and the use of proven
IP Cores allows to improve the
quality of development and to
reduce the costs of design of the
chip.

It should be noted that the up-
to-date technological basis both
on bulk silicon and silicon on
insulator structures allow to cre-
ate the GA with increased resis-
tance to external factors, includ-
ing for equipment for space
applications.

Thus, ULA and GA are the
most promising solutions for
the creation of ASICs, espe-
cially with high requirements
for reliability in harsh environ-
ments. Let’s consider the mod-
ern 180 nm and 250 nm 5521 and
5529 GA families [1-4], and small
scale integration 5503 and 5507
ULA families. These GA and ULA
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Tabauua 2. Cocmas u 0cHo8Hble xapakmepucmuku MK ceputi 5503 u 5507

Table 2. Specifications of 5503 and 5507 ULA families

YcnoBHoe o603Ha4yeHue BMK
Abbreviation of ULA

Tun Kopnyca

KonunyecTBo BHelU-
HUX/UHPOPMaLMOHHbIX
KOHTAKTOB

Pasmep nons, sKkemBa-
JIEHTHbIX BeHTU/1en

Type of package . _ Floor size, equivalent
Cepus 5503 Cepws 5507 plimber ol ot eynal (infox gates
5503 family 5507 family
H5503XM1 5507bLI1Y H09.28-1B
28/26 576
5503XM1Y 55076L1IY1 MK 5123.28-1.01
H5503XM2 5507612y H14.42-1B 42/40 1296
H5503XM5 5507bL5Y H18.64-1B
64/62 3072
5503XM5T 5507BLI5T MK 4239.68-2
5503bL7Y 55076L7Y H18.64-1B 64/60 =
5503bL7T 55076L7T MK 4239.68-2 68/64
CEPUU BMK 5503 U 5507 Jasi, BBIIIyCKaeMBIX B Pa3/JIMUHBIX THIIaX KOPIIYCOB.

BMK 5503 u 5507 SIBIISIIOTCSI CEPUSIMI MaJIOH CTelleHHU
MHTerpaljuu u yxe 6osee 15 1eT MUPOKO IpUMe-
HSIIOTCS B allllapaType KOCMHUUYeCKOro Ha3HadeHHM .
Ha ocHoBe BMK maHHBIX cepui pa3paboraHo 6oree
500 tunmoB BHIC, B TOM 4mucJ/ie A5 TAKUX KOCMHYe-
CKHX aIllllapaToB U Kopabneil kak "IIporpecc-M",
"Co103-TMA", "Mepupguan", "Tabupunt”, "[IuoH",
"Apkon-2", "dmextpa”, "Jyu", "TIOHACC-M",
"TJIOHACC-K", "Konpmop", "9Kcmpecc”, A1 CUCTEMBI
yIIpaBjaeHHUs PasrOHHBIM 610koM "Bpu3-M" u fp.
Cepumu 5503 u 5507 ABASAIOTCS IIOTHBIMU KOH-
CTPYKTUBHBIMH aHaJOraMH, U3TOTAaBIHUBAIOTCSA
nmo KMOII-TexXHO/JIOTMH C HOpMaMH 1,6 MKM
M COCTOAT M3 4YeThIpex THIIoOpa3MepoB BMK Kkak-

HanpsikeHHe MUTaHUS cepuHr 5503 u 5507 cocTas-

nsieT 5B £10% 1 3 B £10%, cpenHee BpeMs 3aepP>KKHU

Ha BEHTHUJIb - He 6oslee 2 HC U He 6osee 3 HC COOTBeT-

CTBEHHO.

CocTaB U OCHOBHBIEe TeXHHUYECKHe XapaKTepu-

CTUKHU BMK 3THX cepUll IpUBeeHBI B Tab.2.
Cepuu BMK 5503 u 5507 uMeloT efuHYI0 616110-

TeKy sideek [5] c yHHUBepCcaJIbHOM CUCTeMOM 0603Ha-

YeHHH, KOTOPas COCTOUT U3 TPeX YacTeH:

e 6ubnuoreka 6as3oBriXx s4yeek (5503), KoTo-
pas BKJIIOUaeT BCe OCHOBHBIE IPYIIIHl JIOTHYe-
CKHX 37IeMeHTOB, a TakKe IlepUpepUHHBIe dJle-
MeHTHI, obecrneunBammue GyHKI UK BXOAA,
BBIXOJ]a U BXOZa-BEIXOZ,a IMPPOBBIX U AaHAJIOTOBBIX

form a group of families with a
common library of functional
cells, similar design tools and
types of packages. Their distinc-
tive feature is high resistance to
space conditions.

5521 AND 5529 ULA/GA FAMILIES
ULA and GA of 5529 family are
manufactured using 0.25 pm
CMOS technology on the silicon
on insulator (SOI) structures,
and 5521 GA family - using
0.18 pm technology on bulk sil-
icon. The supply voltage is 3 V
+10% or 3.3 V +10%, the esti-
mated delay time per gate is
100 ps, clock frequency of the
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D-type flip-flop in the counting
mode is 500 MHz.

5529 ULA family meet
the requirements of the
OCTB110998, are produced by
SMC "Technological Centre" with
the manufacture of chips at
Mikron plant, and are included
in the list of products permitted
for use by MOII 44 001.02. In 2017,
the production of ten types of
GA of 5529 and 5521 families will
be launched. Increased resis-
tance to the single charged par-
ticles is provided for 5529 fam-
ily by the use of SOI technology,
and for 5521 family - by the use
of triplicated triggers.

Specifications of 5529 and 5521
ULA/GCA families are shown in
table.1.

5503 AND 5507 ULA FAMILIES
Small scale integration 5503
and 5507 ULA families are more
than 15 years widely used in
equipment for space applica-
tions. ULAs of this families are
a base for more than 500 types of
VLSICs including such spacecraft
and ships as Progress-M, Soyuz-
TMA, Meridian, Labyrinth, etc.
5503 and 5507 families have
the same design and are manu-
factured by 1.6 pm CMOS tech-
nology. Each family consist
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CHUT'HAJIOB, IIACCUBHOE MJIM aKTHBHOE [00IIpeesie-

HUe BHeIIHero KOHTaKTa;

« 6ubnnoTera HUPpPO-aHATOTOBHEIX sueek (5503+),
MO3BOJIAIIIHX PeaJrn30BaTh aHAIOr0-UPPOBYIO
06paboTKy CUTHAIOB,;

o 6ubIHOTEeKa CIIeHaJIbHBIX SUeeK (5503++), paspa-
OOTaHHBIX I10 CrleUPUUeCKUM TPebOBaHUSAM pa3-
JTHYHBIX 3aKa3YHUKOB (CTOPOHHUM 3aKa3dHMKaM He
IIpefoCTaBsIeTCs).

Paspaborka BHC BBIIIONIHSIETCS HA OTe€YeCTBeH-
HOI CHCTeMe aBTOMAaTH3HMPOBAHHOIO IIPOEKTHU-
poBaHus "Kosuer 3.0" [6]. B coctaB CAIIP BXOAST
BCe OCHOBHBbIE IOJACHUCTeMBbl, HeoOXoqUMBbIe [
pa3paboTKH U MOATOTOBKH K IIPOU3BOJACTBY IOy~
3aka3Hou BUC. IlosiHasg NPOMBIIIJIEHHAS BepCHUs
CAIIP "KoBuer 3.0" [6] mocTynHa A/st cBo6ogHOrO
KOIIMpPOBaHUS (Www.asic.ru), 4To IO3BOJISIET CO3-
0aTh Ha M060M MpefIpUSTUU UIH B By3e I10JTHO-
LieHHBIe paboure MecTa sl IpoeKTHpoBaHU s BUC
Ha BMK cepuit 5503 u 5507. Pa3paboTanHble BUC
MOTYT OBITH M3rOTOBJIEHBl HA MUKPO3JIeKTPOHHOM
npou3sBoncTse HIIK "TexHOMOTHYeCKHUM LeHTP"
(Www.tcen.ru).

Cmamos nodeomosaena npu ¢uHancosoil noddepxke
MuHobpHayku Poccuu. YHukaAbHblil udenmudukamop
ITHM REMEFI57814X0061.
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of four standard sizes of ULA,
which are manufactured in dif-
ferent types of packages. The
supply voltage is 5V +10% or 3 V
+10%, the average delay time per
gate is no more than 2 ns and no
more than 3 ns, respectively.
Specifications of these ULA
families are shown in table.2.
5503 and 5507 ULA fami-
lies have a common library of
cells [5] with the universal sys-
tem of notation, which consists
of three parts:
 library of core cells (5503),
which includes all major
groups of logic elements and
peripheral elements that

provide the functions of

input, output and input/out-

put of digital and analog sig-
nals, passive or active assign-
ment of external contact;

« library of digital-to-ana-
log cells (5503+) allowing to
implement the analog-to-dig-
ital processing of signals;

o library of special cells (5503++)
developed for the specific
requirements of different cus-
tomers (not available for out-
side customers).

VLSICs are developed using
domestic Covcheg 3.0 CAD [6].
CAD includes all main sub-
systems for development and

pre-production of semicus-
tom VLSIC. Full industrial ver-
sion of CAD is available for
free copying (http://www.asic.
ru) that allows to create in any
enterprise or institution full-
featured workplaces for devel-
opment of VLSIC on 5503 and
5507 ULA families. Developed
VLSICs can be manufactured
by SMC "Technological Centre"
(http://www.tcen.ru).

This paper was created with the
financial support of the Ministry
of Education and Science of the
Russian Federation. Unique identifier
REMEFI57814X00061.
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MNpepcTaBneHbl ABe CEPUM MUKPOCXEM MAJIoN CTEMeHU UHTerpauum, paspaboTtaHHble HA OCHOBe

6asoBoro kpucranna 5529TPO15:

cepus MHOF0¢\/HKLWIOHaJ1beIX MUKpocxem CTaHﬂ,apTHOI;I

JIOTMKU N cepus UUPpPO-aHANIOroBbiX MUKPOCXeM pAasa opraHusauuu paudpdepeHumnanbHom
ANHUM cBa3n LVDS u LVDM. lNpuBepeHbl OCHOBHble XapakKTepUCTUKM MUKPOCXeM U CcocTas

peanun3oBaHHbIX B HUX GYHKLUA.

This article describes two series of small-scale integration chips developed on the basis
of 5529TPO15 structured application specific integrated circuit: a series of standard logic
multifunctional integrated circuits and a series of digital-analog integrated circuits for LVDS
and LVDM differential communication line buildup. It presents the basic characteristics of the
microcircuits and the list of functions implemented wherein.

HKPOCXeMBbl MajIOH CTelleHHU HHTerpaluu

6osee 30 JIeT I POKO HCIIOIB30BAIHCE B Kayue-

CTBe OCHOBHBIX KOMIIOHEHTOB IIPU [IPOEKTH-
POBaHUHU LHUOPOBEIX YCTPOUCTB. OMHAKO B HACTOS-
Imee BpeMsl UX IpUMeHeHHe B LUPPOBBIX YCTPOU-
CTBaX CYyILIeCTBEHHO COKpaTH/IOCh. Ha cMeHy MUKpO-
cXeMaM MaJio¥ CTeIleHU HUHTerpalHu HPUIIIU
ITJIMC, MUKPOKOHTPOJIJIepPhl, CUTHAJIBHBIE PO~
L1eCCOPHI U Ipyrue cIieliHaJlu3uPOBaHHBIE MUKPO-
CXeMBl, II03BOJISIONIHe CO3aBaTh ropasno bonee
CoBepUIeHHBle U TeXHHYeCKH Ooyiee CIOKHBEIEe
U3JeNHns.

ITpu IIpOeKTHPOBAHUM alIapaTyphl LOBOJIbHO
YaCcTO BO3HUKAIOT MPOobIeMbl COIIACOBAHUS CHUT-
HaJIOB MeXJy MHUKpoCcxeMaMH. B momo6HBIX CiIy-
Yasix IpUMeHeHUe GOMbIINX HHTEI PAJIbHBIX CXeM,
Takux Kak IIJIMUC, MoxeT OBITh He uenecoo6pa3-
HBIM. JI/Ig 3THUX 3a7a4 B HACTOsIee BpeMs IIHPOKO
KICITO/IBb3YIOTCSI MUKPOCXEeMBI COT/IACYIOIIek JIOTUKHU
B MUKPOMHHHUATIOPHBIX KOPIIycax. B O0IbIIMHCTBe
CBOEM 3TO MUKPOCXeMbl HHBEPTOPOB HJIU JIOTHUYe-
CKHX 3JIEMEHTOB C MaJILIM KOJIHYeCTBOM BXO/OB.

CepHH TaKHX MHKPOCXeM MaJIOH CTelleHH HHTe-
rpanyy 3aHHMAIOT CBOIO HUINY Ha PRIHKE MHKPO-
JIeKTPOHHUKH, KUMEIOT MK POKY0 HOMEHK/IATYPYy U B
00JIBIIMX KOJIMYeCTBAX BBIIIYCKAIOTCS JIJIsI KOMMep-
4eCKOIro M IIPOMBIIIJIEHHOTO IPUMeHeHHH.

Ins cosgaHus ocobo HaJeXHOM aIlIapaTyphl
CIelHaJbHOr0 U KOCMHUYECKOI0 Ha3sHaYeHU s C JJIH-
TeJIbHBIM CPOKOM 3KCIIJTyaTallMH 6e3 BO3MOXKHO-
CTH PeMOHTa TpebyIoTCS MUKPOCXeMBbI BOEHHOIO
M1 KOCMHYECKOTO YpOBHS KavecTBa. [Ipu ee pas-
paboTKe U MPOU3BOACTBE BCSI IPHMeHsieMasl 371eK-
TPOHHAas KOMIIOHeHTHas 6a3a mofBepraeTcst 0o~
HHUTEeTPHBIM OTOPaKOBOYHBIM HCIBITAHUSIM (JIOH).
JOMU - 3TO AJIHTeJAbHBIE U JOPOTOCTOSIIHEe HCIIbI-
TaHUS, KOTOpble IPOBOASTCS O/ KaKAOU MapTHH
M Ka>KI0ro Thma MUKpocxeM. COOTBETCTBEHHO, YeM
HIFpe HOMeHK/IAaTypa IIPHMeHsSeMBIX B allliaparype
MHKPOCXeM, TeM CyIlleCTBeHHee 3aTpaThl Ha JJOH.
ITpu 5TOM, MOTPebHOCTh B MUKPOCXeMaX MaJIoH CTe-
IeHW UHTerpalluu, KakK IPaBu/Io, Maaa (eIUHHILIBL,
JecsiTKH HMITYK), OAHAKO UX HOMeHK/IaTypa MOXKeT
OBITH 3HAUHUTE/IBHOM.

HMK " "TexHonormnyecknm ueHtp" / SMC "Technological Centre".
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[TepeunciieHHBbIE BbllIe GaKTOPBI TOBOPST O HE0b-
XOOUMOCTH CO3/laHHUS QYHKIMOHANIBHO IMOKHUX,
YHHUBePCAJIbHBIX MUKPOCXeM, CIIOCOOHBIX BBIIION-
HATb QYHKIIMH CXeM MaJION CTelleHH MHTerpaluu
M UMEIOUIUX BBICOKYIO HaJleXXHOCTD /I IPHUMeHe-
HUS B allllapaType KOCMUYeCKOro Ha3HaueHHUsI.

MHOTrO®YHKLUOHANIbHbIE MUKPOCXEMbI MAJION
CTEMEHWU UHTEMPALLUN
B HIIK "TeXHOJOTHYeCKUH LIeHTP' Ha OCHOBE MJIAJ-
mero TUna 6a30Boro KpUcTasaa cepuu 5529 6pnu
pa3paboTaHbl ABe MHOTOQYHKIIMOHAIbHBIE LIUDPO-
Bble MUKpOCcXeMbl 5529TP015-674 1 5529TP015-675 s
amnmapaTypsl KOCMUYeCKOro Ha3HadyeHHs, I103BO-
NAI0IMHe 3aMeHUTh 60JBIIMHCTBO TUIIOB MHKPO-
CXeM MaJIOH CTelleHH MHTerpaljiu.

ITpy NPOEKTUPOBAHHUN MHOTOQYHKIIMOHAIbHBIX
MHUKPOCXeM He0o6X0AHUMO 6BIJIO JOCTUTHYTh KOM-
IIPOMHMCCA MeXAYy GYHKIMOHATBHON IHOKOCTHIO

Anpec
PYHKLMN
Address
of function [ewwmdpaTop BbiGopa GyHKLMN

Decoder for selection o %/unction

v v

DMX ®yHKUMA 1 MX
Bxoabl > Functioni BbIxofbl
BNC bNC
Inputs OfUtﬁ,UtS
of chip ®yHKLMA 2 of chip
>  Finction2 > —

DyHKuma N
Function N >

Puc.1. CmpykmypHas cxema BUNC 5529TP015-674
u 5529TP015-675

Fig.1. Block diagram of 5529TP015-674 and 5529TP015-675
chips

mall-scale integration chips
Sfor over 30 years has been

widely used as key com-
ponents in the design of digi-
tal devices. At present, however,
their application in digital devices
have declined significantly. FPGA,
microcontrollers, signal processors
and other specialized chips that
allow to create much more sophis-
ticated and technically more com-
plex products, replaced the small-
scale integration chips.

A problem often encountered in
the design of the equipment is the
coordination of signals between
chips. In such cases, the use of
large scale integrated circuits,
such as FPGAs, may not be appro-
priate. For this purpose, match-
ing chips in microminiature pack-
ages are widely used. The major-
ity of these chips are inverters or
logic elements with a small num-
ber of inputs. Wide range of such
small-scale integration chips
occupy a special niche in the mar-
ket of microelectronics, and in
large numbers are manufactured
for commercial and industrial
applications.

The development of highly reli-
able equipment for special and space
applications with a long service life
without repair requires chips of
military or space level of quality.
During its development and pro-
duction all electronic components
are subjected to additional screen-
ing tests. Itisa long and costly tests,
which are conducted for each batch
and each type of chip. Accordingly,
the wider range of chips is used in
equipment, the greater are the cost
of the screening tests. At the same
time, the need for small-scale inte-
gration chips is usually small (units
or tens of units), but their diversity
may be significant.

These factors indicate the need
to create functionally flexible, ver-
satile chips, which would be capa-
ble to perform the functions of
the small-scale integration chips
and would have the high reliabil-
ity for use in equipment for space
applications.

MULTIFUNCTION SMALL-SCALE
INTEGRATION CHIPS

SMC "Technological Centre" has
developed on the basis of lower

type of 5529 gate array two mul-
tifunctional digital circuits -
5529TP015-674 and 5529TP015-675,
which are intended for equip-
ment for space applications and
can replace most types of small-
scale integration chips.

When designing circuits, it
was necessary to reach a compro-
mise between functional flexibil-
ity and ease of implementation.
The selection of the function is
implemented by means of decod-
ing of its address, which is set by
the connection of specific exter-
nal pins of the chip to "power"
or "ground". Block diagram of
multifunction chip is shown in
Fig.1. Address of the configured
function is transferred to the
decoder of function selection.
The outputs of the decoder mul-
tiplex the inputs and outputs of
the chip to the unit that imple-
ments the corresponding func-
tion. This method is quite simple
and secure as it doesn't use mem-
ory cells for configuring ship.
The number of possible functions
realizable with this method of
configuration is equal to 2N,
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Puc.2. Cxema u nozuvyeckue pyHKUUU 8bIX0008 MUKPOCXeMbi
5529TP015-675 npu 8binoAHeHUU GyHKuUU "054"

Fig.2. Diagram and logic functions of outputs of 5529TP015-
675 chip when "054" function is executed

U IIPOCTOTOM peanu3aluu. BblJI IpUMeHeH CIIO-
co6 Bribopa QYHKILIUHU C IIOMOIIBIO e HUPpaluu
ee ajipeca, 3a/laBaeMoro IOAK/I0YeHHeM K 'TIHTa-
HUIO" UIU "3eMiie" CIlellMabHbIX BHEIIHUX BBIBO-
IoB MUKpocxeMbl. CTpyKTypHas cxeMma BHC cepuu
MHOTOQYHKIIMOHAIbHBIX MUKPOCXeM MpeaCcTaB-
7eHa Ha puc.l. Axpec CKOHQUTYPHUPOBAaHHOH PyHK-
LIMH [I0CTyIlaeT Ha JemudpaTop Beibopa GyHKIMH.

where N is the number of address
pins that provides enough func-  following types:
tional flexibility. Small size, reli-

ability and resistance to influ- < digital comparators;
ence of special factors are impor- ¢ encoders;
tant characteristics of the chips ¢ decoders;
of this family. « multiplexers;
To determine the set of features < adders;
planned for implementation in ¢ composers;

5529TP015-674 chip, the analy- -

sis of 54 (74), 4000 families and * registers;

implements 124 functions of the

logic elements and splitters;

RS, D and JK flip-flops;

Beixonsl JemudpaTopa MYAbTUIIIEKCUPYIOT BXO b
M BBIXOJBl MUKPOCXeMBI K OJI0KY, peann3yoolleMy
COOTBETCTBYIOIIYIO afipecy QyHKITUIO. Takot cI1ocob
SBJISIeTCS JOCTATOYHO IIPOCTBIM M HaJleXKHBIM, TaK
KaK He HCIIO/Nb3yeT STYeMKHU MIaMSATH [JISI KOHQHUTY-
pHUpoOBaHUA MHUKpPOCXeMbl. Konn4ecTBO BO3MOXK-
HBIX peanu3yeMblx QYHKIUH IIPU TakoM cIocobe
KOHQUTYpHpoBaHUS paBHO 2N, roe N - KOJIMYeCTBO
aZipecHBIX BBIBOJOB, YTO obecliedrBaeT JOCTATOY-
HYI0 QYHKIIMOHAIBHYIO TMOKOCTH. TakskKe BaSKHBIMHU
XapaKTepUCTUKAMHU MHUKPOCXeM CEPUHU SBISIOTCS
Hebonpmue rabapuTel, HaZeXHOCTh paboThs
U YCTOMYHBOCTD K BO3JI€eICTBHUIO CIIeLIHaTIbHBIX PaK-
TOPOB.

Ins onpeneneHus Habopa GYHKIIME, MIAHU-
PyeMBIX O peajlH3allMM B MHUHKpoOcCXeMe
5529TP015-674, 6p11 IpOBeieH aHAIU3 cepult 54 (74),
4000 1 oTeueCTBEHHBIX MUKPOCXeM MaJIoH CTe-
[IeHU MHTerpalluu. Ha oCHOBaHHHU pPe3y/bTaTOB
aHanu3a 6el1u BeIOpaHbl Hanbonee BocTpeboBaH-
Hble QYHKIIMU. MHOropyHKIIMOHANIbHAA LUPPO-
Basi MUKPOCXeMa I0oCJIef0BaTe/IbHOCTHOM JIOTUKH
5529TP015-674 numeeT BoceMb MHOOPMAILMOH-
HBIX BBIXOZ,0B, JeCSiThb HMHOOPMALHOHHBIX U CEMbB
aJipecHBbIX BXOJOB U peanusyeT 124 QyHKIUHU Clie-
OV KX TUIIOB:
¢ JIOTHYeCKHe 3JIeMeHTHl U Pa3BeTBUTEIH;

* I UPPOBBIe KOMIIAPATOPHI;
e MHPPATOPHL;

e JelmndpaTophl;

* MYJIBTHII/IEKCOPHI;

Multifunction digital chip
5529TP015-675 511 implements
511 different combinational logic
functions, has eight informa-
tion outputs and also eight infor-
mation and nine address inputs.
The chip contains all the possi-
ble logic functions with two and
three input variables, and poten-
tially the most common func-
tions with more variables [1].

domestic small-scale integration
chips was carried out. The most
popular functions were selected
based on the results of the analy-
sis. 5529TP015-674 multifunction
digital sequential logic chip has
eight data outputs, ten informa-
tion and seven address inputs and
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« shift registers;

« Johnson counters;

e binary and binary-decimal
counters.

Some chips of 74 family that
have functions implemented in
5529TP015-674 chip are presented
in the table.

Eight different matching func-
tions are defined in one function
for greater flexibility of the chip.
The example below shows the
logical functions that correspond
to the configuration address
"054" (a graphical image shown
in Fig.2):
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Tabauua. Hekomopble MUKpocxembl 74-li cepul, pyHKULOHAABHO peanu308aHHble 8 5529TP015-674

Some chips of 74 family, which are functionally implemented in 5529TP0O15-674 chip

O603Ha4yeHne

KpaTkoe onucaHue

O603Ha4yeHue Kpatkoe onucaHue

Designation Brief description Designation Brief description
741554 3-2-2-3-BxogHas AND-OR norunyeckas cxema BoceMb MHBEPTOPOB C BbICOKONUMMEAAHCHbIM
3-2-2-3-input AND/OR inverter gate 7415240 COCTOSIHMEM BbIXOA0B
Octal buffer/line driver with 3-state outputs
74E74 [Ba D Tpurrepa
Dual D-type flip-flop Bocemb 6ydepoB ¢ BbICOKOMMMEAAHCHbIM
5 7415241 COCTOAHNEM BbIXOA08B
741575 4-6UTHbIM perncTp D Tpurrepos-3aienck Octal buffer/line driver with 3-state outputs
4-bit bistable latches
Jewmnepartop 4 B7 4N CEMUCErMEHTHOIO
741583 4-BUTHbLI CyMMATOP 7415247 MHAMKaTopa
4-bit adder BCD to 7-segment decoder
4-6UTHbIN KOMMNAPATOP C BbIPABOTKOM CUTHA- Oewmndpatop 4 B7 A4Ng CEMUCErMEHTHOIO
741585 nos LT, GT, EQ 7415248 MHANKaTopa
4-bit magnitude camparator BCD to 7-segment decoder
4-6UTHbIN COBUIOBbIN PErNCTP -
741595 ! > > [lBe 4-6UTHbIe afpecHbIX 3aLLenkm
4-bit shift register GiR2s6 Dual 4-bit addressable latch
Z4E112 [Ba JK-Tpurrepa _
Dual J-K negative edge-triggered flip-flop 7415257 4-paspsaaHbIV MyIbTUNIEKCOP 2 B
Quad 2-input multiplexer
24F113 [Ba JK-Tpurrepa
Dual J-K negative edge-triggered flip-flop 4-pa3psagHbLIA MyAbTUNIEKCOP 2 B 1
Jewwndpartop 3 B 8 C 3aLyenkamMm Ha Bxoae A5 ClIE ]
[Py W A Quad 2-to-1line multiplexer inverter
74LS137 agpeca }
3-to-8 decoder with address latches 2415250 8—6y|THag ampecHas 3awenka
e [lBa gelwmdpaTopa2 B4 8-bit addressable latch
Dual 2-to-4 decoder
- 8-OUTHbIN permcTp co cbpocom
7415147 MpropuTeTHbIA Widpatop 10 B 4 s 8-bit register with clear
10-to-4 priority encoder
MpunopuTeTHbIM WndpaTtop 8 B 3 7415279 YeTbipe RS 3auenku
74L5148 8-to-3 priority encoder > Quad SR latch
[Ba mynbtunaekcopa4 sl -
74LS153 : 9-6UTHbLIM XOR/XNOR
Dual 4-to-1 multiplexer RALZED 9-bit odd/even parity generator/checker
HeTbipe MynibTMNNEKCOpa 2B 1 .
7418157 Quadpz—to\{1 multiplexerp MpUOPUTETHBIN WNGPATOP 8 B 3 C BLICOKOUM-
7415348 negaHCHbIM COCTOSIHMEM
7415158 YeTbipe MybTMNAEKCOpa 2 B 1 C MHBEpCUEN 8-input priority encoder with 3-state outputs
Quad 2-to-1 multiplexer inverter
Z Z 4-6bMTHas 1ornKa cABmra
—Als1el 4-pa3psaaHbIi ABOMYHO-AECATUYHDIN CHETYMK 74F350 4-bit shifter with 3-state output
4-bit binary-decimal counter
4-pa3pAafHbIN 4BONYHO-AECATUHHDBIA CHETUYMK 7415352 2-paspsiAHbIA MyNbTUN/EKCOP 4 B ]
ML 4-bit binary-decimal counter Dual 4-input multiplexer
7415164 8-6UTHbLIN CABUIOBbIV PErncTp 8-6BUTHbIN PErncTp 3aLLenok C BbICOKOMMMe-
8-bit shift register 74F373 JAHCHbIM COCTOSIHUEM
_ _ Octal transparent latch with 3-state outputs
7415168 4-paspsanHbIA ABONYHDBIV CHETHMK =
4-bit binary counter 8-6UTHbIN PErnCTP C BbICOKOUMMNEAAHCHBIM
B o 74F374 COCTOSIHNEM
€rncTposas Matpuua 4 x Octal transparent latch with 3-state outputs
IS 4 x4 register file E 2
- 4-BUTHbIN CABUTOBbLIV PErUCTp C BbICOKOWM-
4-6UTHbLIN PErnCTP C BLICOKOUMMNEAAHCHBIM 7415395 nefaHCHbLIM COCTOSIHUEM
7415173 COCTOS\HMEM BbIXOA0B 4-bit shift register with 3-state outputs
4-bit D-type register with 3-state outputs -
- - 4-6BUTHbLIN PErnCTp C MyAbTUNIEKCUPOBAHNEM
7415190 4-pa3psaaHbIA ABOUYHO-AECATUYHBIA CHETYUK 7415399 BXO/ZOB
4-bit binary-decimal counter Quad 2-input multiplexer
4-6UTHbIV YHNBEPCANbHbIV CABUTOBLIN Jewndpatop 3 B 8 C BbICOKOMMMEAAHCHBIM
7415194 perncrp 74F538 COCTOSIHMEM
4-Dbit bidirectional universal shift register 1-to-8 decoder with 3-state outputs
4-6UTHbIN YHNUBEPCAJIbHbIN CABUIOBbIN [ABa gewmdpaTopa 2 B 4 C BbICOKOUMNEAAHC-
7415195 pernctp (JK ynpasneHue) 74F539 HbIM COCTOSIHWEM
4-bit parallel-access shift register Dual 1-to-4 decoder with 3-state outputs

#8/70/2016 NANO INDUSTRY




BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

EO
INO X OuTOoP
— OUTON
INI X—OUTIP
— OUTLN
IN2 — OUT2P
— OUT2N
— OUT3P
IN3 —
k—owm
E1l o
N4 i UT4PpP
— OUT4N
INS — OUTS5P
— OUTSN
ING E—OUTGP
— OUTG6N
— ouT
|N7—k QuT7P
— OUT7N

EO
k— T
No ouToP
L OUTON
N1 k_ OUT1P
L OUTIN
N2 — ouT2P
L OUT2N
— OUT3P
IN3 —]
k— OUT3N
El
ouTo )\/ll:_ INOP
L INON
ouT1 — INIP
L ININ
ouT2 j\/l:_ IN2P
L IN2N
L IN3P
OUT3 —21:
L IN3N

EO
ouTo — INOP
L INON
ouTL j\/lc:_ INIP
L ININ
ouT2 j\/lc:_ IN2P
L IN2N
ouT3 —2’;_ N3P
L IN3N
El
ouT4 )\/l[:_ IN4P
L IN4N
ouTs —INSP
L INSN
ouT6 j\/lc:_ INGP
L INGN
L IN7P
ouT7 —QL:
L IN7N

Puc.3. ®yHKUUOHANbHAS CXeMA MUKpO-
cxem 5529TP015-688 u 5529TP015-698
Fig.3. Functional diagram of 5529TP015-
688 and 5529TP015-698 chips

* CyMMAaTOPBhI;
* popMmupoOBaTeNy;
* RS, D u JK TpUTTEPHI;

* PerucCTpBHI C 3aIlHChIO 10 GPOHTY U IIO YPOBHIO

CHUHXPOCUTI'HAJIA;

Y1=XI1+X2+X3;

Y2 =X1&X2 &X3;
Y3 =X1&X2&X3;
Y4 =X4+ X5 + X6
Y5 = X4 & X5 & X6;
Y6 = X4 & X5 & X6;
Y7 = X7 + X8;

Y8 = X7 & X8.

CHIPS OF LVDS/LVDM
TRANSMITTERS AND RECEIVERS

In addition to a multifunction chips,
SMC "Technological Centre" has also
developed a series of chips of receiv-
ers and transmitters for LVDS and
LVDM standards of low-voltage dif-
ferential signaling [2].
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Puc.4. ®yHKUUOHAABHAS cXeMa MUKpo- Puc.5. QYHKUUOHAAbHAS cXemMd MUKPO-
cxem 5529TP015-689 u 5529TP015-699 cxembl 5529TP015-697
Fig.4. Functional diagram of 5529TP015- Fig.5. Functional diagram of 5529TP015-

689 and 5529TP015-699 chips

697 chip

* CIBUIOBbIE PETUCTPHL;
e CYeTUYMKH JI’KOHCOHA;
e IBOMYHBIE U JBOUYHO-IECITUUYHbIE CUETUHUKHU.

HexoTopble MHKpOCXeMBbI 74-1 cepul, QyHKIIHO-

HaJIPHO dHaJIOTHYHBbBIE€ Dea/IN30BAHHBIM B MHUKPO-

5529TP015-688 and 5529TP015-698
chips contains eight LVDS and eight
LVDM transmitters, respectively.
Their functional diagram is shown
inFig.3.

5529TP015-689 chip contains
four LVDS transmitters and four
LVDS/LVDM receivers; 5529TP015-699
chip - four LVDM transmit-
ters and four LVDS/LVDM receiv-
ers. Functional diagram of
5529TP015-698 and 5529TP015-699
chips is shown in Fig.4.

5529TP015-697 chip contains eight
LVDS/LVDM receivers. Its functional
diagram is shown in Fig.5.

5529TP015-695 chip con-
tains four M-LVDS half-duplex

transceivers. Functional diagram of
5529TP015-695 chip is shown in Fig.6.

5529TP015-696 chip is a switch
of two two-digit buses of LVDS/
LVDM differential lines. This chip
has a special input for control of the
power of differential outputs, which
allows to choose the mode that
meets the standards LVDS or LVDM.
Functional diagram of 5529TP015-
696 chip is shown in Fig.7.

Full detailed description of 5529
gate array and chips presented in
this article is given in the book [3]. ®

This paper was created with the finan-
cial support of the Ministry of Education
and Science of the Russian Federation.
Unique identifier REMEFIS7815X0104.
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Puc.6. ®yHKUUOHAAbHAS cxema MUkpocxembl 5529TP015-695
Fig.6. Functional diagram of 5529TP015-G95 chip

cxeMme 5529TP015-674 yHKLUMAM, IIpeacTaBIeHbl
B Tabnuiie.

MHoOropyHKIMOHA/IbHAS IXPPOBast MUKPOCXeMa
5529TP015-675 peanu3syet 511 pa3aTHUHBIX KOMbOU-
HAaLIMOHHBIX JIOTHYeCKUX QYHKIIUI, KMeeT BOCEMb
HMHGOPMALIMOHHBIX BBIXOMOB, a TaK>Xe BOCEMb
HMHPOPMAIMOHHBIX U [eBIThb aJPeCHBIX BXOMO0B.
B MHKpocxeMe IIpeCcTaBIeHbl BCe BO3MOXKHBIe JIOTH-
yeckHe QyHKIMH IIPH ABYX U TPeX BXOAHBIX Ilepe-
MeHHBIX, a TAK>Ke [I0TeHIIHaIbHO Hauboee UCIIONb-
3yeMble BAPUAHTHl QYHKIUI C OONBIIUM YHCIOM
nepeMeHHBIX [1]. st 6onblIert TH6KOCTU IIpHUMe-
HeHHS MHUKPOCXeMBbl B OJJHOHN QYHKIIMU OIpee-
JIeHO Cpa3y BOCeMb Pa3/TMYHBIX KOMOMHAIIMOHHBIX
dyHKIMH. B KauyecTBe mpuMepa HHKe IpeCcTaB-
JIeHBI JIOTHUYeCcKHe QYHKIIMH, BBIIIOJIHIeMble MUKPO-
CXeMOM U COOTBEeTCTBYIOLIHe KOHPUTI'YPALIHOHHOMY
anpecy "054" (ux rpadpuueckoe n3obpaskeHUe IIOKa-
3aHO Ha PHUC.2):

Y1=X1+X2+X3;
Y2 =X1&X2 &X3;
Y3=X1&X2&X3;
Y4 =X4+ X5 + X6
Y5 = X4 & X5 & X6;
Y6 = X4 & X5 & X6;
Y7 = X7 + X8;
Y8 = X7 & X8.

Puc.7. ®yHKUUOHAAbHAS cxema MuKpocxembl 5529TP015-696
Fig.7. Functional diagram of 5529TP015-696 chip

MWUKPOCXEMbI

LVDS / LVDM-NPUEMHUKOB 1 NEPEAATYUKOB
IToMHMO MHOrOQyHKIIHOHAJIBHBEIX MHKPOCXEM,
B HIIK "TeXHOJOTMUYeCKHUH LeHTP" TakKe Oplia pas-
paboTaHa cepuss MUKpPOCXeM IIPHUeMHUKOB U Iepe-
JaT4YMKOB CTAaHAAPTOB HU3KOBOJIBTHOU AU bepeH-
LHaJIBHOM JIMHUHU CBI3U LVDS u LVDM [2].

MuxpocxeMsl 5529TP015-688 u 5529TP015-698
IIPe/ICTaB/SIOT COO0M BOCEMb IepelaTYHuKOB JHP-
depennmanbHOM TMHUU LVDS 1 BoceMb Iepefart-
4yHKoB JuddepeHIIMANbHON TUHUU LVDM cooTBeT-
CTBeHHO. MX pyHKIUMOHANIbHASA CXeMa IIpeaCcTaB-
JIeHa Ha pucC.3.

Muxkpocxema 5529TP015-689 comep>KUT
II0 4YeThIpe mepemaTyuka AuddepeHIHAJIE-
HOM NHHHUHU LVDS M nmpueMHHKa AuddepeH-
LuanbHOM NUHUU LVDS/LVDM, a MHKpocxeMa
5529TP015-699 - 110 YyeThIpe IepefaTUUKa fIudpbepeH-
LIKaJbHOM THHUU LVDM U npueMHUKa guddepeH-
LIMaJIbHOM TUHUMU LVDS/LVDM. QyHKIMOHAJIbHAL
cxema 5529TP015-689 u 5529TP015-699 mpuBeneHa
Ha puc.4.

Muxpocxema 5529TP015-697 comep>KUT BOoCeMb
NpueMHUKOB OubddepeHUHATbHON JTHHHUHU
LVDS/LVDM. Ee ¢pyHKIIMOHA/IbHAS CXeMa IIpeCTaB-
JIeHa Ha pHC.5.

MuxkpocxeMma 5529TP015-695 BKIOYaeT YeThIpe
IHOJIYAYIJIeKCHBIX IIpUeMoIepegaTYruka MHOIO-

#8/70/2016 NANO INDUSTRY
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ToueuyHO! fUbdepeHIIHANBHON TUHUU M-LVDS.
dyHKUMOHAJIBbHAaA cxeMa 5529TP015-695 nmpuBeneHa
Ha puc.6.

Muxkpocxema 5529TP015-696 npencTaBiaseT coboi
KOMMYTATOP ABYX ABYXPa3psAHbIX IIKH JHUPdepeH-
LHaJIbHBIX TUHUHN LVDS/LVDM. [laHHasi MUKPO-
cXeMa MMeeT CIlel]HaIbHBIL BXO[ yIIPaBAeHH s MO~
HOCTbIO fHudPepeHIMATBHBIX BBIXON0B, KOTOPBIH
II03BOJISIeT BBIOMPATh PESKUM, COOTBETCTBYIOIIHH
cTagpgapram LVDS uiau LVDM. ®yHKIIMOHAJIbHAS
cxeMa 5529TP015-696 roka3aHa Ha pHC.7.

[TosHOe moapobHoe onucaHue 6a30BbIX KPHUCTAI-
JIOB cepuH 5529 U MUKpocCXeM, IpeacTaBJIeHHbBIX
B IaHHOM CTaThe, IPUBeleHO B KHHUTe [3].

Cmamba nodzomosaena npu Qurancosoil noddepske
Munobprayku Poccuu. YHuransholli udenmugukamop IIHU
REMEFI57815X0104.
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V KOHIPECC NPEANPUATUIA HAHOMHAYCTPUU

1 aekabps B npecc-LieHTpe MUA "Poccus cerogHs” coctosncs V KoHrpecc
NpeanpusTUn HAHOWHAYCTPUM, B KOTOPOM MPUMHSAM ydyacTue bonee
600 rocteit 13 Poccum 1 3apybexHbIX CTPaH. B pamkax KoHrpecca bblau
npeacTaBneHbl  paspabotkm nopTdenbHbix komnawuit "POCHAHO"
N HAHOTEXHOMOrMYECKUX LIEHTPOB B MeJMLNHE, INeKTPOHUKe, CTpOu-
TeNbCTBE U APYrux 067acTsX. Y4acTHUKM Gopyma obcyamam nyTv nog-
AEPXKM WHHOBALMOHHBIX KOMMAHWA U MpobaeMbl pa3BUTMS BLICOKOTEX-
HOMIOrMYHLIX pa3paboTok B CTPaHe.

OTKpbIBas KOHrpecc, npepcefatens npasnedus YK "POCHAHO",
npeacearen npasnexus ®oHAA MHOPACTPYKTYPHLIX U 0bpasoBaTenb-
HbIX nporpamm (PUOM) AHaTonmit Yybaiic OTMETA, YTO 3a MOCAef-
HUe rofbl B Poccun 6biN0 C034aHO HECKOLKO HOBBIX MPOMbILINEHHbIX
HanpaBfeHWit, OCHOBAHHbIE HA pa3paboTkax B Takux 061acTsX, Kak
B0306HOBNISEMAs 3HEPreTuKa, NpoM3BOACTBO COBPEMEHHOW YMaKOBKM,
NHHOBALMOHHBIX CTPOMaTepuanos. Mo ouexke "POCHAHO" obbem poc-
CUACKON HAHOMHAYCTpUN npubamxaetcs k 1300 mapg. py6. B passutum
0TPAC/IN Y4aCTBYIOT 0KONO 500 CTApTanoB U ThICAYM COCTOSBLUMXCS NPO-
MbILLUNEHHbIX KOMMNAHWHA.

B pamkax KoHrpecca 6bi10 MpOBEAEHO HECKOAbKO MEeponpusTUil,
MOCBSLLEHHLIX Pa3BUTUIO TEXHONOTMYECKOrO MPeAnpUHNMATENLCTBA.
Tak, B MaHeNbHON AMCKYCCMM "DBOMIOLMA TEXHONOTMYECKOro npes-
MPUHMMATENbCTBA: OT repoeB-0AMHOYEK A0 KOHBEHEpHOro Mpou3BOf-
CTBa CTApTanoB" npuHSAN yyactue A.Yybainc, uneH npasnenums LieHTpa
cTparternyeckux  paspabotok ‘“Ceepo-3anmag’, uneH  3KCMEpTHOro
coeta [pasutensctea PO Metp LlefpoBuukuiA, AUPEKTOP Hampas-
nenns "Monogble nNpoQeccMoHanbl’ AreHTCTBA CTPATeruyeckux MHU-
uMatue [AMUTPUNA [eckoB, COOCHOBATENb W TEHAUPEKTOP HAHOLEHTPA
“TexHoCnapk" JleHnc KoBanesmy, BULe-Npe3NAEHT KUTANCKOr0 HAHOMO-
nnca Cyuxoy O3H YaH, reHepanbHbIA MEHEMXEp LieHTpa UCCNeaoBa-
HUA W pa3paboTok benbruickoro Katonuyeckoro yHuBepcuteta JleBe

HAHO UHAVCTPUA #8/70/ 2016

Mon BaH [lyH, a TaKxe COOCHOBATENb M reHaupekTop komnanum Drukka
Startup Studio, aBTOp KHWrM "AHaToMWs CTapTan-CTyaua" ATTuna
Curetn.

3apybexHble rocTv NOAGAMANCH C Y4ACTHUKAMU KOHFPECCa OMbiTOM
CO3AaHNS KpYMHbLIX NHHOBALMOHHbLIX LLEHTPOB. B YacTHocTy, [1. BaH [lyH
pacckasan, kak Hebo/bLON YHUBEPCUTETCKIA ropog JleseH, rae B 1970-e
FOAbl CAMbIM KPYMHbLIM NPOM3BOACTBOM ObiN MMBOBAPEHHDIN 33BOA, Npe-
BPaTWAICA B OAMH 13 KPYMHeWwNX B EBPONE MHHOBALMOHHDIX KNACTEPOB.
A.CureTu oobwmn 0 MeToae CepUNHOr0 NPOM3BOACTBA CTAPTAMNOB, YTO
MO3BO/ASET 3HAYNTENLHO Y/ELEeBUTb W YCKOPUTL MPOLECC pasBUTMS
NHHOBALMOHHLIX KOMNaHWK. [1.KoBanesuy, roBops 0 KOHBeinepe WHHO-
BaLWiA, MOAYEPKHYA, YTO HENb3s pacCMATpUBATL CTApTanbl Kak MpocTo
Ma/IEHbKME KOMMAHWM, KOTOpbIe AOMKHbI Peasu30BbIBaTh BCE BU3HEC-
NpOLLeccbl COBCTBEHHLIMU CUMAMM — HYXHO MOA KXAYI0 3a4auy Co3aa-
BaTb MW UCKATb OMPEAENEHHOT0 NCNONHUTENS.

B pamkax KOHrpecca mpowna cepus AMCKYCCUA, NOCBSILLEHHBIX Pa3-
BUTWIO PA3NIMYHDIX HAMPABAEHWA HAHOMHAYCTPUM — CEKTOPA WHHO-
BALMOHHBIX CTpOMMAaTepuanos, (GapmaLeBTUKW, HOBOW 3IHEPreTUKM,
3NEKTPOHMKM, MOATOTOBKW KagpoB W Ap. Takxke Ha KOHrpecce €OCTO-
ANOCb BpYYeHMe 3HaKa "POCCMIACKAs HAHOTEXHONOrUYeckas npemus”
W HarpaxaeHwe naypeatos POCCHACKOI MONOAEXKHON NPeMUM B 061aCTH
HaHONHAYCTPUM.

OpraHu3atopamu V'  KoHrpecca npeanpusTUi  HaHOWMHAYCTpUM
ABAsoTCS QOHA MHOPACTPYKTYPHLIX W 06pa3oBaTenbHLIX MpOrpamm
U MexotpacneBoe 06beANHEHNe HAHOMHAYCTPUM, NAPTHEPAMM BbICTY-
nuAK POCCUICKMIA IKCNOPTHBIA LeHTP, DOHA COAENCTBUS MHHOBALMAM,
“lenoBas Poccus”, "OMNOPA Poccuu”, AreHTCTBO MO TeXHONOr4Yeckomy
pa3BuTUi0. CMOHCOp KOHrpecca — baHk "OTKpbITHe".

POCHAHO
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ALN C KOHTYPOM ®A30BOM
ABTOMOACTPOMKU YACTOTDI

YAK 621.382, BAK 05.27.01, DOI:10.22184/1993-8578.2016.70.8.40.47
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OnucbiBaeTca HoBbi Tun AL ¢ koHTypoM d¢a3oBoi aBTOnoacTpoinku vactotbl (ALLM ¢ DAMY).
MNpepctaBneHa ¢yHKUMOHANbHAs CTPYKTypa paspaboTaHHOro ycTponcTBa. PaccMoTpeHbl 0CO6eHHOCTH
ALUM c ®AMY. MNokasaH nepexop OT MCMNO/Ib30BAaHMSA AUCKPETHbIX KOMMOHEHTOB K peanusauuu
yCTpoicTBa HA 6a30BOM MaTpuyHOM Kpuctanne (BMK) cepum 5503 Ha OCHOBe pagMaLMOHHO-CTOMKOWM

KMOIM-TexHoONOrnu.

This article describes a new type of ADC with the phase locked loop (ADC with PLL). It
describes the functional structure of the developed device. It also outlines the features
of ADC with PLL. It shows the transition from the device implementation using discrete
components to the implementation on 5503 series gate array based on radiation-hardened

CMOS technology.

HacTosillee BpeMsl pa3paboTKa 3/71eKTPOHHBIX

YCTPOMCTB BeJIeTCs C HCI0Ab30BAaHHEM MHUKPO-

KOHTpoiepoB (MK), comepskamKux B CBOEM
coCTaBe OOMH HUJIM HECKOJbKO aHAJIOTOBO LU -
poBeIxX mpeobpa3oBarenen (ALII). AL, Bxons-
mue B MK, uHOTa He yIAOBIEeTBOPSIOT TpeboBa-
HHSM I10 TOUHOCTH M IIYMOBBIM XapaKTepPUCTH-
KaMm. B CBS3U C 3TUM B HayYHO IIPOU3BOJCTBEHHOM
nojpasneneHun "Lo3op" 611 paspaboTaH HOBBIH
Tun AIIl ¢ KOHTYpoM $pa30BOK aBTOMOACTPOUKH
vacToTsl (GAITY) [1].

bnukanmuM npototrunomM ALIT ¢ PAIIY aBns-
eTCsl CHHTe3aTop CTabUIBbHBIX YacTOT. [logobHEbIe
CHUHTe3aTOphl HAXOAAT NpPHUMeHeHHe B Kaue-
CTBe OIOPHBEIX FeHepaToOpoB B IIpeobpa3oBaTensx
YaCTOTHI, 37IEKTPOHHBIX MY3bIKa/JIbHBIX HHCTPYMEH-
TaxX U BO MHOTHX JPYTHX yCTpoHcTBax. Ha puc.l
ImokasaHa QyHKIIMOHA/JIbHAA CXeMa CHHTe3aTopa
YaCTOTHI.

BRIXOOHBIM CUTHAJIOM CHHTe3aTOpa SABISETCS
IepeMeHHOe HaIlPsI)KeHHe C YaCTOTOH Fryy = N-F.
K TOUHOCTH U CTabUIBHOCTH YaCTOTHI IIPeAbSIBIIS-
I0TCSI BBICOKHe TpeboBaHUS.

B ALIII mcmosp3yeTcs IPOMEXKYTOUHOe IIpeob-
pa3oBaHMe aHAJIOTOBOIO CUTHaNa (HallpsiXKeHHU )
B IJIMTEJbHOCTh UMIIY/JIbCa C IIOMOIIbI0 KOHTYpa

®AIIY [1]. ITogpobHOe onrcaHKe IPUHIIUIIA PaboThI

®AITY npuBenmeHo B [2, 3].
dynkuuoHaNbHasg cxeMa AIIIl Ha ocHoBe OAITY

npencrasyieHa Ha puc.2. ALIl ¢ ®AIIY comep-

KHUT 3JIEMEHTBhl CHMHTe3aTopa U AOIIOJHUTEeJb-

HBIe 3/7IeMeHTHl (Ha cxeMe 06Be/leHBl IYHKTHPOM).

OCHOBHBIMHU SIBJISIIOTCS CllefyoIiHe QyHKIMOHA/Ib"

Hble OJIOKHU:

e HCTOYHUK OIIOPHOTO HAIIpskKeHHUS - 0bs13aTensb-
HBIH 371eMeHT ALIl. AMOIHUTYAa BBIXOAHBIX
KMIIYJIbCOB pa30BOro AeTeKTOpa paBHA OIIOPHOMY
HaIpsKeHU IO UP, a IJIUTeJIbHOCTh UMITYILCOB T,
paBHa $a30BOMY CABHUIY MeXIy CUTHaJlaMHu F;
uF

e GuabTp HU3KON 4acToThl (PHY), BRIIIOTHEHHBIH
10 CXeMe I[IPOIOPLHUOHAIbHO-UHTEeI PUPYIOLIEro
(ITHN) dunpTpa C LOMOJIHUTEABHBIM BXOLOM JIJIs
MOAKJIIOYeHHUs BHelmHero curuaina (U,), KoTo-
pBII mpeobpasyeTcs CHaudasla B AJTUTEeNbHOCTD
HMIIYJIbCa, a IIOTOM B IBOMYHBIH KOJ;

« [IU-ounsTp, obecrnmeyMBAaWIIUKU acTaTHU3IM
cucteMb @®AIIY, TOo ecTh YCTAaHOBHBIIHU-
ecsl CpefHHe 3HAUYeHUS HAIPSKeHHUS BBIXOJ-
HOro curHana ¢asoBoro gerekTopa Ugy U BXOA-
Horo curHana U, Bcerga paBHBI. 3a CUeT UHTe-
rpaTopa M OTPHUILATENbHON 0OPAaTHOM CBI3HU

1 HOM"Aosop"/SMD "Dozor".
2 HMK"TexHonoruyeckui ueHTp" / SMC "Technological Centre".
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3apatoLmit F, ®a3oBbIN Uy, o - U leHepatop, ynpasnsemMbi F
) WUNbTP HU3KOM rvH VM
FG&GP?TOD - .u.epTﬁalfsTgp — yactoTbl (PHY) — H\;i qtpﬂxgHme?A (ﬂygl )
gl Low-pass filter (LPF) Gl Eomdlit
oscillator detector oscillator (VCO)
F=F /N [envTens YactoTbl
o Ha N (tamep) <

Frequency divider
by N (timer)

Puc.1. ®yHKUUOHAABHAS CXeMd CUHMe3amopa 4acmomsl
Fig.1. Functional diagram of frequency synthesizer

Hanpsi>keHHe Ha Bxoge I'YH mopmepskuBa-
eTCsl TAKKUM, YTOOBl 9acTOTHl CHUrHanoB F, U F,
6p11u paBHBIMHU. Pa30BHI CABUT T, MeXIYy CHUT-
HanaMu F; u F, onpenensgeTrcd BhIpa’keHHEM
T, =T,"U,/U,, rne T, - mepuof 4acTotsl Fy, U, - BXOA-
HOe HaIlpsiKeHHe, Up - OIIOpHOe HampsikeHue AT,
O3Y 1 XpaHeHM s TeKYLIero 3HayeHu s JBOMYHOI0
KOJa. 3aIlMCh KoJla [IPOHU3BOAUTCS B MOMEHT IIepef-
Hero ¢poHTa MMIIy/bCa CUTHaa F;

dasoBeii geTekTop (PJI) UMIYyABCHOIO THUIIA,
BBIIIOJTHEHHBIN Ha JIOTHUYECKUX 3JIeMeHTax

M MMEeKIHUHN JTHUHEeHNHYIO BBIXOLHYIO $a30ByIO
XapaKTepUCTUKY A5l obecriedeHH s BBICOKOM TOY-
HOCTH Ipeobpa3oBaHus.

B ALII ¢ ®ATIY curHaabl OBYyX TeHepPaTOpPOB
4acToT F, ¥ F, ABI4I0TCS BHYTPEHHUMU, UX popMma
HaNps>KeHUH [J0JKHA OBITh MPSIMOYTLOJbHOM,
uTO0bbI 06ecreduTh paboTy O KMIYJIbCHOIO THUIIA.
Tak Kak @]/l onpefensieT BpeMeHHOU MHTepBall
MKy HepeqHUMHU GPOHTAMHU UMITYAbCOB F, U F,
TO CKBa>KHOCTD 3THX MMIIY/IbCOB He BJIHSAET Ha TOY-
HOCTb MU3MepeHHs $pa30BOro CABUTIA.

urrently, the development

of electronic devices is car-

ried out using a microcon-
trollers (MC), containing one
or more analog-to-digital con-
verters (ADC). Sometimes, ADC
for MC do not meet the require-
ments of accuracy and noise. In
this regard, the scientific and
production division "Dozor" has
developed a new type of ADC
with the phase locked loop (PLL)
(1.

The closest prototype of ADC
with PLL is stable frequency syn-
thesizer. Such synthesizers are
used as reference oscillators
in frequency converters, elec-
tronic musical instruments and
many other devices. Fig.1 shows

a functional diagram of the fre-
quency synthesizer.

The output signal of the syn-
thesizer is an alternating volt-
age with a frequency Fryy = N°F,.
Accuracy and stability of fre-
quency have to meet high
requirements.

ADC uses intermediate conver-
sion of the analog signal (voltage)
into the pulse by means of PLL
(1]. A detailed description of the
working principle of PLL is given
in [2, 3].

Functional diagram of the ADC
with PLL is presented in Fig.2.
ADC with PLL contains elements
of the synthesizer and additional
elements (in the diagram cir-
cled by dashed lines). The main

ones are the following functional

blocks:

« reference voltage source is
a required element of ADC.
Amplitude of the output pulses
of the phase detector is equal to
the reference voltage U, and the
pulse duration Ty is equal to the
phase shift between the signals
F,and Fy;

» low-frequency filter (LFF)
designed as a proportionally-
integrating (PI) filter with addi-
tional input for external sig-
nal (U,), which is converted into
pulse width, and then into a
binary code;

 PI filter provides the astati-
cism of the PLL system, that
is, the steady-state average

#8/70/2016 NANO INDUSTRY



BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

YCTpOMCTBA MUKPOKOHTPO/I1IEpa
Microcontroller unit
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voltage source
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l Fau
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Puc.2. ®yHkuuoHanbHas cxema AL ¢ GAMY
Fig.2. Functional diagram of the ADC with PLL

B Hay4YHO-IIPOM3BOACTBEHHOM II0Jpa3/ieIeHUHU
"lo3op" B 2012 roxy 6rlna mpoBefeHa pa3paboTka
15-KaHaIBHOM cHCcTeMBbI c6opa MHPOPMALIHUH JJ1s1 JIeTa-
fole sabopaTopun Ha 6a3e 32-pa3psIHOrO MHUKPO-
KoHTposiepa 1986BEL u AIIl ¢ ®AITY, mapameTphl
KOTOPOH IIPUBEEHE! B Tab.1.

ALIl ¢ ®AIIY saBasieTcsl ClAeAsIed CUCTeMOM
C aCTaTH3MOM BTOPOIO IOPSIAKa. YCTAaHOBHBIIEECS
3HadyeHHe OMHUOKKU B TAKHX YCTPOMCTBAX PaBHO

HYJII0, TOYHee — HallPsSsKeHUIO CMeIlleHHUs Ha BXoze
OY +U, /Ky, rme K, - koapdunueHTt ocnabie-
HUg cuHba3HoM cocTaBasomen OY. Hampumep,
OVY 140Y[31AT, nuMeOL KUK BXOAHOe HaIpS>KeHHe
cMeleHus 25 MKB U Ko3bOUIIMeHT 0C/IableHus CUH-
da3HoM cocTaBnsomel 6onee 110 1B, rapaHTHpYyeT
npeobpa3oBaHue HanpsikeHus Uy = 5 B B IIUTeNb-
HOCTb MMIIYJIbCOB C IIOrPeIIHOCThI0 MeHee 0,002%.
HomuHanb pesuctopoB R1 u R3 (puc.2) HOMIKHBEL

values of the output signal of
the phase detector Ugy and of
the input signal U, are always
equal. Thanks to the integra-
tor and a negative feedback, the
input voltage of VCO is main-
tained so that the frequency of
the signals F; and F,, are equal.
Phase shift T, between signals
F, and F, is equal to T, = T-U,/
U, where T, is the period of fre-
quency F;, U, is input voltage,
U, is reference voltage of the
ADC;

« RAM for storing the current
value of the binary code. Code is
written in the time of the lead-
ing edge of the pulse signal F;
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» pulse phase detector (PD) based
on logic elements and having a
linear output phase character-
istic to ensure high precision
conversion.

In ADC with PLL the signals
of the two oscillators F, and F,
are internal, their form of volt-
age needs to be rectangular, to
ensure the operation of pulse PD.
Since PD measures the time inter-
val between leading edges of the
pulses F, and F,, the off-duty ratio
of these pulses does not affect the
measurement accuracy of the
phase shift.

In 2012 the scientific and pro-
duction division "Dozor" has

developed a 15-channel informa-
tion-gathering system for the
flying laboratory on the basis of
32-bit microcontroller 1986BE1
and ADC with PLL, the parame-
ters of which are given in table.1.

ADC with PLL is a tracking
system with astaticism of the
second order. The steady-state
error in such devices is equal to
zero, more precisely - to the bias
voltage at the input of op-amp
+U, / K, ., where K, is common-
mode rejection ratio (CMRR)
of op-amp. For example, OV
140Y[31AT, which has an input
bias voltage of 25 pV and CMRR
more than 110 dB, guarantees
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Tabauua 1. Mapamempsl 15-kaHanbHol cucmembl coopa UHGopmauuL Ha 6ase 32-pazpsioHo20 MUKpokoHmpoaaepa 1986BELT u ALIM c @AY
Table1. Parameters of 15-channel information-gathering system based on 32-bit microcontroller 1986BETT and ADC with PLL

Yucno paspagos AL

Operating frequency of ADC with PLL, Hz

Number of ADC bits E
Yucno otcyetoB AL

Number of ADC counts 200
MpuBeaeHHAs NOrpeLHOCTb Npeocbpa3oBaHns B AManNa3oHe Temne-

paTyp oT —60 10 125°C <0,1%
Reduced conversion error in temperature range from —60 to 125°C

Paboynn arnanasoH BXOAHOro cMrHana, B 05-45
Working range of input signal, V o
Bec mnapLero paspsaa BbIxogHOro koga ALLM, mkB 5
Weight of LSB of ADC output code, pV

YpoBeHb "lyMa" B BbIXOAHOM curHane ALLM, MkB (B pasmaxe) 125
Noise in ADC output signal, pmV (p-p)

Monoca nponyckaHmsa AL, Ty, 30
Bandwidth of ADC, Hz

Pabo4as yactota npeobpasosartens ¢ PAMY, Iy 400

AYX AL
Frequency response of ADC

PUALTP HU3KOW YACTOTbI BTOPOro NopsAKa C NogaBaeHnemM
rnomex c 4yactoTamu, KpaTtHbIMn 400 Iy,

Second order low pass filter with interference suppression for
frequencies multiple of 400 Hz

Tvn
Type

duration

AL c npoMeXyTo4HbIM NPeobpasoBaHNeM HanNpsXKeEHUS
B A/INTEbHOCTb UMMY/bCOB
ADC with intermediate conversion of voltage to pulse

Cnocob npeobpasoBaHus
Conversion method

®a3oBas aBTOMNOACTPONMKA 4acToThl (PAMY)
Phase-locked loop (PLL)

the voltage conversion U, =5V
into pulse duration with an
accuracy of less than 0.002%.
The values of resistors R1 and
R3 (Fig.2) must be equal to each
other (£5%) to compensate input
currents of op amp. The elements
R2, R4, C1 and C2 do not affect
the accuracy.

The voltage at the output of
op-amp controls the frequency
and phase of VCO. Since the VCO
is a second integrating element
in the PLL loop, it only responds
to the steady component of this
complex signal.

The output signal of PD, a rect-
angular pulse, whose area (the

average voltage value over the
period of the conversion fre-
quency F,) is equal to the input
voltage U, is a feedback signal
in the ADC circuit. PD is manu-
factured on the base of 5503 gate
array family. The duration of the
output pulse of PD can be less
than 1ns.

The resolution of the ADC with
PLL is determined by the perfor-
mance (circuitry) of the circuit
of PD and by a clock frequency of
MC or counter, which forms a sig-
nal F,. The maximum operating
frequencies of MC and logic ele-
ments had reached the level of
1 GHz and above. It is important

to note the great potential of ADC
with PLL. Moreover, the device
contains only one precision ele-
ment - operational amplifier (op
amp). Other elements (resistors
and capacitors) may have uncer-
tainty of + (5-10)%.

Possibilities of ADC with PLL
based on a 32-bit 1986BEIT micro-
controller with a clock frequency
of 140 MHz are tested and pre-
sented in table.2.

In 2015, to reduce the dimen-
sions of the designed ADC with a
PLL, SMC "Technological Centre"
has developed and manufac-
tured the 5503XM1VY-651 chip of
dual-channel PLL. The chip has

#8/70/2016 NANO INDUSTRY



BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

Tabauua 2. Bapuanmel ALM ¢ AMY
Table 2. Modifications of ADC with PLL

Monoca nponyckaHus

ALUM, Ny
Bandwidth of ADC, Hz

Yucno paspspos AL
Number of ADC bits

YactoTa npeo6pasoBaHus, 'y
Frequency of ADC with PLL, Hz

MakcumanbHoe
3HayeHue koaa ALN
Maximum ADC value

2 24 10 14 000 000
10 22 50 2800000
20 21 100 1400 000
80 19 400 350000
200 18 1000 140 000
800 16 4000 35000

OBITH OMMHAKOBBIMHU (+5%) [/15 KOMIIEHCALIUU BXOJ-
HbIX TOKOB QY. DinemeHTHl R2, R4, C1 u C2 He BAHSIOT
Ha TOYHOCTb.

Hanpsi>xeHue Ha BeIxofe OY yIpaBsiisieT 4acTOTOH
U ¢asonu ['VH. Tak Kak I'YH gBisieTcst BTOPEIM HHTe-
TPUPYIOLIUM 37IeMeHTOM B KoHType ®AIIY, To oH pea-
THPYeT TOJIbKO Ha IIOCTOSHHYI COCTAB/AIOILYIO 3TOr0
CJIOKHOTO I10 pOopMe CUTHaJIA.

CurHasom ob6paTHOI cBsi3H B cxeMe ALIII siBiIsieTcst
BBIXOJHOM cUTrHan @ - mpsMOYTOJIbHBIM UMITYJIbC,
IJI0IIaAb KOTOPOro (Cpe/lHee 3HaUeHHe HallPSIKeHU S
3a [IepHoJ, YacCTOThI Tpeobpa3oBaHus F;) paBHa BX0J-
HoMy HanpspkeHHI0 U,. @/l usrorosieH Ha BMK cepuu

5503. IIMTeIbHOCTD BRIXOAHOT0 UMIIyIbca ®J] MosKkeT
OBITH MeHee 1 HC.

Paspemaromas criocobrHocTs AL ¢ PAITY ompene-
nseTcs bpIcTpomeCcTBHEM (31eMeHTHOH 6a30%1) CXeMBI
@[T 1 TAaKTOBOM YacToTOoM MK MIIH cUeTUHKa, KOTOPBIH
dopmupyert curHan F,. [IpemenbHble paboure 4acTOTH
MK M JIoTUYeCKHUX 3JIeMEeHTOB y>Ke JOCTUIIH YPOBHS
1IT1 ¥4 BhIIIe. BaskHO OTMETHUTh O0JIbIIHEe IIOTeHIIU-
anpHbIe BO3MOKHOCTH AL ¢ @AITY. TIpH 3TOM yCTPOK-
CTBO COJLEPXKUT TOJIBKO OJWH IPEeLM3UOHHBIN 371e-
MeHT - OIlepPalJMOHHBII ycunuTenb (OY), ocTalbHbIe XKe
371eMeHTBI (pe3UCTOPBI U KOH/IEHCATOPBI) MOT'YT KMETh
Pa36pochl 3HaUeHU N XapaKTePUCTHK +*(5-10)%.

28 pins, supply voltage of 5V
and is made using 1.6 pm CMOS
technology. Fig.3 shows the
5503XM1Y-651 chip in MK 5123.28-
1.01 package.

One 5503XM1Y-651 chip
replaces more than 30 standard
logic chips on discrete compo-
nents, which are used to build
components of the PLL. The chip
includes the phase detector and
VCO.

SMC "Technological Centre"
has developed a gate array fam-
ily with standardized library of
basic and standard functional
cells, common design tool based
on Kovcheg CAD and the means

HAHO MHOVCTPHA #8/70/ 2016

for prototyping [4]. The entry-
level 5503 and 5507 gate array
families have uniform nomen-
clature and are based on radia-
tion-hardened 1.6 pm bulk sili-
con CMOS technology. Wiring is
carried out in the first metal layer
and in the polysilicon layer. Cate
arrays of these series are allowed
for use in special-purpose equip-
ment [5]. More than 600 types of
semicustom very large scale inte-
grated circuits of various pur-
pose are designed and manufac-
tured on the basis of 5503 and
5507 gate arrays families, includ-
ing for space-based equipment,
for example, for Progress-M and

Soyuz-TMA spacecrafts, Briz-M
upper stages and many other
[6,7,8].

The 5503XM1Y-653 chip with
two additional 4-bit counters
has been created on the basis of
5503XM1Y-651 chip. The counter
divides the output frequency of
the VCO by 16, thereby averaging
the noise of the VCO and, conse-
quently, reducing ADC noise.

5503XM1Y-617 chip, contain-
ing a set of op amps, was used
to implement the low-pass fil-
ter. Fig.4 shows a block diagram
of one channel of the PLL using
5503XM1VY-653 and 5503XM1Y-617
chips.
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Bo3smosxkHocTu ALII ¢ PAIIY Ha 6a3e 32-pas3psa-
HOro MHUKPOKOHTpoanepa 1986BEIT c TakKToBOM
4JacToToX 140 MT1 mpoBepeHHl U NpeAcTaBJIeHBI
B Tabn.2.

C menpo yMeHbIIeHUs rabapuTos paspaboran-
Horo maketa ALII c ®AIIY, B 2015 roxgy mo 3aKkasy
HIIIT "Mo3op" B HIIK "TexHo/MOru4eckKui neHTp"
6si1a pa3paboTaHa M HM3TOTOBJIEHA MHUKPO-
cxema BMK 5503XM1Y-651 nByXKaHa/bHOTO
®ATIY. MuKpocxeMa MMeeT 28 BBHIBOJOB, IIMTA-
ollee HampsikeHUe 5 B ¥ BeimosiHeHa mo KMOIT-
TeXHOJOTHH C HOpMaMu 1,6 MkKM. Ha pmuc.3
ImoxkasaHa MHKpocxema 5503XM1Y-651 B kopmyce
MK 5123.28-1.01.

Opgna Mmuxkpocxema 5503XMI1Y-651 3ameHser
6osiee 30 MUKPOCXeM CTAHAAPTHOM JIOTUKHU Ha AHC-
KPeTHBIX 3/IeMeHTaX, KOTOPble BXOASAT B COCTaB
®AIIY u ciy>kaT AJis IIOCTPOEHU S ero KOMIIOHEeH-
TOB. B cocTaB MHKPOCXeMBI BXOASIT Ga30BbIH AeTeK-
TOP U TeHepaTop, YIpaB/asieMbll HAlPSKeHHEM.

HIIK "TexHONOTHYeCKHUN LeHTP" paspaboran
cemMenctBo BMK, uMeromux yHUPHULILPOBAHHYIO
6ubauoTexy 6a30BBIX U TUIIOBBIX QYHKIIHMOHAIb"
HBIX fiYeeKk, eJHUHble CPeCTBa NIPOeKTUPOBAHUS
Ha 6ase CAIIP "KoBuer" u cpefcTBa IPOTOTUIIU-
poBaHUSA MHUKpocXeM [4]. MIaJIIMMHU B CeMeH-
cTBe BMK aBnsgmoTCcs cepuu 5503 u 5507, KoTophIe
YHUQUILIMPOBAHEI I10 COCTABY M U3rOTABIMUBAIOTCH
10 pagHUallMOHHO-CTOMKON KMOII-TeXHOIOTUU
c HopMaMHu 1,6 MKM Ha 06beMHOM KPeMHHH.
Pa3BojKa OCyIIeCTB/ISAETCS B [IEPBOM CJI0e MeTajljia
U cj1oe MoAHKpeMHHS. BMK 3THX cepUH HMeIOT

Puc.3. Mukpocxembl 5503XM1Y-651 6 kopnyce MK 5123.28-1.01
Fig.3. 5503XM1Y-651 chip in MK 5123.28-1.01 package

KaTeropuio KadectBa "BII" u pa3pelreHsl K IpU-
MeHeHHIO B allllapaType CIellMaJbHOr0 Ha3Haye-
Hus [5]. Ha 6a3ze BMK cepum 5503 u 5507 paspabo-
TaHO U BeIITycKaeTcs 6onee 600 TUIIOB [OTy3aKas-
HBIX MHKPOCXeM Pa3/M4YHOr0 Ha3HauyeHH s, B TOM
YHC/Ie A/s allllapaTypsl KOCMHYecKkoro 6asupo-
BaHHUS, HAIpUMep, JIg KOCMHUYeCKHUX Kopabien
"Ilporpecc-M", "Cor03-TMA", pa3roHHoro 610Ka
"Bpu3-M" 1 MHOTHUX APYTHX ammaparos [6, 7, 8].

55503XM1Y-617 chip includes
the following functional blocks
(Fig.5):

+ six independent op-amps;

* two inverting amplifier;

« reference voltage source (1,12 V);
e current setting unit.

The current setting unit for set-
ting of op-amp mode is connected
to the RO pin. Between this pin
and "total OV" it is necessary to
connect a resistor from 100 kQ to
1 MQ to set the bias current of all
op-amps, which determines their
performance. The total consump-
tion current of IC is proportional
to the current through the RO
output.

The reference voltage source on
width of forbidden band has a high
resistance CREF output to con-
nect a filter capacitor (about 10 nF)
and the input for INRI mode. The
change of voltage on the CREF
output in the temperature range
is depended by the value of exter-
nal adjustment resistor on the
INRI output. Between this out-
put and the "total 0" it is neces-
sary to connect a resistor - from
8.1 kQ to 10 kQ. The sensitivity
of the reference voltage source to
the change in voltage is 2 mV/V.
Inside the chip the CREF output
is connected to the noninverting
inputs of the op-amp.

The characteristics of a single
op-amp are presented in table.3.

The development of the cir-
cuitry for implementation of
the ADC with PLL continues.
SMC "Technological Centre"
has developed on the basis of
the 5503XM1VY-653 chip the
5503XM1Y-670 chip. The new
chip includes additional opera-
tional amplifier for implementa-
tion of low-pass filter, and also
modified VCO. [

This paper was created with the finan-
cial support of the Ministry of Education
and Science of the Russian Federation.
Unique identifier REMEFIS8015X0005.
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Puc.4. baok-cxema 00H020 kaHana PAMY Ha mukpocxemax 5503XM1Y-653 u 5503XM1Y-617
Fig.4. Block diagram of one channel of PLL on 5503XM1Y-653 and 5503XM1Y-617 chips

PaspuTHeM MHKpocxeMbl 5503XM1Y-651 crana
MHKpocxeMa 5503XM1VY-653, rme K KMeOIIHMCS
610KaM fobaBaeHBI ABa 4-pa3psAHBIX CUETUHKA.
CYyeTYHK JeIUT BRIXOAHYIO yacToTy ['YH Ha 16, Tem

BLL ——| Toko3agatoLuit 610k
RO , Current driving unit
INR| —>| WcToyHukonopHoro L CREF
HampskeHUs
Reference voltage source
INNRF »| [lBa MHBEPTVPYIOLMX >
ycunuTens OUTRFM
INNRF2 ] Twoinverting amplifiers |—» oUTRF2
INPN1
INNN1 —> OUTN1
INPN2 _, > OUTN2
INNN2
S
INPN3 LWectb OY OUTNS3
Six op-amps —>
INNN3 OUTN3
INPI1_> > ouTIl
INNIL > OUTI2
INPI2 — ] > ouTi3
INNI2 —>|

Puc.5. @yHKUUOHAAbHAS 6AOK-CXeMd MUKPOCXEeMbl
55503XM1Y-617
Fig.5. Functional block diagram of 55503XM1Y-617 chip
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CaMBbIM ycpenHsas mymsl [YHa v, Kak ciaencraue,
yMeHbIIas myMbl AIII.

Onsa peanusanuu O®HY 6bIJIa UCIIONB30BaHA
MuKpocxeMa 5503XM1Y-617, KoTopas COLEPXKHUT
B cBoeM cocTaBe Habop OY. Ha puc.4 moxkasaHa
610K-cxeMa ogHOro KaHasa ®AIIY ¢ ucmonp3oBa-
HHeM MHKpocxem 5503XM1VY-653 u 5503XM1Y-617.

Mukpocxema OV 55503XM1Y-617 BKIO4aeT Cjie-
oyomye GYHKIIMOHAIbHBIe 610KH (pHUC.5):

e IIeCTh He3aBUCUMBIX OY;

* [1Ba MHBEPTUPYIOLUIUX YCUIIUTeIIS;

* MCTOYHHMK OIIOPHOTO HAIIpsKeHU Ha 1,12 B;
e TOKO3aJaIoIHi OJI0K.

ToKko3aZaIUi 6JI0K )14 yCTaHOBKH pexkxuma OY
IHOAK/IYeH K BbIBOAY RO. Meskay 3TUM BBIBOLOM
u "06mum 0B" He06XOLMMO IOAKIIOUYUTH PE3UCTOP
oT 100 kOM 01 MOM a1 3aJaHHS TOKA CMEILeHU
Bcex OY, ompepensonero ux 6bICTPOLeHCTBHE.
O6Im U TOK IOTpebIeHU ST MUKPOCXEeMBI ITPOIIOPIIH-
OHaJIeH TOKY uepe3 BbIBOZ RO.

HCTOYHHK OIIOPHOIO HAIIPsS>KeHH Ha IMIHPHHe
3alpelleHHON 30HBI UMeeT BEICOKOOMHBIM BBIXO[,
CREF mng moakaoyeHHUs QUIBTPYIOIIEro KOH-
geHcatopa (mopsizka 10 H®) u BXOJ yCTAaHOBKH
peskuma INRI. M3meHeHHe HAIIPSISKEHU S HA BBIXO/I€e
CREF B guama3soHe TeMIlepaTyp Ompefensercs
HOMHMHAJIOM BHEIIHEIro PeryJupoBOYHOIO Pe3H-
cTtopa Ha BbIBoZe INRI. Mexay 3TUM BBIBOJOM
u "06mum 0 B" He06X0LMMO OAKITIOUUTD PE3UCTOP
HoMUHaAoM oT 8,1 10 10 KOm. UyBCTBUTE/IBHOCTD
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Tabauua 3. OcHosHble xapakmepucmuku OY
Table 3. Key features of op-amp

BxogHoe HanpseHue, B

Input voltage, V 0,2-VCC0,.2

BbixogHoe Hanps>eHue, B

Output voltage, V 0,2-VCC-0,2

KoaddULMEHT yCnneHns ¢ pa3soMKHYTON
obpaTHOWM CBSAI3btO, Ab =61
Gain with open feedback loop, dB

3anac no dase, rpag

Phase margin, deg e
YacToTa eAnHMYHOro ycuneHus, Mru, 3
Unity gain frequency, MHz

HanpsykeHue cmeLleHus Hyas, MB <15
Offset voltage, mV -
MakcmmManbHbI BbIXOAHOW TOK, MA <
Maximum output current, mA -
MaKcnMasibHbIN BXOAHOM TOK, MKA <3

Maximum input current, HA

MCTOYHHKA OIIOPHOIO HANPSIKeHHU S K U3MeHeHHUIO
HaIIPS>KeHM S IMTaHU S cocTaBisgeT 2 MB/B. BHyTpu
MuKpocxeMbl BeIxon CREF mmoak/Io4YeH K HeMHBep-
THPYIOIIKUM BXxogam OV.

XapakTepUCTUKU efUHHUYHOro OY mpencras-
7eHsl B Tab.3.

Pa3BUTHe 3/IeMeHTHOM 6a3bl, IpeHa3HAUeHHON
st peanusanuu AT c KoHTypoM Pa30BOL aBTO-
MOACTPOMKHU 4acTOTHI, IpoJo/KkaeTca. B HacTo-
smee BpeMs: B HIIK "TexHOJOru4eCcKUH LEeHTP"
pa3paborana mukrpocxema 5503XM1VY-670, koTopas
ABJISETCS Pa3BUTHEM MHKpocxemsl 5503XM1Y-653.
B cocTaB HOBOM MHUKpocxeMsl fobaBneH OY, mpen-
Ha3HadeHHBIU A1 peanusauuu ®HY, a Takxke
HM3MeHeHHBIM FeHepaTop, yIIpaB/iseMBbll HallpsiKe-
HHEM.

000 «N30BAK»

PaapaboTed W HITOTORMNEHME
TOMMOMMECrMY NS

OnTHBCKGsE ANEMEHTYI
HanLEMWTENLHER CRpanc

CnomHme W YHIAED T His
NOHPETHA

Waonaks, yn VHEIIA Y

158007, -

£

Cmameoa nodeomosaena npu ¢uHancosoil noddepxke
MunobpHayku Poccuu. YHukaabHblil udenmuguramop ITHHIP
REMEFI58015X0005.
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NMPOrPAMMHOIO KOMM/EKCA KOHTPO/IS
CBOEYCTOUYUBOCTU NPOEKTA MUKPOCXEMDI

YAK 621.382, YK 004.42, BAK 05.27.01, DOI:10.22184/1993-8578.2016.70.8.48.58

0.Bpexos*, A.Kaumenro*, ASKdaros*, A.SIkynos* / obrekhov@mail.ru, a.v.klimenko@mai.ru, a.a.shdanov@mai.ru, yau@mai.ru
O.Brekhov*, A Klimenko*, A.Shdanov*, A.Yakupov*

MNpepctaBneHa COBOKYMHOCTb paspaboTaHHbIX Mopayner, o6pasyloWmux S4po  NporpaMMHOro
obecrnieyeHuns 3KcrepMMeHTasbHOro o6pasua nporpaMMHo-annapaTtHoro komnnekca (MAK) KoHTpons
c60eyCcTOMYNBOCTU NpoekTa MUKpocxeMbl. KOHTpob c60eyCTOMYMBOCTU OCHOBAH Ha MCMOJIb30BaHUMU
paclUMpeHHOro MeToAa BHECEeHUSl HeucrnpaBHOCTEW, MoApasyMeBaloWero MoAe/MpoBaHue
MHOroypoBHEBOrO BO3[AEWACTBMS HeucnpasHocTen. [porpammHbie moayau T[MMAK obecneumsaioT
06paboTKy MpoeKTa MWUKPOCXeMbl, FeHepauuio cnucka c6oes, reHepauuio TeCTOBbIX BO3JeNCTBUMA
M 06paboTKy pe3ynbTaToB MoAennpoBaHus. TeXHUYecKue pelleHus, BorioweHHble B MAK, no3sonsioT
BbINOJIHATb TM6KNUI BbIGOP UCTOYHUKOB BO3HUKHOBEHUS c60eB B MUKPOCXeMe U NoJjiy4aTb AeTasibHyIo0
MHopmMaLMIo 0 NoKaIU3aLUM KPUTUYECKUX c60eB, NMPUBOASLLMX K OTKasy MOAENMUPYEMON CUCTEMBI.
Mcnonb3oBaHue MNJIMC-NpoTOTMNMPOBAHNSA BMECTO NPOrpaMMHbIX CUMYJ/ISTOPOB NPU MOAEe/INpoOBaHNU
no3BoJISIeT f,06MTbCS YCKOPEHUS NpoLiecca KOHTPOsis C60eyCTONYNBOCTU.

A set of developed modules that form the software core of the experimental prototype of
a hardware-software system (HSS) for control of fault tolerance of IC design is presented.
Control of fault tolerance is based on the use of the extended method of fault injection,
which implies the modeling of the multi-level impact of faults. Software modules of HSS
provides processing of the IC design, generation of the list of faults, generation of test inputs
and processing of the simulation results. Technical solutions embodied in the HSS, allow a
flexible choice of sources of faults in the chip and obtaining detailed information about the
localization of the critical faults that caused a failure of the simulated system. The use of
FPGA prototyping instead of software simulation allows to accelerate the control of fault
tolerance.

a3paboTka yCTPOMCTB THIIA 'CHCTeMa Ha KpH-
cramine” (CHK) BR/IIodaerT B cebsl peleHHe LIeJIoro
KOMIIIEKCA B3aUMOCBSI3aHHBIX 3a/1a4 OT IIPO-
eKTHPOBAHUS CTPYKTYpPHl U BbIOOpa ammapaTHOM
6a3bl 10 peanM3al My KCIIEPUMEHTAIbHBIX 06pas-
1oB. [Ipu 3TOM, IpOBeleHUe TeCTUPOBAaHUS pabo-
TOCrIocobHOCTH Ha 3Tame pa3paboTKU UMeeT Iep-
BOCTeIleHHOe, a [JIs1 yCTPOMCTB Ha OCHOBE 3aKa3-
HBIX U [I0JIy3aKa3HBIX MUKPOCXEM — KPUTHYECKOE

3HaYeHHe, TaK KaK KaueCTBO TeCTUPOBAHMU S CyIIe-
CTBEHHO BJIHSeT Ha CTOMMOCTb pa3paboToxk.
K ycTpolcTBaM CIlellMaAbHOIO Ha3Ha4eHHs (B 4acT-
HOCTH, KOMIIOHEHTaM KOCMHUYeCKOM TeXHHUKH)
NpebsIBIASIOTCS AOIOJHUTENbHBIe TPebOBaAHUS
o obecreyeHHI0 paboTOCIIOCOOHOCTH B YCIOBU X
BO3/IeHCTBH S aTrPECCUBHEIX BHEIIHUX Cpefi. B cBsA3HU
C 3TUM, aKTYaJIbHO TeCTUPOBaHHUeE c60eyCTONYIHNBO-
CTH ycTporicTB THNa CHK Ha 3Talle UX pa3paboTKH.

MOCKOBCKM aBUALMOHHBIA MHCTUTYT (HALMOHAbHbIN MCCe[0BATENbCKMIA YHUBEPCUTET) / Moscow Aviation Institute (National Research University).
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IupoKo U3BECTHO, YTO OJLHHUM K3 OCHOBHBIX
HCTOYHUKOB Cc60eB 3IeKTPOHUKH KaK KOCMHU-
YeCcKOTOo, TaK ¥ HAa3eMHOTO IPUMeHeHHUS SIBIS-
eTcsl KocMu4deckas paguanus [1]. TectTupoBaHue
paboToCrIocOOHOCTH MHUKPOCXEM B YCIOBUSIX BO3-
OEeNCTBHUS paJHalUU OO6BIYHO IMPOU3BOAUTCS
MeTOJIOM BHECEHHS HEHCIIPABHOCTEH U MOXKeT
BBIIIOJIHSATHCS TKUO0 HA ITO3OHUX CTAAHUAX pa3pa-
OOTKM IyTeM HCIBITAHHUS 3KCIIePUMEHTAIBHBIX
06pa31ioB B YyCKOPHUTENSX YacTHULL, 1KubO0 HA paH-
HHUX CTaAHSIX IIyTeM MoJelupoBaHus cboeB mpo-
eKTOB MHUKPOCXeM C IPHMeHeHHeM IIPOrpaMMHO-
amnmapaTHBIX KOMIIJIEKCOB (TTAK). BTopoi crocob
[103BOJIsIeT M36eXKaTh JOPOTOCTOSIEro U3roTOB-
JIeHH Sl SKCIIePUMEeHTAJIbHBIX 06pa3IioB B IIUKJIAX
TeCTUPOBAHHUSI-IIePeIPOEKTUPOBAHHUSI U I103-
TOMY HCIIO/NIb3yeTCsI MHOTUMH pa3paboTyuKaMHU.
M3BeCTHO MHOXeCTBO peaju3allli allapaTHO-
IIPOTPAaMMHBIX PelleHUH (B YaCTHOCTH, [2-5]) ois
KOHTpons paborocnocobHocTu CHK B YCIOBH X
BO3[eHCTBUS KOCMHUUYECKOHN pajuanuu. MMewTcs
pemenus Ha ocHoBe IIJIMC-IpOTOTUIIMPOBAHU S,
KOTOpble 0becreYnBAIOT ONTHMAaJJbHOE COOTHO-
IeHUe LeHbl U 6sicTpomericTBus [1AK [6]. OmgHaKO
HM3BeCTHBIe ITIOAXO0LEl He 00eCcrIedyuBaOT BO3MOXK-
HOCTb JeTaJIbHOTO HCCIeJOBAHUS BO3NEeNCTBUS
HCTOYHHUKOB c60eB Ha MUKPOCXEMBI.

B maHHOH cTaTbe PacCMOTpPeHa COBOKYII-
HOCTb IIPOTPAMMHBIX MOAYJIed pa3paboTaHHOIO
ITAK 11t KOHTPOJSl 60eyCTOMYHMBOCTH IIPOEKTa
MHKPOCXeMBbl, HCIIOJIb3yIOIero pacliupeHHBIHN
MeTOJ BHeCeHHsS HeHCIIpaBHOCTeH [7]. Metof

HCII0Nb3yeT CTeK U3 Tpex Mojenel (BHEIIHUX BO3-
NEenCTBHUM, MOSIBJIeHHUS YIrpo3 M JIOKAaJHU3aLuHU
HeHCIPaBHOCTeH), U MO3BOJseT HCCIeA0BaTh
MHOIOYPOBHEeBOe BO3/IeHCTBHE HEeHCIIPAaBHOCTEH
Ha MHKPOCXeMy.

CTpyKTypHasa cxeMa mpefJiokeHHoro ITAK mpen-
CTaBJIeHa Ha puc.l. KoMIjaekc cooepsKUT B CBOeM
cocTaBe pabouyio CTaHILKIO, Ha 6a3e KOTOPOM pea-
JMH3yeTCs NporpaMMHas COCTABIAIOIAA, A TAKXKe
YeThIpe CHelHalIn3MPOBaHHBIe IIJIATH PacIIKupe-
Hus Xilinx Virtex-6 FPGA ML605 Evaluation Kit.

[TAK mo3BossieT OLleHUTb c60eyCTOMYUBOCTD
ycTpolicTB Tuna CHK /15 NPOM3BOJIBHOM Liese-
BOM ammnapatHou 6a3sl (LIAB), peanu3ys molia-
ropoe mojenupoBaHue [8]. JaHHAd MeTOLHKa
ImogpasyMeBaeT IpoBefeHHe QYyHKIMOHATBHOIO
TeCTHPOBAHM S MCXOMHOIO [IPOEKTA MHKPOCXEMEI,
OIKMCAaHHOIO Ha IIOAMHOXeCTBe s3bIKa Verilog
[9] Ha ypoBHe U POBLIX QYHKLHMOHAJBHBIX JJIe-
MeHTOB LJAD nyTem ITJIMC-IpOTOTUIIMPOBAHM S,
C HOC/IeNYIOIIMM BHeApeHHeM CPe/CTB BHeCeHU S
c60eB B HCXOLHBIH IIPOEKT U IIpoBeeHHeM QYHK-
LIHOHAJIbBHOIO TeCTUPOBAHUA MOAUGHUIIUPOBAH-
HOIO IIPOeKTa C ompejeleHHeM UX 3KBUBAJIeHT-
HOCTHU. B ciyyae 3KBUBaJIeHTHOCTH MCXOJHOIO
U MOAUPUIIMPOBAHHOIO IIPOEKTOB MeTOAMKaA
NpeAnIKCchiBaeT MOJeJIHPOBaHHEe QYHKIIMOHHUPO-
BaHUS [OC/TIeJHEeTO B YCAOBUSX Haluuusg cboes,
pe3yJIbTaThl KOTOPOTO [T03BOJISIIOT ONPeleIUTh c60-
eyCTOMYHBOCTb UCXOJHOIO [IPOeKTA MUKPOCXEMBI.

PaccMOTpPHUM IIPOrPaMMHYIO COCTABIISAIONLYIO
paspaboranHoro ITAK.

evelopment of devices of

"system on chip” (SoC) type

includes a whole set of
interrelated tasks from design of
structure and selection of hard-
ware base to implementation of
experimental samples. At the
same time, the testing efficiency
at the design stage is paramount,
and for devices that are based on
custom and semicustom chips it
is critical, as the quality of test-
ing significantly affects the cost
of development. Devices for spe-
cial purposes (in particular, com-
ponents of space equipment)
must meet additional require-
ments to ensure the operability

in the conditions of aggressive
external environments. In this
regard, the testing of failure tol-
erance of devices like SoC at the
stage of their development is
urgent.

It is widely known that one of
the main failure sources of elec-
tronics in both the satellite and
terrestrial applications is cosmic
radiation [1]. The testing of oper-
ability of chips in conditions of
radiation exposure is usually pro-
vided by method of fault injec-
tion, and can be executed either
on later stages of development
by testing experimental mod-
els in particle accelerators or

in the early stages, by simula-
tion of failures of designs of the
chips with use of hardware-soft-
ware systems (HSS). The second
method avoids the costly fabrica-
tion of experimental samples in
the cycles of testing, redesign,
and therefore is used by many
developers. Many implementa-
tions of hardware and software
solutions to control the operabil-
ity of the SoC under conditions of
exposure to cosmic radiation are
well known (in particular, [2-5]).
There are solutions based on FPGA
prototyping, which provide the
optimal ratio of price and perfor-
mance of HSS [6]. However, the
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Puc.1. ®yHKyuoHanbHas cxema MAK: KI'C - komnoHeHm 2eHepauuu cnucka cboes; KI'T — KOMNOHEHM 2eHepayuuu mecmoeblix 603-
delicmeuli; KOIT - komnoHeHm 0bpabomku npoekma mukpocxembl; KOM - komnoHeHm obecnedeHust modeauposaHusi; KOP - kom-
noHeHm obpabomku pe3yabmamos modeauposaHus; CAIP - cucmema aemomamu3uposaHH020 npoekmuposaHus; O3Y - onepa-
mueHoe 3anomuHatouiee ycmpoticmeo; /1YY - nokanbHeil y3ea ynpasneHus; YBC — y3en gHeceHus cboes; YI1B - y3ea nodauu mecmo-
8bix 8o30eticmeull; YCO - y3ea cbopa omkaukos; [MINC — npozpammupyemas nozuyeckas uHmezpanpHas cxema; MKOM - mukpo-

0p0o obecneyeHus MoOeAUpo8aHus

Fig.1. Functional diagram of HSS: LFG - generator of list of faults; TIG - generator of test inputs; DPC - component for processing of IC
design; SSC - component for simulation support; RPC - component for processing of simulation results; CAD - computer-aided design
system; RAM - random access memory; LCU - local control unit; FIU - fault injection unit; TIU - test inputs unit; FC - feedback collector;
FPGA - field-programmable gate array; SMM - simulation management microcore

known approaches do not provide
the possibility of detailed studies
of the impact of sources of fail-
ures on the chip.

This paper describes a set of
software modules of developed
HSS for control of the failure-
stability of IC design using an
advanced method of fault injec-
tion [7]. The method uses a stack
of three models (of external influ-
ences, of emergence of threats and
of fault localization), and allows
to study the multi-level impact of
faults on the chip.

Structural diagram of the
proposed HSS is presented in
Fig.1l. The complex contains a

HAHO MHOVCTPHA #8/70/ 2016

workstation with software com-
ponent, as well as four specialized
expansion boards - Xilinx Virtex-6
FPCA ML605 Evaluation Kit.

HSS allows to estimate the fail-
ure-stability of devices like the
SoC for an arbitrary target hard-
ware, implementing step-by-
step simulation [8]. This tech-
nique involves carrying out func-
tional testing of the initial IC
design, described on a subset of
the Verilog language [9] at the
level of the digital functional ele-
ments of the target hardware,
through FPCA prototyping, with
the subsequent introduction of
the means of fault injection in the

original design and functional
testing of the modified design
with the determination of their
equivalence. In the case of equiv-
alence of the original and mod-
ified designs, the methodology
requires modeling the function-
ing of the latter in the presence
of failures, the results of which
determine the failure-stability of
the initial IC design.

Let’s consider a software com-
ponent of the developed HSS.

GENERAL DESCRIPTION
OF SOFTWARE SYSTEM
The structure of the software
system is shown in Fig.2. The
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OBLUEE ONMUCAHUE

MPOrPAMMHOIO KOMIMMEKCA

CTPYyKTypa HpOrpaMMHOI0 KOMIIJIeKCA IIpeACcTaB-

7eHa Ha puc.2. IIporpaMMHBIA KOMIIJIEKC peasu-

30BaH Ha OCHOBE IISITU OCHOBHBLIX KOMIIOHEHTOB,

MO3BOJISIIOIIUX OCYIIeCTBIATh 06paboTKy ImpoeKkTa

MHKPOCXeMBI, TeHepaluIo cliucka cboeB U TecTo-

BBIX BO3EHMCTBHUH, a TAaK>Ke 06paboTKy pe3yabTaToB

MOZeJIMPOBAHHU S IIPOEKTA MHUKPOCXeMbl C UMHTA~

umert cboeB. ITAK comepskut CAIIP CHK LIAB u Xilinx

ISE, obecrmeuyurBaloIe CUHTE3 CIIMCKOB COegHuHe-

HHUU 3/IeMeHTOB YyCTPOMCTBA B COOTBETCTBYIOIIHUX

6a3mcax.

ITporpaMMHBIH KOMIIJIEKC OCYIIeCTB/ISIET pellleHue

ClIeyoMMX 3aa4:

* BBINO/IHeHHUE QYHKIIMOHAJIBHOIO aHa/IM3a [IPOeKTa
MHMKPOCXeMBbl, co3gaHHoro cpeactsamu CAIIP CHK
(mpencTaBIeHHOIO B BHUJe CIIMCKA COeIHHEHUN
nns LAB);

¢ obHapysReHHe B IIPOeKTe€ MUKPOCXeMBbI 6II0KOB,
B KOTOPBIX HauboJiee BepPOSITHO BOSHUKHOBEHHE
cboeB;

* oImpefeneHHe IIOCTeACTBUI c60eB B QYHKIIHMOHH-
POBaHHU MHUKPOCXEMBI;

+ dopMupOBaHMeE BHEIIHUX BO3JeHCTBUM /IS KOH-
TPosst c60eyCTOMYNBOCTH MHUKPOCXEMBI;

* dopMHUPOBaHHE NAHHBIX AJI IPOrpaMMHUPOBA-
HUS aIlllapaTHBIX CPeACTB, obecrmevyuBAOMNX
HMHUTAIUIO c60eB B COOTBETCTBUM C METOLUKOM
MoOJeIUpPOBAHUS;

e MoJenHpOBaHHe QyHKIHMOHHPOBAHMS IIPOEKTA
MHUKPOCXeMBI C UMUTaIKel cboeB;

KomnoHeHT
06paboTkm fg’_';’é”%HeMHMT KomnoHeHT
npoekTa TECT%BLIL:IX reHepaumum
MUKPOCXEMDbI BO3EHCTBUIA cnuncka cboes
Component for Generator of Generator of
processing test inputs list of faults
of IC design p
KoMnoHeHT obecneyeHns MOAENNPOBAHNS
CAIP CHK npoekTa c MuTaLlmen cboes
SOCCaD € Component for simulation support with
simulation of failures
CAMP Xilinx ISE
Xilink ISE CAD KoMnoHeHT 06paboTkun

pe3ynbTaToB MOAENNPOBAHMNS
npoekTa MUKPOCXeMbl

Cc umuTaumen cboes
Component for processing of
simulation results with
simulation of failures

[Lpawnsep PCI-E
PCI-E driver

Puc.2. CmpykmypHas cxema npo2pammHo20 Komnaekca
Fig.2. Block diagram of software system

* GopMHPOBaHMe BpeMeHHBIX JHArPAMM BHYTPEeH-
HHUX CUTHAJIOB ITPOeKTa MHUKPOCXeMBI ITPU UMHUTA-
U cboes;

» cbop, aHanu3, xpaHeHHUe U 06paboTKa JaHHBIX
MOJeJIIPOBAHHUS.

[IporpaMMHBIF KOMILIEKC [1I03BOJISIET MOZEeIHPO-
BaTh QYHKIIMOHHUPOBAHUE I[eJIeBOH MHKPOCXeMBI
tuna CHK Ha 6a30BBIX MAaTPUYHBIX KPHUCTAJJIAX
(BMK) cepuii 5521 u 5529 B yCJIOBHSIX BO3[IeHCTBUS
KOCMMUeCKOM pafHalliu. B mpolecce MoenupoBa-
HHS Ha OCHOBE M3BeCTHBIX XapaKTEPHUCTHUK ITI0TOKOB

software complex is realized on of connections for target < formation of a timing chart

the basis of five main compo-
nents, allowing to carry out pro-
cessing of IC design, the gener-
ation of a list of faults and test
inputs, and also processing of
results of modeling of IC design
with simulated failures. HSS con-

hardware);

detection in the IC design of
units, in which fault occur-
rence is the most likely;
determine the consequences of
faults in operation of IC;
generation of external influ-

of internal signals of the
IC design at simulation of
failures;

collection, analysis, storage
and processing of simulation
data.

The software system allows

tains CADs for SoC, target hard- ences to control the failure-sta-

ware and Xilinx ISE, providing bility of the chip;

a synthesis of the lists of com- « data generation for program-

pounds of elements of the device ming hardware for the simu-

in the respective bases. lation of faults in accordance
The software system carries out with the methodology of

the following tasks: simulation;

« functional analysis of the IC « modeling the operation of
design created by SoC CAD the IC design with simulated
tools (represented as a list failures;

to simulate operation of the tar-
get SoC on 5521 and 5529 gate
array families in conditions of
exposure to cosmic radiation. In
the process of modeling based
on the known characteristics
of streams of charged particles
and of the target chips, the time
moments of failures of different
types and their localization are

#8/70/2016 NANO INDUSTRY
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3apsSIKeHHBIX YacTHUIL U 1leJleBOM MHUKPOCXeMBI OIIpe-
TeJISI0TCS MOMEHTHI BpeMeHH BO3SHUKHOBeHH I cboeB
Pa3HBIX THIIOB H OCYII@CTB/ISETCS UX TOKAIHU3aALH.
[Iporecc MofenHuPOBAHHSA BKIKYaeT HECKOIBKO 3Ta~
II0B, B YaCTHOCTHU: TeCTUPOBAHHE UCXOJHOTO IIPO-
eKTa MHKPOCXeMBbI, BHeJpPeHUEe B IIPOKT MHKPO-
cxeMbl QYHKIMOHAJIBHOCTH I10 BHECEHHUIO cOoeB,
MoJe/lHpoBaHKe QYHKIMOHKPOBAHM S 10Ty YeHHOI0
IpOeKTa MPHU OTCYTCTBUHU U HaJIHW4YHUU cboeB. Ha
Ka’KIO0M 3TaIle OCYIeCTB/ISeTCS MOHUTOPUHT 3Ha~
YeHHM CHUTHAJIOB Ha BBIXOJAaX MHKPOCXeMEI U BHY-
TPeHHHUX CUTHAJIOB, 3a/laBaeMbIX I10/Ib30BaTeJIEM,
a TaK>Ke IIPOBOJHUTCS MX CpaBHEHHUE C 3TaJIOHHBIMHU
3HaYeHUSMHU. AHAJIK3 pe3y/IbTaTOB MOJeIHpOBa-
HUSI II03BOJISIET OLIEHUTh C60eyCTOMYHBOCTD LIeTIeBOH
MHKpocxeMbl THIIa CHK B yCJIOBUSX 3aJaHHOIO BO3-
JeHMCTBUS KOCMHUYeCKOU palHall MU,

Hasee omuiieM YeThpe KOMIIOHEHTA IIPOrpaMM-
HOTO KOMIIJIeKCa, peaJM3yIOMHUX er0 OCHOBHOM
GYHKUMOHA U 3asABJeHHBIX I/ PerucTpaluu
B QeslepaIbHOM C/1y>K6e [0 MHTe//IEKTYaIbHOM C06-
CTBEHHOCTH B KayeCTBe IIporpamm Ajas 9BM.

KOMMOHEHT OBPABOTKU NMPOEKTA MUKPOCXEMbI
OCHOBHBIMU QYHKIIUSIMHU KOMIIOHeHTa 06paboTKu
[IPOeKTa MUKPOCXEMBI SIBJISIIOTCS TeHePaL s MOJU-
dunMpyeMON 4acTH KoJa MUKposiapa obecrede-
HUSI MOJIeJIMPOBAHHUS IIPOeKTa MUKPOCXeMBI C UMHU-
Tauuel c60eB U ero HHTerparus B IPOEKT MUKPO-
CXeMBI, a TaKKe 06paboTka TeXHOTIOTHUeCKUX Oubnu-
oTek 3meMeHTOB BMK cepumn 5521 u 5529 u IIJIMC
Virtex 6 LX240T FPGA.

HMcxonHble JaHHBIE IS KOMIIOHEHTa 06paboTKuU

[IPOeKTa MUKPOCXEMBI:

¢ IPOeKT MHUKPOCXeMBI Ha CTPYKTYPHOM SI3BIKe
Verilog;

« 6ubnuoTexa 37meMeHTOB LIAB Ha CTPyKTypHOM
s3bIKe Verilog;

e YHOPSILOYEeHHBIH CIIMCOK 3JIeMeHTOB IIPOEeKTa
MHKPOCXeMBI, B KOTOPble MOT'YT BHOCHUTBCS HEHC-
IIPAaBHOCTH B IIPOLIeCCe MOZIeTHPOBAHUS;

+ 6ubmHoTeKa 37IeMEHTOB CO CPeICTBAMM BHECEHHS
HeHCIIpaBHOCTeH B 6a3uce LIAB Ha CTPyKTypPHOM
asbike Verilog;

* YIOPSIAOYEHHBII CIIHCOK BEIBOIOB ITPOEKTa MUKPO-
CXeMBI, B KOTOpbIe OYAYT IepefaBaThCsl BXOLHBIE
BO3[IeMICTBUS;

* YIOPSIIOYEeHHBIN CIIMCOK BBIBOJOB 3JIeMEHTOB
B IIPOEKTe MHUKPOCXeMBbI, C KOTOPBIX OyneT ocy-
IeCTBIISIThCS YTeHHe OTK/INKOB;

* YIOpPSILOYEeHHBIN CIIMCOK BBIBOJOB BHYTPEHHHX
3JIeMeHTOB IIPOeKTa MHKPOCXeMBbI, COCTOSIHHUS
KOTOPBIX IT0/IBePTraloTCsl MOHUTOPHHTY;

e BBIBOJ CHI'Hajla TaKTOBOM YaCTOTHl IIPOEKTa
MHKPOCXEMBI.

Pe3yspTaTaMU paboThl MOAYJIS SIBIISIFOTCS:

 Galy1 ONMCAHUS IIPOEKTA MHUKPOCXeMBI Ha CTPYK-
TypHOM si3bIKke Verilog ¢ BHegpeHHBIMHU Cpef-
CTBAMHU BHeCEHHS HeHCIIPAaBHOCTEH U BHIBOAAMHU
KOHTPOJ/IS 3HaUeHU I BHYTPEeHHUX CUT'HAJIOB;

* MOIUUIMPOBAHHBIM IPOEKT MUKPOCXEMBI, pea-
nu30BaHHBIN B ITJIMC.

KoMIIOHeHT 06paboTKU IpoeKTa MHKPOCXEeMBI

COCTOHUT U3 CJIEAYIOUUX MO YJIeH:

determined. The modeling pro-
cess involves several steps, in par-
ticular, testing of the source IC
design, implementation in the IC
design of functionality for fault
injection, simulation of the oper-
ation of the obtained design in
the absence and presence of fail-
ures. At each step, the monitor-
ing signals at the outputs of the
chip and internal signals speci-
fied by the user and they compar-
ing with reference values are car-
ried out. Analysis of simulation
results allows to evaluate the tol-
erance of the target SoC in condi-
tions of a given exposure to cos-
mic radiation.
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We will describe the four com-
ponents of the software system
implementing its basic function-
ality, which are declared for reg-
istration in the Federal service for
intellectual property as computer
programs.

COMPONENT FOR PROCESSING

OF IC DESIGN

The main functions of Component
for processing of IC design are gen-
erating a modifiable part of the
code of the microkernel of simu-
lation support with simulation
of failures, its integration in the
project of the chip and process-
ing of technology libraries of 5521

and 5529 gate array families and

Virtex 6 LX240T FPCA.

The source data for Component
for processing of IC design:

« IC design in structural Verilog
language;

o library of elements of the tar-
get hardware in the structural
Verilog language;

« ordered list of elements of
IC design for simulation of
failures;

« library of elements with
means of fault injection in the
basis of target hardware in the
structural Verilog language;

« ordered list of terminals in IC
design for input actions;
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e MOZY/Ib IIPOMEKYTOUHOTO IIPeJCTABIEHHUS CTPYK-

TYPBI IPOEKTa MUKPOCXEMBI U TeHepalluH KOAia;

e MOAYJIb CYUTHIBAHUS OUOIHOTEKY 31eMeHTOB;
e MOAYIb MOAHUGUKAIIUH IIPOEKTA MUKPOCXEMBI;
 JIeKCHYeCKUI aHAJIU3aTop;

* CHHTAKCHYeCKHN aHAJIU3ATOpP.

JleRCHYeCKUH U CHHTAKCHYECKHUH aHAIU3aTOPHL
HCIIONIB3YIOTCS B IIpollecce aHaIK3a daria IpoeKTa
MHKPOCXeMBbI, IIPeACTABJIEHHOr0 B BHUJIeE KOAA
Ha CTPYKTYpHOM s3bIKe Verilog.

AHanus paraa NpoeKTa MUKPOCXeMBI IIPOU3BO-
OUTCS C MCIIOJIb30BaHHEM BOCXOLSINEro CUHTaK-
CHUYeCKOro aHa/IM3a, OCHOBAHHOTO Ha KOHIIENIIUU
LR-aHam3a [10].

KOMMOHEHT FrEHEPALLUN CMTUCKA CBOEB

OCHOBHOM 3a/ia4yeld KOMIIOHEHTA T'eHepaliuH CIIH-
cKka cboeB (KITCC) aBusieTcs reHepanHus UCXOOHBIX
JAaHHBIX 0 BHOCUMBIX HEHCIIPABHOCTSX AJIS1 MoJe-
TUPOBAHUS MpoeKTa MUKPOCXeM C MMHTAlLlHel
cboeB. PemeHne ocHOBHOM 3aauu KI'CC mompasy-
MeBaeT oIlpefie/ieHHe IIPOMeXKYTKOB MOJEIbHOTO
BpeMeHHU MeXIy COCeHHUMH paKTaMH BHECEHUS
HeMCIIPaBHOCTeM, oIlpeJie/leHHhe MHOXeCTBa 3Jje-
MEHTOB MHKPOCXeMBI JI/I51 KasKI0T0 GpaKTa BHECEHH ST
HeMCIIpaBHOCTEH M yCTaHOBJIEHHe THUIIa HeHUCIIPaB-
HOCTH [/15 Ka’KJ0r0 3/IeMeHTa IIPU paKTe BHeCeHU S
HeHCIIPaBHOCTeH.

KoMIOHeHT MokeT paboTaTh B AByX pPeXKHMax:
JeTaTHU3UPOBAHHOM U 6a30BOM. [leTaIM31POBAHHBIH
PeXHUM IMoApa3yMeBaeT HCIIOJb30BaHHEe CTeKa
M3 Tpex MofesneH [8]: BHeIIHUX Bo3LeCcTBUN (MBB),

o ordered list of terminals in IC

II0SIBJIEHHS YI'PO3 (MITY) 1 moKaJIn3aluU HeUCIIpaB-

Hocted (MJIH). B s3Tom peskuMe B KayeCTBe UCTOY-

HHUKa cboeB paccMaTpHUBAETCS KOCMHYeCKasl paju-

anusa. ba3oBEIM pekHM IMoApa3yMeBaeT 3aJaHHe

mapaMeTpPOB UCTOYHHUKOB BO3HUKHOBeHUS cboeB

ImoJib30oBaTeseM. Kak cjlencTBHUe, B 3STOM PeKHUMe

MO3KeT 6BITH PAaCCMOTPeH TI060M UCTOYHUK HEHC-

IIpaBHOCTEeH, BAUSHHE KOTOPOTO Ha MHUKPOCXeMY

IIPUBOJUT K BO3HHUKHOBEHHUIO JIOTHUYeCKUX cboeB

(HammpuMep, HHBepCHUs OUTa).

s paboTer KI'CC B feTaIM3UPOBAHHOM PesKHUMe
3a[a10TC CIeAyIolHe JaHHbIe:

¢ [aTa 3aIlycKa KocMu4YecKoro amnnapara (KA) 6asu-
POBAaHUS MHUKPOCXeMBI, KoTopasi TpebyeTrcs s
pacueTa COMHEYHOM akKTHBHOCTH (CA) 32 mepuof,
3KCIIyaTanyuy KA (CpoKa akKTHBHOTO CYIIeCTBOBa-
Hus, CAQ);

» CACKA (nns onipesiesieHM s [IEPHOIA pacyueTa);

* ImapaMeTphl op6UTHI KA;

e [TaHHBIE O [IJIOTHOCTSIX SHEePreTHYeCKHX CIIeKTPOB
YaCTHL KOCMHYeCKOT0 IIPOCTPAHCTBA (KII) gnsa
Pa3s/IMYHEBIX TOYEK OKOJIO3€ MHOTO IIPOCTPAaHCTBA
B Pa3/JIM4YHBIX Pa3axX COTHEYHOHN aKTUBHOCTH;

* HAMMEHOBAaHHS 3JIeMEHTOB MHKPOCXeMBI,
BBIOPAHHBIX 11 MOJEITUPOBAHHUS;

* TeXHOJIOTHYeCKHe JaHHble MUKPOCXeMBbl, BKIIIO-
yas 3HavyeHHe pabodyer TAaKTOBOHM YaCTOTHI
Y UCII0/Ib3YeMBIH YPOBEHDb HAIIPSIKEHHU S

e NaHHBIe YCTPOMCTBA, peasunsyemoro Ha 6ase
I1eJIeBOM MHKPOCXeMBbl, BKJIIOUAS IIePUOJ ero
paboThI, a TaK>Ke CITHCOK COeHEeHUH 37IeMeHTOB
YCTPOMCTBA.

GENERATOR OF LIST OF FAULTS

design for reading responses;

« ordered list of terminals of
the internal elements of IC
design, the status of which is
monitored;

« output of clock frequency of
the IC design.

The results of the operation of
the module are:

« IC design description file in
the structural Verilog lan-
guage with embedded means
of fault injection and the ter-
minals for the control of inter-
nal signals;

« modified IC design imple-
mented in the FPGA.

Component for processing of IC
design consists of the following
modules:

« module of the intermediate rep-
resentation of IC design struc-
ture and code generation;

o reader of library elements;

« module for modification of IC
design;

« lexical analyzer;

« syntax analyzer.

Lexical and syntactic analyzers
are used in the process of analy-
sis of IC design file, presented as
structured Verilog language code.

The analysis of IC design file
is carried out using a bottom-up
parser based LR-analysis [10].

The main objective of the genera-
tor of list of faults (LFC) is the gen-
eration of source data on injected
faults for simulation of IC design
with simulated failures. The
solution of the main task of LFG
involves determining periods of
model time between adjacent
facts of fault injection, determin-
ing a plurality of chip elements
for each case of fault injection
and identification of type of fault
for each element at each fault
injection.

The component can operate in
two modes: basic and detailed.
Detailed mode involves the use

#8/70/2016 NANO INDUSTRY
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Iuist paborsl KI'CC B 6a30BOM pesKHMe 3aJa0TCS

C/IefyIoI e JaHHBIE:

* THIIBI YaCTHILL, BO3JEHCTBYOMMNX HA MUKPOCXeMY
(Tpebyetcs BbIOpaTh M3 6a3bl JAHHBIX BHENIHUX
BO3EHNCTBUI UJIU CO3LaTh HOBBIH THUII);

* HAUMEHOBAaHHUS 31eMEHTOB MHUKPOCXeMEBI,
BBIOPAHHBIX [/I MOZeIHPOBAHUS;

+ pabouasi TAKTOBAS YaCTOTA MHKPOCXEMBI;

e Iepuof paboTHl YCTPOMCTBA;

* CIIKMCOK COeTMHEHHM 3JIeMeHTOB yCTPOUCTBA.
THUI YacTHUL XapaKTepU3yeTcsi 3aKOHOM pacIpe-

HeleHUS BpeMeHH 0 CIeAyIOoIero momnaaaHHs

YaCTHULB JAHHOIO THIIA B MHUKPOCXeMY, BepOSIT-

HOCTBIO BOSHUKHOBEHHSI Ka>KI0To0 THIla cboeB Ipu

monajaHMM YaCTHUIBl JAHHOTO THUIIAa B MHUKPO-

cXeMy, a TaK>Xe IJIOIA/ b0 IIOPaskeHUsI, oIlpeje-

Ns0MeN Pafuyc OKPY>KHOCTH B IIJIOCKOCTH MHKPO-

CXeMBI, C IIeHTPOM B TOUKe IaZleHH S YacTUIIHI (BCe

3/IeMeHThI, HaXO/sIIIHeCs B IIpeJie/iaX 3TOH OKPYK-

HOCTH, TI0ABEP>KeHBI BIUSHUIO JAHHOM YaCTHULIBL).
PesynbraToMm paborer KICC sIBiIsIeTCS CIIHCOK

cboeB, COCTOSIIUH M3 3aro0BKa "IIapaMeTpsl Moje-

JTUPOBAHUS" U I10C/IeIOBATE/bHO PACIIONOKEHHBIX

NAaHHBIX HECKOJBKMX 3KCIIEPUMEHTOB. 3aro0BOK

"IlapaMeTphl MOJEIHNPOBAHUS" COLEPKHUT IIOJIS

"Ilapametpsl opbutel KA" u "[lata crapra KA".

JlaHHBIe KaskJ0ro SKCIIepUMEeHTa COlep>KaT 3aroJo-

BOK "'3ar0JIOBOK 3KCIIEPUMeHTa" M MacCHUB U3 k maxke-

TOB MOJIeIMPOBAHMUS. '3aTr0/JI0BOK 3KCIIEPHMeHTa"

CONePsKHUT Crle/ly ol e OIS

¢ MacCHUB MMeH 3JIeMeHTOB MHUKPOCXeMBI, MOJeIH-
PYeMBIX B JAaHHOM 3KCIIEPHMEHTE;

* KOOPAHHATHI MOJEIHPYyeMOIo y4acTKa OpOUTSHI;

* JaHHBIE 0 MOJleIMPYeMBbIX ITIOTOKAX 3aPS>KeHHBIX
vactun KII Ha ZaHHOM y4acTKe OpOHUTHI;

* KOMMEHTAapHUH, OIMUCHIBAOIUN 0COGEHHOCTH
3KCIIepUMeHTaA.

Kaskgbplii MaKeT MOJEJIHUPOBAHHUS COCTOUT
us nonei "Cmemenue” 1 "Maccus cboes”. 3HadeHHe
nonst "CMmeneHue" xapaKTepu3yeT BpeMeHHOH
MHTepBa/l MeX/y peAblAyIHM aKTOM BHepeHHU S
HeHCIIPAaBHOCTEH B IIPOEKT 1e/IeBOM MHUKPOCXeMBl
Y aKTOM BHeJIpeHH S HeHCIIPaBHOCTeM, OIIMCAHHBIX
B JAaHHOM IIakeTe. CMelleHHe U3MepsieTCs B TaK-
Tax pabodyelr TaKTOBOK YaCTOTHl MOJENIHUPYeMOTO
yCTpOMCTBaA.

PasMepHOCTb MaccHBa cboeB paBHA KOJIMYECTBY
3/IeMeHTOB, BHIOPAaHHBIX [JISI MOJeTHPOBAHUS
B JaHHOM 3KCIepuMeHTe. KakIbI1 3/IeMeHT Mac-
CHBA COIEPKUT KOJ, HEUCITPABHOCTH, KOTOPAsi COOT-
BeTCTBYeT MOMEHTY MOJIeJIBHOIO BpeMeHH, oIlpefe-
NsleMOMY 3HayeHHeM moist "CMeleHue".

KOMNOHEHT FrEHEPALIUN TECTOBbDIX BO3AEVICTBMVI
KOMIOHEHT reHepalUu TEeCTOBBIX BO3AEHCTBUU
(KI'T) npegHa3sHaveH A1 GOpMUPOBaHUSI BEKTOPOB
BXOIHBIX CUTHAJIOB, [I0laBaeéMBbIX B IIPOLiecce KOH-
Tposisi c60eyCTOMUYHUBOCTH MUKPOCXeMbl. TeCTOBBIE
BO3/eHCTBUSA QOPMHUPYIOTCS Ha 3Talle PyHKI KO-
HaJIBHOTO TeCTUPOBAHHU S Ha OCHOBE HHPOPMALIUHU
0 BXOOHBIX BO3JEHCTBUSIX U dTAJOHHBIX OTKIU-
KaX, IIOJIyUeHHBIX IIPH pa3paboTke IpoeKTa Lieye-
BOM MHUKpocxeMbl. K['TB BBHIIIONHSIET crenymoimue
GYHKILIMH:

of a stack of three models [8]:
of external influences (MEI), of
emergence of threats (MET) and
of fault localization (MFL). In
this mode, the cosmic radiation
is considered as the source of the
failure. The basic mode assumes
that the user specifies the param-
eters of the sources of failures.
As a consequence, any source of
faults, the impact of which on
the chip leads to logical failures
(e.g., bit flip), can be considered
in this mode.

To operate in detailed mode the
following data are given:
» date of launch of the space-

craft (SC) with chip, which is
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required for the calculation of
solar activity (SA) during the
period of operation of the SC
(active lifetime, AL);

AL of SC (to define the calcula-
tion period);

parameters of SC orbit;

data on the densities of the
energy spectra of space parti-
cles for different locations in
near-Earth space in different
phases of solar activity;

names of elements of the chip
selected for modeling;

process data of the chips,
including the value of operat-
ing clock frequency and the
voltage level;

« data of the device, implemented
on the basis of the target IC,
including the period of his
work, as well as a list of connec-
tions of elements of the device.
To operate in basic mode the fol-

lowing data are given:

 types of particles that act on
the chip (it is required to select
from the database of exter-
nal influences or to create new
type);

« names of elements of the chip
selected for modeling;

« operating clock frequency of the
chip;

« period of operation of the
device;
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* aHAJIM3 UCXOOHOro parija JaHHBIX O BXOOHBIX BO3-
HeHCTBUAX U 3TAJIOHHBIX OTKJIHKAX, [10Iy4eHHOIO
Ha [TpeABIAYIIHNX 3Tarlax pa3paboTky;

* Ha OCHOBe ITOJIy4eHHOH HHPOpPMaLHUU POPMHU-
PYIOTCS MaCCHBBI BEKTOPOB BXOJHBIX BO3JeHCTBU I
U 3TAJIOHHBIX OTKJIHKOB;

¢ Iepefada BeKTOPOB BXOJHBIX BO3/IEHCTBUI KOM-
[IOHeHTY obecrieueHHsI MOJLeTHUPOBAHUS [IPOEKTa
MHKPOCXeMBbI C MMHUTALel cO0eB, BEIIIOTHSIONEMY
GYHKUMHU ynpaBaeHHS OCTaJIbHBIMHU KOMIIOHEH-
TaMU IIPOrPaMMHOI0 KOMILJIEKCA.

HcXOnHBIMU JAaHHBIMU AJISI KOMIIOHEHTA TeHepa-

MY TECTOBBIX BO3EHCTBUH SIBJISIOTCS:

* HCXOMHBIN QA JAHHBIX O BXOOHBIX BO3IEHCTBUIX
M 3TAaJIOHHBIX OTKIHKAX;

* CIMCOK HMEH BBIBOJOB IIpOeKTa MHKPO-
CXeMBl, B KOTOpBIe OyoyT IepefaBaThCsl BXOLHBIE
BO3JEHCTBHS;

* CIHCOK MMeH BBIBOJIOB IIPOeKTa MHUKPOCXEMBI,
C KOTOPBIX OyZeT OCyIIeCTBIISIThCS YTeHHe OTK/IHKOB;

* HaKMMeHOBaHMe BXOJHOI'0 BEIBOJA MOAEIHPYyeMOro
IIpoeKTa MUKPOCXeMBbI, UCIIONb3yeMOr0 B KauecTBe
CUTHAaJ/Ia TAKTOBOM YaCTOTHI;

* AKTHUBHBIN QPOHT CUT'HAJIA TAKTOBOM YaCTOTHI.
BBIXOOHBIMU JaHHBIMH KOMIIOHEHTa reHepallu

TeCTOBBIX BO3[I€HICTBUH SIBISIOTCS MacCCHBBI BEKTOPOB

BXOZIHBIX BO3/I€HICTBHH K BEKTOPOB STJIOHHBIX OTKITHKOB.

KOMMOHEHT ObPABOTKH

PE3Y/IbTATOB MOAAE/IUPOBAHUA

KommoHeHT 06paboTKU pe3ybTaTOB MOMAEIUPO-
BaHHUS MPOeKTa MHUKPOCXeMBI IIpe/lHa3HaueH A1

KOHTPOJIS MOJEIHPOBAHUS IIPOEKTA MUKPOCXEMBI
C UMHTanueH c6oeB myTeM CpaBHEHHSI MaCCHBOB
BEKTOPOB OTKJIMKOB, ITOJIy4YeHHBIX B pe3yjbraTe
MOJEeIUPOBAHUS B YCIIOBUSX HAJTUYHS U OTCYTCTBHUS
cboeB, c MacCHBOM BEKTOPOB 3TAJIOHHBIX OTK/IMKOB.

MaccuB BeKTOPOB 3TaJIOHHBIX OTK/IMKOB MOKeT ObITh

moJly4ueH Kak pe3ynbTaT paborsl KI'TB mocie pyHK-

LIMOHAJIPHOTO TECTHPOBAHM S MapUIPyTa MOAEIUPO-

BaHMS IPOEKTa MUKPOCXeMBI C UMHTaI[Hekl cboes.
KoMIioHeHT 06paboTKH pe3ylIbTaTOB MOEIHPO-

BaHH IIPOEKTAa MUKPOCXeMBI IIpeJHa3Ha4YeH A/

pelIeHMs CJIeAYIOMMX 3a/0a4:

» obHapyXeHHe B IIpOeKTe MHKPOCXeMbl 6I0KOB,
B KOTOPBIX Haubojlee BepOATHO BO3HHKHOBEHUeE
cboes;

* mpoBepKa QYHKUHOHATBHOU 3KBHBAJ€HTHOCTH
HMCXOAHOTO IIPpoeKTa MUKpocxeMbl B IIAB u mmpoexTa
MuKpocxeMbl B 6asuce ITJIMC Ha 3Tane GyHKIIHO-
HaJIbHOI'O TeCTHPOBAHHS, a TAKKe 3KBHBaJIEHTHO-
CTH IIOCJIEAHEro MOOHPUIIMPOBAHHOMY IIPOEKTY
MHMKPOCXEMBI C BHEIPEHHBIMH CPeICTBAMU BHECE-
HHS HEHCIIPAaBHOCTEH Ha 3Talle MOJEeIHPOBaHHUS
Cc UMHTaIuen cboes;

* KOHTPO/b C60eyCTOMYHUBOCTH HMCXOJLHOTO IIPO-
€KTa MHUKDPOCXeMBI II0 pe3yjbTaTaM MOIEIHPO-
BaHUA paboTocmocobHOCTH MOAMPULIMPOBAH-
HOr0 ITPOeKTa MUKPOCXEMBI B YC/IOBUSX HATTH YK S
cboes;

* oIpefieneHue IOC/IeICTBHUH BOSHUKHOBEHHU S c60eB
B QYyHKLUHMOHHPOBAHHNH MUKPOCXEMBI;

* GOpMHPOBaHME OTUETA O Pe3y/JIbTaTaX MOJAETHUPO-
BaHU S IIPOeKTa MUKPOCXeMBI C KMHUTallHek cOoeB;

« list of connections of the ele-
ments of the device.

Type of particles is character-
ized by the distribution law of
time between influences of par-
ticles of same type, by the prob-
ability of occurrence of each type
of failure when hit by particles of
a given type, and by the area of
the lesion, which determines the
radius of the circle in the plane of
the chip, centered at the point of
incidence of the particles (all ele-
ments within this circle, will be
affected by this particle).

The result of operation of LFG
is the list of faults consisting of a
header "simulation parameters”

and consecutive data of several

experiments. The title "simula-

tion parameters” contains the
fields "SC orbit parameters" and

"start date of SC". Data of each

experiment contain the heading

"title of experiment” and an array

of k simulation packages. "Title of

experiment" contains the follow-
ing fields:

« array of names of elements
of the chip, simulated in this
experiment;

+ coordinates of the simulated
site of the orbit;

« data on the modulated streams
of charged cosmic particles at
the site of the orbit;

e comment describing the fea-
tures of the experiment.

Each modeling package consists
of the fields "offset" and "massive
of failures". The value of the "off-
set" describes the time interval
between the last fault injection
into IC design and fault injection
that is described in this package.
The offset is measured in cycles of
the working clock frequency of the
simulated device.

Dimension of an array of fail-
ures is equal to the number of ele-
ments selected for modeling in
this experiment. Each array ele-
ment contains the code of the
fault that corresponds to the
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+ bopMHpOBaHUEe BpeMeHHBIX JHaTPaMM BHYTpPeH-
HHUX CUTHQJIOB IIPOEKTA MUKPOCXEMBI B IIpoliecce
MOZeTHPOBAHHS.

HcxomHble JaHHbBIE IS JaHHOTO KOMIIOHEeHTA:

* TUII BBIIIOJIHSI€MOL0 3Talla MOJEIUPOBAHUS,

* uHPOpPMaALIUS O pe3y/1bTaTe BBIIIOJIHEHUS IIPe/Ibl-
AyILIero 3Tama MoJeTHPOBAHHUS;

e BEKTOPbI BXOAHBIX BO3/IEHCTBUI, a TaKKe I1apa-
MeTphl BHOCHUMBIX COOeB A1 Kak[JOro TaKTa
MOJIe/THPOBAHHUS;

° HAWMEHOBAHUS IEMEHTOB, B KOTOPble BHOCSTCS
cbowu;

¢ CIIHCOK KOHTPOJIBHBIX TOUEK MOJETHPyeMOro
IIpoeKTa MHUKPOCXeMBI (BBIXOOB BHYTPEHHUX
3JIeMeHTOB MHUKPOCXeMBI, 3HAaYeHHU I CUTHAJIOB
Ha KOTOPBIX IIOJI/Ie’KaT MOHHUTOPHHTIY);

e BEKTOPHI 3TAJIOHHBIX OTKJIUKOB,;

e BeKTOPHl OTK/JIHKOB, IOJyUYeHHBIX B IIpoliecce
MOZeTUPOBAHUS ITPOEKTA MUKPOCXEMBI;

e MOZY/Ib IPOMESKYTOYHOTO IIPeJCTABIEHHUS CTPYK-
TYPbI IPOEKTa MUKPOCXeMBI U FeHepaIui Koaa;

« uHdopmanus 06 HepapXHUUeCKOHM CTPYKTYype IIPo-
€KTa MUKPOCXEMBI;

e IaHHBIE O IUIONIAAAX, 3aHUMaeMbIX 3/IeMeHTaMU
6ubnuorexu LIAB.

Pe3ynbpTaTaMu paboThl KOMIIOHEHTA SIBISIOTCS
darn oTuera, comepskam i UHPOPMAIIHIO O pe3ysib-

ob1iee BpeMst MOZIe/TUPOBAHUS;

KOJIMUeCTBO [lepeJaHHBIX BEKTOPOB BXOJHBIX BO3-
IeHCTBUH U BeKTOPOB 3TaJIOHHBIX OTK/IHKOB;
KOJTMYeCTBO MOJIyYeHHBIX B pe3ylbTaTe MoOJe-
JTUPOBAHUS BEeKTOPOB OTKJHUKOB IIpoeKkTa
MHUKPOCXeMBI;

pe3y/bTaT CpaBHEHUSI MacCHBA BeKTOPOB 3Ta/IOH-
HBIX OTK/JIMKOB U OTKJIHKOB, IIOIy4YeHHBIX B IIPO-
Llecce MOZleIMPOBaHUS;

CIIMCOK HAaMMeHOBAaHUM BBIXOJ,0B MUKPOCXEMBI,
B KOTOPHIX 06Hapy>KeHbl HeCOBIAaJeHHs 3Hade-
HHUI CUTHAJIOB C 3TA/IOHHBIMH;

CTaTHUCTHYecKasi HHGopMaLust 06 06HapysKeHHBIX
HeCOOTBETCTBUSIX [I/IS1 KasKIOTO BBIBOZA IPOEKTA
MHKPOCXeMBbI U KOHTPOJIbHOM TOUKH, BKJIIOYAI0-
mas obIee KOJIUIeCTBO 06HAPY>KeHHBIX HECOBIIA-
IeHHH, a TaK>Ke JIOKaTH3al1s TAKTOB MOZIeIHPO-
BaHMHS, Ha KOTOPBIX 0OHAPY>KeHBI HECOOTBETCTBHU I
3TaJIOHHBIM 3HaUeHUSIM;

CTaTUCTHYecKasi UHopMalLUs o cOosix, BHECEH-
HBIX B ITpollecce MOZe/IMPOBaHMUS (/1S 3Tarla Mofe-
JHPOBAaHHUS C BHECEHHEM HeHCIIPaBHOCTeN);
pe3y/nIbpTaT KOHTPOJIsi C60eyCTOMYNBOCTH IIPOEKTa
MHUKPOCXeMBI, OIpefesilOU U BIUsIHUe cboeB
Ha ero paboTocrioco6HOCTH (/151 3Talla MOAEIHPO-
BaHMUS C BHECEHHEM HeUCIIPaBHOCTEH).
MuxkpocxeMa cuuTaeTcss paboTocrnocobHon

TaTax BBIIIOJTHEHHOIO 3Talla MOAETHPOBAHHUS IIPO-
eKTa MUKPOCXeMBbI C UMHTalLHel cboeB, a TakKe
dbarin dopmara ved gns otobpaskeHU ST BpeMeHHBIX
OUaTPaMM CUTHAJIOB IPOEKTa MUKPOCXeMbl. Pari
OTYeTa COAEPKUT CJIeA YOIy HHGOPMALIHIO:

moment of the model time deter-
mined by the value of the field
"offset".

GENERATOR OF TEST INPUTS
Generator of test inputs (TIC) is used
to form vectors of input signals dur-
ing the control of failure stability
of the chip. Test inputs are formed
at the stage of functional testing
on the basis of information about
inputs and reference responses
obtained during the development of
design of the target IC.

Generator of test inputs per-
forms the following functions:
« analysis of the source data

on inputs and the reference
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pOBaHUS.

responses received at the previ-
ous stages of development;

« on the basis of the obtained
information the arrays of vec-
tors of input signals and a ref-
erence responses are generated;

« transfer of vectors of input sig-
nals to the component for sim-
ulation support that controls
other components of the soft-
ware system.

The source data for the genera-
tor of test inputs are:

« source file of data on inputs and
reference responses;

« list of the names of the termi-
nals of IC design, which will
transmit the input signals;

B YCJIOBHUAX BOS,ELQI;ICTBI/IH UCTOYHUKOB cb0eB B (8%
Yae COBHAAeHHUS 3HAUEHUU CUTHAJIOB Ha BhIXOIAX
IIpoeKTa MHKpPOCXeMbl C COOTBETCTBYIOIIHUMH 3Ta-
JIOHHBIMH 3HAYEeHHAMH Ha Ka’KAOM 3Talle MoJdeJ/IHr-

 list of the names of the ter-
minals of IC design, which
will be used for reading of the
responses;

« name of the terminal of IC
design, which will be used as
the clock;

« active front of the clock.

The output data for the genera-
tor of test inputs are arrays of vec-
tors of input signals and of vectors
of reference responses.

COMPONENT FOR PROCESSING

OF SIMULATION RESULTS
Component for processing of sim-
ulation results of IC design is
intended to control the simulation



MILITARY AND SPACE TECHNOLOGY

NEPCNEKTUBDI

B cTaTbe mpeAcTaB/leHa COBOKYITHOCTh IPOrPaMM-
HBIX MOAYJIeH, BXOASAIIHUX B COCTAaB 3KCIIEpHUMeH-
TanbpHOro obpasua ITAK KoHTponst cboeycTONYH-
BOCTH IPOeKTa MMUKPOCXeMbl. 9TH MOAYyIHU obe-
CIIeYMBAlOT BHIIIOJIHEHMe BCex CTaAHUM MOJelH-
POBaHHSA MHKPOCXeMBl B IIpoLiecce onpeneneHUs
ee cboeycTOMYMBOCTHU. HcIonb3yeMble TeXHHUUe-
CKHe pelleHHs IO3BOISIIOT OCYIIeCTBASATh TUb-
KHUN BbI6OP MCTOYHHMKOB BO3HUKHOBEeHHS cb6oeB
B MHKpOCXeMe U MOJyUYHUTh JeTaJlbHYI0 HH)OP-
MaI M0 O JOKAaJTHU3aLUU KPUTHUeCKUX cboes,
NPHUBOISIIUX K OTKa3y MOAe/NTHpPyeMOUt CUCTEMBI.
Hcmonps3oBaHue IIJIMC-IpPOTOTUIHPOBAHUSA
yCKOPpsIeT MpoLecc KOHTPOJs c60eyCTOMUYHUBOCTH
[0 CPAaBHEHHIO C IPUMeHeHHUEeM INPOTPaMMHBIX
CUMYJISTOPOB. PacIIMpPeHHBIN MeTOJ BHECeHUS
HeHCIIpaBHOCTeN obecredrBaeT CHUKEHHUe 3aTpaT
Ha omnpepeneHue c60eyCTOMYUBOCTH MHKPO-
CXeMBl, II03BO/ISISI 0TKA3aThCsl OT MUCIONb30BAHUS
YCKOPHTeeH 4acTHII.

B KadecTBe OCHOBHBIX HallpaB/leHUH AaIbHEM-
mero pa3BuTus ITAK 11 KOHTpoas c6oeycTom-
YMBOCTH, B YaCTHOCTH €ro IporpaMMHOM COCTaB-
NSI0IIel, MOXKHO BBIIeNHUTDb obecriedyeHHe BO3MOXK-
HOCTH OIlpefieleHHUS CKOPOCTH BOCCTAaHOBJIEHU S
YCTPOKCTBA I1OCJIe KPUTHUUECKOro c60s, oA JepPsKKY
AUHAaMHYECKON reHepalluu BHEIIHHUX BO3JdeH-
CTBUI Ha OCHOBe TEeKyUHX OTKJIHKOB MHUKpPO-
CXeMBI, a TAK>Ke HHTeTpaLKio 6ojiee COBepIIEHHBIX
Mozenert MBB, MITY u MJIH B pa3pabaTbiBaeMbIH
KOMIIJIEKC.

of the project components with

« verification of functional equiv-

Pa3spabomka nposoduaace npu noddepskke Munucmepcmea
obpa3zosarus u Hayku PP 8 pamrax pedepaabroil yeaesoil npo-
epammol "Uccaedosanus u pa3pabomku no npuopumemHoim
HANpasAeHUAM pa3BUMUs HAY4HO-MEXHOA02U4EeCK020 KOM-
naexca Poccuu Ha 2014-2020 20061". YHuKaAbHbLil udenmuguka-
mop npukAadHelx HayuHblx uccaedosanuii REMEFIS7715X0161.
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« names of elements for fault
injection;

« list of control points of IC
design (outputs of the internal
components of the chip, the
values of signals which should
be monitored);

« vectors of the reference
response;

« evectors of responses obtained
in simulation of the IC design;

« module of the intermediate rep-
resentation of IC design struc-
ture and code generation;

 information about the hierar-
chical structure of IC design;

+ information about areas of ele-
ments of the target hardware
library.

The results of the operation
of the component is the report
file that contains information
about the results of the model-
ing stage of IC design with simu-
lated failures, and the file of ved
format to display the time dia-
grams of signals of IC design. The
report file contains the following
information:

o total simulation time;

« number of transferred vectors
of input actions and vectors of
reference response;

« number of obtained vectors of
responses of IC design;

 result of the comparison of
the array of reference vectors
of responses and responses
obtained in the simulation;
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« list of names of outputs of the
chip with mismatch of values
of signals with a reference;

« statistical information about
the inconsistencies found for
each output of IC design and
control point, including the
total number of detected mis-
matches and localization of
cycles of modeling with mis-
matches of the reference values;

« statistical information about
the faults injected in the simu-
lation process (for stage of sim-
ulation with fault injection);

« result of control of the failure
tolerance of IC design, which
determines the impact of fail-
ures on its performance (for
stage of simulation with fault
injection).

The chip is considered opera-
ble in conditions of influence of
sources of failures in the case of
coincidence of the values of the
signals at the outputs of IC design
with the corresponding refer-
ence values at each stage of the
simulation.

PROSPECTS

The paper presents a set of soft-
ware modules of the prototype
of HSS for control of fault toler-
ance of IC design. These modules
provide all simulation stages of
IC design in the process of defin-
ing its failure-stability. The
applied technical solutions allow

to realize a flexible choice of
sources of failures in the chip and
to obtain detailed information
about the localization of the criti-
cal faults that caused a failure of
the simulated system. The use of
FPGA prototyping accelerates the
control of fault tolerance in com-
parison with the use of software
simulators. An advanced method
of fault injection provides a reduc-
tion in costs in the determina-
tion of the failure tolerance of the
chip, allowing to abandon the use
of particle accelerators.

As the main areas of further
development of the HSS for con-
trol of fault tolerance, in particu-
lar, of its software component, we
can highlight the determining of
the speed of recovery of the device
after a critical failure, support of
dynamic generation of external
influences based on current feed-
back of the chip, as well as the
integration of more sophisticated
MEI, MET and MFL into the pro-
posed complex. [ |
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