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B 3aBepliatouiend craTbe, MOCBSLEHHOW annapaTtHbiM TpPOsiIHAM, paccMaTpuBaeTCs MoCcTpoeHue
6e3onacHbIX CUCTEM, KOTOpble HafeXHo ¢yHKUMOHUpoBanM 6bl, B TOM 4Yucie, B MPUCYTCTBUU
annapaTHOW 3aK1aAKN NPOU3BOJIbLHOIO TUNA. XOTs 06LMiA NoAX0A K TAKOMY Cocoby NpOTUBOAENCTBUS
Ha CEerofHsAWHUN AeHb He pa3paboTaH U He MNpepJsioXKeH, PacCMOTPUM HEKOTOpble acneKTbl Takom
3aLMThbl, AeTa/IM ee peasinsaumm v npoBeseM 061U aHaIM3 NPUMEHUMOCTU NOAO06HbIX KOHTPMEp.

In the final part of the cycle of review articles devoted to Hardware Trojans problems of
maintaining system secure operation in the presence of Hardware Trojans are considered.
To date no general countermeasures have yet been developed or proposed that would allow
an IC to operate in a trustworthy manner in the presence of an arbitrary Hardware Trojan.
Some aspects of such protection, details of its implementation and analyzing the general
applicability of the countermeasures are discussed.

aK y>ke oOTMed4asnoch paHee [1-3], HcIIoIb30BaHME

NPeBeHTHUBHBIX MOAXOJ0B MpeAyIpeXaeHHUs

1 COBpeMeHHBIX MeTO/0B 06Hapy>KeHU s aIa-
PaTHBIX TPOSIHOB He HAIOT IIOJHOM FapaHTHUHU TOTO,
YTO M3roToBaeHHas MC He CONEpP>KUT allapaTHIX
3aKk/aaoK. bonbmoe pasHoobpasue yrpos besomac-
HOCTH, CBSI3aHHBIX C HUMH, a TaKKe OTPOMHOe IIpo-
CTPAHCTBO COCTOSIHUI JJIS1 pasMelleHHs alapar-
HBIX 3aK/1aJ0K IIOCTABHUJIO Mepesi pa3paboTyUKaMu
Bompoc 06 obecreyeHHH 6e30IaCHOM 3KCITyaTalluH
cucteMsl ¢ "HHGUUHPOBaHHBIMU" HC U, B 4aCTHO-
CTH, 3aJa4y NpeJOoTBPAIleHHs aKTUBALIUU TPOS-
HOB. TaKO I0/X0[, [103BOJIK/I OBl HCII0/Ib30BATh aIlIla-
paTtypy, He obpamjas BHUMaHHUS Ha BHeJPeHHEIe
anmapaTHbIe TPOSHBI, U Jaske HcIoib30BaTh COTS-
KOMITOHEHTHI (KOMMepUecKHe 371eKTPOHHbIe KOMIIO-
HEHTBI, HaXOAsI[Hecs: B CBOOOLHOM IIpofaske) As
IIOCTPOEHU S YCTOMYMBAIX K allIIapaTHBIM 3aKIaj-
KaM, HaJIe>KHBIX BBIUMC/IUTE/TbHBIX CUCTEM.

B 60/1BIIMHCTBO My6IM KA, CBI3aHHBIX C TAKOTO
pozma IMpOTHBOAEHNCTBHEM alllapaTHEIM TPOSHAM,
paccMaTpHUBaeTCs 3alllMTa TOJIBKO OT OHOTO Kaacca
WJIM IO KJIacca yrpo3s. Bonbuiyio 6€30macHOCTh, Kak

IpeJjIonaraeTcsi, MOKHO 06eCIIeYHUTh C IIOMOIIBIO
MHOTOyPOBHEBOM 3alIMTHI, B KOTOPOU Ka>KAbIH ypo-
BeHb HEe3aBHCHMO OT APYTHUX OPUEHTHPOBAH Ha OIlpe-
JlelleHHble IeHCTBUS M MeXaHHU3Mbl aKTHBALIMU TPOSI-
HOB, C [I0C/IeAYIOU UM 06be I HEHHeM BCeX STUX Mep
B 061IYI0 CTPAaTerrio 3aIUTHI.

IIpeniokeHHbBle M 3KCIePHMEHTAIbHO IIPOBe-
PeHHEbIe MeXaHH3MEl KOHTPMep MOKHO Pa3feluTh
Ha cJIefyIolle TPYIIIIbL:

* OXpaHa JaHHBIX;
* HOBBble apXUTeKTyphl Ha RTL-ypoBHe (Ha ypoBHe

PerucTpOBBIX IIepesiay);

* PeKOHQUIypHpyeMas apxHUTeKTypa;
e CTpaTeryu pellIMKALUU, PparMeHTALlUU U Ma>Ko-

PUTAPHOM BBIOOPKH.

OXPAHA JAHHDIX

OxpaHa JaHHBIX (BKJIFOUasi KOMaH/bI IIpolieccopa)
IpejIonaraeT NpefoTBpalleHHMe aKTHBAlMH alllla-
paTHOTo TpOosiHA MU /K 6I0KMpOBaHME MPSIMOIO
JOCTYIIa TPOSTHCKOTO 060PYLOBAHUS K TIOOBIM YSI3BH-
MBIM JAHHBIM. 3alIMTHOE YCTPOKCTBO MOXeT KOH-
TPOTHPOBATh BBIOOPKY JaHHBIX, XPAHUMBIX HUIIHU
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repegaBaeMbIX BHYTPU UIK Mexay HMC u morudve-
CKMMU MOAYISIMU, 6I0KKPYsI MexaHHU3M, IIOCpe.-
CTBOM KOTOPOI'O TPOSIH B3aHMOJIEHCTBYeT C JaHHBIMHU.

B pabore [4] mpenaraeTcs HECKOIBKO MeTOOB
OXPaHBI JAHHBIX C IpefoTBpallleHHueM aKTHBAalluHU
TposiHa. HeKoTopele U3 3TUX MEeTOHOB ObIIH peanu-
30BaHBI Ha CUMYJIATOpe Zesto x86. [1s ImpesoTBpa-
IIeHH s [OJy4YeHHUsI TPOSTHCKOM 3aK/IagKOHM aKTHBa~
LIMOHHOTO KO/la MCII0JIb3yeTCsl CKpeMbIHMpOBaHUe
(mudpoBaHue) MHGOPMALIMOHHOIO KaHasa (IIHHBI).
OHO pUMeHseTcs A5 6710K0B 06paboTKU AAHHBIX,
KOTOPBIe He 3a/IeICTBOBAHBI B BBIYHC/IeHUIX. ABTOPBI
[IpeAaralT KUCIO0Ab30BaTh IPOCTEHIE JOBEePEHHBbIe
cxeMbl IUPPOBAHUS AJISI CKPBITUS JAHHBIX (HaIllpH-
Mep, HcKIovampomee MM ¢ nceBOoCaAy4YalHBIMU
yncnamu - Xorshif-mudposanue), 3acekpeunBas ux
TOJIBKO Ha KOPOTKHU I ITIepHUOJ, BpeMEeHH.

9P deKTUBHOCTb TAaKOro CKpeMOIHPOBAHUS
KHCC/IefoBajlach IIyTeM BBeJeHHS IapaMeTpH3U-
PyeMOH 3aJep>KKH B K3Ille U KOHTPoJ/lIepe IIaMsTH.
CkpeMbIHpOBaHHe NIMHBI IIPeIOTBPAIAJI0 AKTHBA-
LIMIO IIPOCTBIX TPOSIHOB, IIPH 3TOM €€ BepPOSTHOCTb BCe
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>Ke coxpaHsiack. Tak, HalpuMep, IPU HCII0/Ib30Ba-
HUU [IPOCTOrO 32-Pa3psAAHOIO TPUITepa, aKTUBALIHs
IIPOM30M/IeT 3a 232 IIUKIIOB. Bo/lee KOHTPOIUPYeMBbIH
oA X0/, MOKeT OBITh PeasiM30BaH Yepe3 Mepeorpe-
felleHHe BCeX BXOZIOB B IIOTHOCTHIO QYHKIIKOHAIBHO
NO0CTOBEPHOE IIPOCTPAHCTBO COCTOSIHU I C UCIIOb30-
BaHHeM J0BeDeHHOH M YCTOMYHBOK CXeMBbl IIHPPO-
BaHHMS.

ITOCKOMBKY [JIS1 BEIYHUCAUTENbHBIX 6I0KOB TaKas
0b6dycKranus JaHHBIX IPUBeeT K HeBePHBIM BBIUMC-
JeHHUSIM, B 3TOM CJly4ae IpejjaraeTcsl UCIO0ab30-
BaTb roMoMopdHoe mudpoBaHHUe [5], I03BOsIONIEE
BBIUMCIUTENbHBIM 6/10kaM paboTaTh C 3amudpo-
BaHHBIMU JaHHBIMHU. IndpoBaHUe omllpenesieTcs
roMOMOPQHBIM 110 BHIUMCAHTENbHOU QYHKIIHH,
Y [IPaBHJIbHBIE Pe3y/IbTaThl BBIYHUCTHUTEIbHBIN 610K
Iojiy4aeT TOIBKO C 3aIKHPOBAHHBIMU 3HAUEHUSIMU.
[Tony4yeHHBIN B UTOre Pe3yJIbTaT MOXKeT ObITh pac-
mudpoBaH.

Peanu3anys TAaKUX TOMOMOPOHBEIX QYHKIUU -
3a/laya HeTpHUBHAJbHAs, a X BeIUHC/IeHHe TpebyeT
3aTpaT, IPH 3TOM J0CTAaTOYHO TPYAHO IIOCTPOUTH

s it has been previously
noted [1-3], the preventive
pproaches and modern meth-
ods for the detection of hardware
Trojans do not give a complete assur-
ance that manufactured IC does not
contain hardware backdoors. A wide
variety of security threats associ-
ated with them, as well as a huge
state space for embedding hard-
ware backdoors raised the question,
how to ensure the safe operation of
the system with the "infected" IC
and, in particular, the goal to pre-
vent the activation of Trojans. This
approach would allow the use of the
equipment, not paying attention to
embedded hardware Trojans, and
even use of COTS (Commercial off-
the-shelf) components to build reli-
able computing systems that are
resistant to hardware backdoors.
The most publications associ-
ated with this kind of counterac-
tion to hardware Trojans, consider
the protection against only one
class or subclass of the threats. Itis

assumed that greater security will
provided by a multilevel defense
in which each level irrespective of
others focused on specific actions
and mechanisms of activation of
Trojans, followed by combining all
these measures into an overall strat-
egy of protection.

Proposed and experimentally
tested mechanisms of countermea-
sures can be divided into the follow-
ing groups:

« data protection;
« new architecture at the RTL-level

(register-transfer level);

« reconfigurable architecture;
« strategies of replication, frag-
mentation and voting.

DATA PROTECTION

Protection of data (including proces-
sor commands) involves the preven-
tion of the activation of a hardware
Trojan or/and blocking direct access
of Trojan equipment to any vulner-
able data. The protective device can
control data stored or transmitted

within or between ICs and logical
modules, and block mechanism by
which the Trojan interacts with the
data.

In [4] several methods of protec-
tion of data by preventing activa-
tion of a Trojan are proposed. Some
of these methods were implemented
on the Zesto x86 simulator. To pre-
vent the receiving an activation
code by Trojan a scrambling (encryp-
tion) of information channel (bus)
is used. It is used for data process-
ing units that are not involved in
the calculations. The authors pro-
pose to use simple trusted encryp-
tion schemes to hide data (for exam-
ple, XOR with pseudo-random num-
bers - Xorshif encryption), secretive
them only for a short time.

The effectiveness of this scram-
bling was investigated by intro-
ducing parameterized delay in the
cache and the memory control-
ler. The scrambling of the bus pre-
vented the activation of simple
Trojans, however, this possibility
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cxeMy romoMopdHoro mudppoBaHUs 0b1Iero Ha3Ha-
yeHHUSsI. Tak ke, KaK U B c/lydae CKpeM6IHMpoBaHUS
IIMHBI JAHHBIX, 010KH IHPPOBAHUS U AelIHUPPOBa-
HUSI JOIKHBI OBITh peaJM30BaHBI B [IOJIHOCTHIO ITPO-
BepeHHOM aIlnapaTHoM obecrieueHUU. B pabore [4]
He pacCMaTpHUBaJioCh TOMOMOpoHOe mudposa-
HHe, HO B3aMeH IpeJJIoXKeHO U MPOaHATU3UPO-
BaHO NNpPUMeHeHHe KPUITOrpaduuecKkoro aaro-
PHUTMa C OTKPHITEIM K/I04oM (RSA - mudppoBaHue).
Hcrmosnp30BaHHE CXeM, pPea/Iu3yoNHuX aJTOPUTM
"uckaskeHHBIX Lenen” Slo (Yao’s Garbled Circuit) [6],
MOXKHO PacCMaTpPHUBaTh B KauecTBe a/JbTepHATHUB-
HOTO M0 x0/1a /151 06yCKaLlMK JaHHBIX BEIYMCIH-
TeJIbHBIX OI0KOB.

Taxke B paboTe [4] mpenioskeHO HCII0/b30BaTh
"3aIMUTY BpeMeHH! ' AJIs IPeOoTBPallleHHsI aKTHUBALIMH
aIapaTHOro TPOsSIHA B IIpefiesiaX MOATBePKAeHHOI 0
IIPOCTPAaHCTBa cocTossHUM. MC mposepsieTcs Ha IO~
HYI0 QYHKIIHOHAJIBHYIO JOCTOBEPHOCTD 3a 3aJJlaHHOe
YHC/I0 LUKIIOB. B manbHermeM npu pabore HC nocie
HapaboTKH 3TOro KOJIHMYeCTBA LIMKJ/IOB CXeMa OTKJIIO0-
YaeTCs M BK/IIOYAETCs], TeM CAaMbIM IIPeJ0TBPAIAeTCs
BpeMeHHas aKTHUBAlLlKs TPOsiHAa. AIIIIapaTHOe pelle-
HUe [103BOJIsIeT COXPAaHSATh KOHTEKCT B II€PUOJ, OTKIIIO-
yeHUH, obecrieurBas HeIIPePbIBHOCTb BBIUUCIHUTEIb
HOTO ITpoliecca. ABTOPBL IIPH 3TOM Je/1aloT AOIyIle-
HUe, YTO JIF060¥ alIlapaTHBIN TPOSH, KOTOPBHIM HAXO0-
JUJICS B COCTOSIHU U ITOKOSI ITPU IIOJTHOM TeCTUPOBAaHUH
IIPOCTPAHCTBA COCTOSIHUM (B IIPOCTPAHCTBE COCTOSIHUM
BpeMeHHU U BXOJ0B), OyJeT HaXOAUThCS B COCTOSSHUU
IIOKOSI B TeUEHHe 9TOr0 JKe IIepHofia U B YCIOBUSIX 3KC-
IJTyaTallkH.

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

PaccMOTpEeHHBIN MTOAXOA He TIOAXOLUT AJIsl TPUTTe-
POB, IIOCTPOEHHBIX Ha OCHOBAaX SHEProHEe3aBHUCH MO
MaMSITH, HaKOIIMTEJbHOTO MeXaHHU3Ma (HallpuMep,
HaKOIUIEHU S 3apsiia Ha eMKOCTH [7]), To60uHBIX KaHa-
JI0B, merpajalllHy, a TakKkKe TPUITePOB C BHEIIHUM
yIpaBjieHHeM (HallpUMep, I10 PaiMOKaHaIly). ABTOPEI
npenaaraloT oOONTH IMepBBIHM K3 3TUX BapHAHTOB

IyTeM BHU3yaJbHOIO KOHTPOJIS HAa Ha/lHU4YHe sueek
SHEeProHe3aBUCHUMOM IaMSTH, TH60 CIlelluaTbHbIM
BBKMTAaHUEM TaKHX s4yeek Ipu cbopke. [Ipyrum
pelleHHeM MOXKeT ObITh HCIIOTb30BaHHE TeXIIPoLiecca,
HCK/TIOYAONIero peaan3alyio SHeproHe3aBUCH MO
maMsTH. JI1o6ble alllapaTHbIe CPeJICTBA, UCIIOIb3YIO-
ImMecst A1 Iepe3amycka MC, a Tak>ke Cpe/ICTBa COXpa-
HEeHU S KOHTEKCTA B [IEPUO], BBIKJIIOUEHH 1/ BKIIIOUEeHH S
TOJISKHO OBITH IOBEPEHHBIM.

[Ipen/Io>KeHBI TaKKe "OXPAaHHUKHU", KOTOPbIE CITy-
YA HBIM 00pa30M H3MeHSIOT IIOPSIIOK COOBITHEI U BHO-
CST GUKTUBHBIE COOBITHS BO BXOIHBIE [10C/I€I0BATEb-
HOCTH Pa3JIMYHbIX MOZYJIEH, HAIIPUMEP B KOHTPOJLIEP
MaMsTH, TaK YTO COXPaHseMble UJIH 3aTrpysKaeMble
II0CJIeJOBATEIPHOCTH HapyIIaloTcs. Takue "oXpaH-
HUKH' 3aIIHUINAIOT OT aKTUBALIUK TPUTTEPOB I10CTIe10-
BaTEJIbHOCTHOTO THIIA.

B 3ak/I04eHUH, aBTOPSI [4] IpefararoT HCII0/b30-
BaTh HECKO/IBKO BEPCHU I HEIIPOBEPEHHBIX AIIIIAPATHBIX
610xkoB HMC, pa3paboTaHHBIX Pa3TIUUYHBIMU IIPOEK-
THUPOBIIMKAMMU. BBIXOZBI C MOAY/ISI IIPOBEPSIOTCS
IIyTeM CPaBHEHUS MeKIy cob0¥, U HCTUHHOe 3Haue-
HHe OITpe/ie/IsieTCs IIyTeM MasKOPUTAPHOH BEIOOPKH.
HeloCTaTKU TAaKOTO IOZXOLA ~ BBICOKASI CTOMMOCTD
M3-32 yBeJIMYeHHU s IJIOMAAH YHIIa U BBICOKOE SHep-

still remained. For example, when
using a simple 32-bit trigger, activa-
tion will occur for 2% cycles. A more
controlled approach could be imple-
mented through the override of all
inputs into a fully functionally reli-
able state space using the trusted
and stable encryption schemes.
Since such data obfuscation will
lead to wrong calculations in com-
puting units, in this case, it is pro-
posed to use homomorphic encryp-
tion [5], which allows computing
units to work with encrypted data.
Encryption is determined as homo-
morphic by the computing func-
tion and computing unit obtain the
correct results only with encrypted
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values. The final result can be
decrypted.

The implementation of such
homomorphic functions is not a
trivial task, and their computa-
tion is costly, and it is quite dif-
ficult to build a scheme of homo-
morphic encryption for general
use. In the same way as in the
case of scrambling of data bus, the
encryption and decryption blocks
must be implemented in a fully
tested hardware. The authors of
[4] did not consider homomorphic
encryption, but instead have pro-
posed and analyzed the use of a
cryptographic algorithm with a
public key (RSA-encryption). The

use of schemas that implement the
Yao's Garbled Circuit algorithm [6],
can be considered as an alternative
approach for obfuscation of data of
the computing blocks.

It is also proposed in [4] to use a
"time protection" to prevent activa-
tion of a hardware Trojan within
a confirmed state space. The IC is
checked for complete functional
reliability for a specified num-
ber of cycles. In the future, when
IC reaches this number of cycles,
the circuit is deactivated and acti-
vated, thereby avoiding temporary
activation of a Trojan. The hard-
ware solution allows to save context
during the period of the outage,




rornorpebnenue HUC. ABTOpEl paboThl MOMBITATUCH
OXBATHTh BCe ACIIeKTHI AKTUBAL[UH AIIIaPATHBIX TPOSI-
HOB, OfTHAKO ITOJTHOCTBIO O6OIIIK BOIIPOCH, CBSI3aH-
Hble C aKTHUBAIIMeH 110 T0O0YHBIM KaHalIaM, a TakKe
C BHeIIHeH TPUITEePHOM aKTHBaLlHeH.

B paborte [8] my1s 4MIIOB "CHCTeMBI Ha KpHCTaLIe"
SoC mpe/IokeHa 3allHIeHHAsI apXUTEKTypa CUCTEeM-
HOM IIHNHEL. Ee 0c06eHHOCTD 3aK/II0YAETCSI B TOM, UTO
IIMHA U3MeHseT CBOe COCTOSIHHE BeJIOMOM UJIH Befy-
mew (master/slave) c mjenpio o6HapyskKeHHUS anapat-
HOT'0 TPOSIHA, KOTOPBIH IIBITAeTCs ee 3a67I0OKHpPOBaTh,
HCIIO/IB3YS IIPH 3TOM CTaHAAPTHBIE KOMAaH/IbI yIIPaB-
7eHUs IKUHAMHU. TaKast akKTHBHOCTB JIETKO 0OHAPY>KH-
BaeTCsI C [IOMOIIBbIO HOMHHATBHBIX OOHOBIISIEMBIX CUET-
YHKOB M IIPOCTHIX 3BPUCTHUYECKHX AITOPUTMOB, I10CTIe
4yero GOpMHUPYeTCs YepPHBI CIIMCOK II0J03PUTeTbHBIX
MacTep/BeLOMBIX YCTPOMCTB Ha IIHWHE C IpefCTaBIIe-
HHeM oTueTa. [Ipe/yIoskeHHBIH ITOAXOZ OBLI IIPOBEPeH
Ha IIMHHOM apxHUTeKkType Advanced Micro-controller
Bus Architecture (AMBA) ot dupmsr ARM. ITogobHble
KOHTPMepBl OPHEHTHPOBAHBI Ha KOHKPETHYIO apXH-
TeKTYPHYI0 0COD@HHOCTB H CIIeI[HaJIbHBIH K/IACC ATIIa-
PaTHBIX TPOSHOB, IIPeJOTBPAIIAIOT BMEIIATelIbCTBO
3aKJIaJ0K B KOpPpPeKTHYI0 pabory muns SoC U, cie-
IOBaTeIbHO, BIUSIOT Ha IPOU3BOLUTEIbHOCTD BCEH
CHCTeMBI.

Psizt McceoBaTesIer pacCMaTPHBAIH BOIIPOCHL pas-
MelleHHs "0OXPaHHUKOB" IIMHBI IAMSTH B apXUTEK-
Type IIpolieccopa, pellasi Py 3TOM 3aJauH IIPeoT-
BpallleHMs aKTUBALIM Y TPOSIHA M YTeUKH IAHHBIX.

B pabote [9] mpeaaraeTcst BCTaB/ISATh TaK Ha3bl-
BaeMble 'TeHeBble 3aIIHCH" — COIIYTCTBYIOIIHe 3aIIHCH
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IJ1 BCeX MHCTPYKL MK MaMSITH. Alpeca 3TUX TeHe-
BBIX 3aIIHCeH SB/ISIIOTCS IHUPPOBAHHBIMU BEPCHUSIMHU
OPUTHMHAJIBHBIX 3allHCeN. S1po NpuBpaTHHUKa (Gate-
Keeper, anmapaTHas peanu3anus), HaXOAIIerocs
Ha IIMHe IIaMSTH, IIPOBepsieT, YTOObI BCe 3aIMUCH
B IaMSThb IIPOUCXOLHUIH II0 COOTBETCTBYIOIHUM
3amupoBaHHBIM ajgpecaM. Takum obpas3oM, IpH-
BPAaTHUK FapaHTHPYeT BBIIIOTHEHHe TOJIBKO 3aKOHHBIX
3aIMCeH, TeM CaMBIM IIpefloTBpallasi yTeuKy KOH-
dumeHIHATPHON HHGOPMALIUH Yepe3 alapaTHbIN
TposiH. CXeMa ITPUBPATHHKA IOKHA OBITH IIOTHOCTHIO
IIOBEPEeHHOM. ABTOPaMH 66l pa3paboTaH MOTHODYHK-
LIMOHAJIBHBIH IIPOTOTHII, BBIIIOTHSIIONUN HHCTPYK-
LIUHU X86 U coflepsKalllui CXeMy IIPUBPATHUKA, KOTO-
pas meTeKTHpOBaja BCe TeHeBble 3alUCH. OJHAKO
3TOT IIOAXOM, OCHOBAaH Ha TOM, YTO BBIBOJ JAaHHBIX
IpejIonaraeT UX 3alKch B MaMSTh (/I OTIIPaBKHU
IO CeTH, HaIlpHMep), HO Ha IIPAKTHKe OH MOKeT TaK3Ke
IIPOMCXOAMUTH C UCII0NIb30BAHHEM ITOBOYHBIX KAaHAJIOB,
HaIlpUMep IIyTeM aHa/TH3a H3MeHEeHHU s SHepronoTpe-
OJIeHU ST MJIM H3MeHeHHU I BpeMeHHBIX XapaKTePHUCTHK.

JIBOFHAS 3aIUTA MEXKY LIeHTPaJbHBIM IIPOLIECCO-
POM U IIMHOM JAHHBIX IIpefjiokeHa B [10]. [[Ba oxpaH-
HBIX YCTPOMCTBA UMeIOT He3aBUCHMBbIe K/IIOUH U IIPO-
BepSIOT APYT Apyra Ha KOPPeKTHOCTb. MCIIONHAeMble
IIPOTPaMMBI IHUGPYIOTCS OZHOBPEMeHHO Ha JBYX
"oXpaHHHKAX' C pa3HBIMH K/IOYaMH, JaHHBIe pac-
IHPPOBBIBAIOTCS HA MYTH K I[eHTPaJbHOMY IIPO-
Leccopy ¥ mMUGPYOTCS Ha 06PaTHOM ITyTH B IIAMSTb.
CucTeMa mpepronaraeT OTCyTCTBHE B3aHMMOCBSI3H
MeXX/y OXPAaHHHUKAMHU. AIIIApaTHBIN KOMIIHUISTOP
TaK>Ke COCTABJISIeT KPUTHUECKYIO YaCTh CUCTEMBI, $pop-

providing continuity of the com-
putational process. The authors
make the assumption that any
hardware Trojan, which was in
rest mode at the complete testing
of the state space (the state space
of time and inputs), will be in rest
mode also during the same period
of operation.

This approach is not suitable for
triggers, built on the bases of non-
volatile memory, storage mecha-
nism (for example, the accumula-
tion of charge on the capacitance
[7]), side channels, degradation,
and triggers with external control
(for example, via radio). The authors
propose to circumvent the first of

these variants by visual inspection
for the presence of cells of non-vola-
tile memory, or a special burning of
such cells during assembly. Another
solution is to use a manufacturing
process, eliminating the realization
of non-volatile memory. Any hard-
ware used to restart the IC, as well
as means of saving context during
the period of on/off switching must
be trusted.

Also "security guards" are pro-
posed, which randomly changes the
order of events and introduce a ficti-
tious event into the input sequences
of the various modules, for exam-
ple, in the memory controller, so
that saved or loaded sequences are

violated. These "guards" protect
from the activation of trigger of
sequenced type.

In conclusion, the authors of [4]
propose to use multiple versions
of untested hardware blocks of IC
developed by different designers.
Outputs from the module are veri-
fied through comparison between
themselves and the true value is
determined by a voting. The disad-
vantages of this approach is high
cost due to the increase in chip
area and high power consumption
of IC. The authors tried to cover all
aspects of the activation of hard-
ware Trojans, however, completely
bypassed the issues related to the
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MHUPYsI JBOMYHBIN KOJ, KOMaHbI BIOS 1 06pa351 orie-
PaLIMOHHOL CHCTeMBbI HeIIOCPeACTBEHHO ITepe/], BBIIIOJ-
HeHHeM. J[IBOMHas 3alUTa CHUMaeT HeobXx0quMOCTh
JoBepHs 060UM OXpaHHHKaAM, 60siee BaSKHBIM CTaHO-
BUTCS OTCYTCTBHeE 'CroBopa’ MeskAy HUMH. [l hccite-
IOBAHU S pacCMaTpPHUBaeMOrO [I0AX0a HCIIONIb30BaIH
CHUMYJISITOP KOMIIBIOTEPHOM apXUTEKTYPBI C OTKPBITEIM
KozmoMm SimpleScalar.

Eme B 2003 rony, B pa60Te [11] 6B11a IIpefCcTaBlIeHa
AECGIS-apxuTeKTypa IIpoLeccopa, B KOTOPOL BO3MOKHO
HCIIO/Ib30BAHHEe HeIPOBePEHHBIX MOJKIIYaeMbIX
nepudepUNHBIX YCTPOHCTB, a TaK>Ke 3aIllyCK HeIlpo-
BepeHHOMU OIlepallMOHHOM CHCTeMbl. IIpolieccop npu
3TOM [0JIKeH OBITh IIOBepeHHBIM. HCII0/Ib3ys IIpU-
MUTHBHOEe IIHMPpPOBaHHe, OH BEICTYIIAeT B KauecTBe
OXPaHHHKa MeXAy Co60H U BCeMU HeHaJeXXKHBIMH
nepudeprUMHBIMHU yCTPOUCTBaMHU. OCHOBHAS TPYA-
HOCTb TaKOM peajid3aliiy — yBePeHHOCTh, uTo HC
of06HOTO IpoLieccopa MOTHOCTBI0 CBOOOIHA OT aIlma-
PaTHBIX 3aK/Ia/I0K.

Kaxk BUOUM, HUJes UCIO0Ab30BaTh MUHUMAJbHYIO
IIPOBePeHHYI0 BEIYUCINTeNbHYI0 6a3y (TCB, Trusted
Computing Base), Wi [I0OBepeHHBbIe aIlllapaTHbIE Cpell-
CTBa /151 IPOTUBOLEHCTBHUS AIlIIaPaTHBIM 3aK/IaIKaM,
SIBJISIETCSI OCHOBHBIM YC/IOBHEM Ka>KIOH U3 IIpHUBeleH-
HBIX KOHTPMep. PacCMOTpeHHbIe MeXaHH3MBbl 31 Th
NaMSATH OT alIlapaTHBIX TPOSTHOB MOTYT OBITH pac-
IIPOCTPaHeHbI Ha Apyryue HHPOpMaLIMOHHbIe KaHaJIbl
nepefavyy JaHHBIX U allllapaTHble MOAY/IH BHYTPHU
HC. B pabote [12] pa3Buiu 3Ty Hel0, BBeAS IIOHSATHE
Silicon Security Harness - "peMHU KpeMHUeBOM 6e3-
OITacHOCTH (I10 AaHAJIOTHH C PeMHSIMHU 6€30I1aCHOCTH

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

B aBTOMO6MIIE). [Ipe/iioskeHHAsI KOHLIEIILIN S BK/IIOYaeT
B ce0s1 HeCKOJIBKO YPOBHEL 3aLIUTEL U CJIeSKeHUsI, KOTO-
pble obecreunBalOTCs anlapaTHEIMU CpeACcTBAMU
Y CUCTeMHBIMHU KOMIIOHEHTAMH HJIM Peanu3yoTCcs
KaK YacTh apXUTeKTypsl. OHA IIpH3BaHa obecreyrTh
3aIIUTHBIE MepBbl U YBeJIMUHTb CTOMKOCTD K IeHCTBHIO
aIlIapaTHBIX 3aK/JIa/IO0K.

HOBbIE APXUTEKTYPbl HA RTL-YPOBHE

B HeCKOMbKUX PaboTax C LIe/bI0 3aA[UTHL OT AIIapaT-
HBIX TPOSIHOB I1PeJJIO’KeHO BHeCeHHUe CIIeLlMalbHbIX
MOAHUPUKALMHI B IIPOLIECCOpP UK apxuTeKTypy MC.
B 0CHOBe TaKOro IIOAXOMA JIEKUT NobaBIeHMe UIH
HM3MeHeHUe JIOTHYeCKUX BeHTU/IeH 1151 uAeHTUHKa-
LIAY IIPUCYTCTBU S UK IIPeyIIPesKAeHH s aKTHBALlUU
aIlIapaTHbIX 3aK/Ia/I0K.

B paboTe [13] mpennaraeTcs KOMIUIEKCHOE IIPO-
rpaMMHoO-anIapaTHoe obecreyeHue /sl IPOTUBO-
JIeMCTBUS allllapaTHBIM 3aKJafKaM I10J, Ha3BaHHUeM
BlueChip (romy6or1 umm). 310 060poHHTEIbHAS CTPaTe-
T'Hsl, BRIOYAoNas B cebst KOMIIOHEHTHI 6e30I1acHOCTH
KaK BO BpeMs pa3paboTKu, Tak M BO BpeMsI 9KCIUTyaTa-
LIUHU CUCTEeMBI 151 HpOTI/IBo,ueIZCTBH;[ Ha RTL-ypoBHe
aImapaTHBIM TPOSIHAM C IIPOM3BOJIBHOM JIOKAJIH3a-
Lyer. Pa3paboTaHHBIN AJITOPUTM II0Z, Ha3BaHUEM
UCI (Untrusted Circuit Identification - ugeHTHPHUKA-
LM HeHaJeXXHBIX cxeM) U Habop MHCTPyMeHTalb-
HBIX CPeJICTB aBTOMAaTHU4YeCKH OIlpeJieisieT U yaaasaeT
IIOTeHIIHAJ/IbHO OIIAaCHBIe Helud B ImpoekTe Ha RTL-
ypoBHe 114 npoueccopHbsix MC. Bo BpeMs Bepudu-
Kalluu NpoeKTa OOHAPY>KHMBAIOTCS U yHAISIOTCA
BCe IIOJO3PHUTe/IbHble CXeMbl, KOTOpPble BKJIIOUeHBI

activation through side channels
and external trigger activation.

In [8] a secure architecture of sys-
tem bus is proposed for SoC chips.
Its peculiarity lies in the fact that
the bus changes its state (master/
slave) for the detection of a hard-
ware Trojan, which is trying to
block it using the standard control
commands. Such activity is eas-
ily detected using updated counters
and simple heuristic algorithms,
which then forms a black list of
suspicious master/slave devices
on the bus with the submission of
the report. The proposed approach
was tested on a Advanced Micro-
controller Bus Architecture (AMBA)
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of ARM company. Such counter-
measures are focused on a specific
architectural feature and a special
class of hardware Trojans, prevent
the intervention of the backdoors
into the correct operation of the SoC
bus and therefore affect the perfor-
mance of the entire system.

A number of researchers have
considered the placement of the
"guards"” of the memory bus in the
processor architecture, solving the
task of preventing activation of the
Trojan and data leakage.

In [9] it is proposed to insert so-
called "shadow entries", a related
entries for all memory instruc-
tions. The addresses of these shadow

entries are encrypted versions of
the original records. The core of the
gatekeeper (hardware implementa-
tion) located on the memory bus,
verifies that all memory entries
have occurred for the respective
encrypted addresses. Thus, the gate-
keeper ensures execution of only
legitimate entries, thereby prevent-
ing leakage of confidential infor-
mation via a hardware Trojan. The
circuit of the gatekeeper must be
fully tested. The authors have devel-
oped a fully functional prototype
that executes x86 instructions and
included gatekeeper circuit, which
has detected all of the shadow
entries. However, this approach is




B [TPOEKT, HO He BJIHSIOT Ha KaKOH-TH60 K3 BEIXOZOB
BO BpeMs TeCTUPOBaHMUS. YaleHHBble allllapaTHbIe
YCTPOMCTBA 3aMEeHSIOTCS JIOTUKOM, BBI3BIBAIOIIEU
HCKIIOYeHHe (HelTpeBUIeHHYI0 OIHOKY), eC/Iu yaa-
JIEHHBIM yY9acTOK Korjga-1ubo aKTUBHUpPYeTCs. ITO
MOSKeT IIPOM30HTH BC/IENCTBUE MOTEHIIHAJIbHOHN
AKTHUBALIUU TPOSHA HJIH IIPeOCTaBIEHHUS JOIIyCKa
K CHCTeMe, MHHUIMATHU3UPOBAHHOIO YOaleHHBIM
dparmenToM. [IporpaMMHOe obecriedeHre HU3KOTO
YPOBHS IIyTeM 3MYJISIIUHU CTapaeTCsl BOCCTAHOBUTH
U IpeACcKa3aTh MMOCJIeACTBUS, K KOTOPHIM MOXKET
NIPUBECTH JeHCTBHe 06HAPY>KeHHBIX IIOJ03PUTEb-
HBIX YYaCTKOB, IIPU 3TOM IIPeIJIOKEHO HUCII0JIb30BaTh
MaJIblF Habop "IIpoBepeHHBIX  HHCTPYKLIHH.
Konuenuus BlueChip 6r1a onmpoboBaHa Ha mpo-
neccope Leon3 (Aeroflex Caisler AB), paspaboraHHOM
Ha [IJIWC Xilinx Virtex5. B 3Toi KoHIleniuu 6esomac-
HOCTb B OCHOBHOM 0becIleuHBaeTCsl IOBePeHHBIMH
[IPOrpaMMHBIMH KOMIIOHEHTAMH, U JIMIIb YaCTUIHO
[IOBEPeHHBIMH AIIIAaPAaTHBIMHU CPeJCTBAMH, HCIIOJb-
3yeMbIMH I SMYISIHUHK yOaJleHHBX QparMeHTOB.
CTpaTerus yd4iie BCEro IOAXOMAUT AJISI IPOLIeCCOPHBIX
[IPOEKTOB, B KOTOPHIX BO3MOSKHO ITPOBeIEeHHE IPO-
IrPaMMHOM SMY/ISILIUH 10 UCC/IeA0BAHHIO HCKIIOUeHHH.
[l pacIIpocTpaHeH sl [O/IX0/1a Ha OOIK I CJTydakl TPo-
eKTHpPoBaHUS FC MOKHO HCII0/Ib30BATh II0BepeHHBIH
COITPOLIeCCOp, C IIOMOIIBI0O KOTOPOro OyAyT BRISIBISTHCS
HCK/IIOUeHH I ¥ BBIIIOTHSITECS SMY/ISLMS [IPK YAAIeHUH
aIrmapaTHbIX ycTporcTB. Konnennus BlueChip Takske
HY>KJIAeTCsI B PA3BUTHH, ITI0CKOJIbKY H3BECTHBI BPeJOHOC-
HBbIe allllapaTHBbIe pealn3aluu [14], KoTopble He 06Hapy-
SKHUBAIOTCA aITOpUTMOM UCI K ITpOX0osT BeprPHUKALIHIO.
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C aToM cBS3H, B pabore [15] yTBepkAaeTcs, UTo He
CYLIeCTBYeT MeXaHM3MOB 3aIIHUThL OT TPOSHOB, FapaH-
TUPYIOLIKMX UX 0OHapyskKeHHe [J0 HelloCpeACTBeHHOM
skcmryatanuu MC. ABTOPHI ITpefIaraioT IIPOBOSHUTD
obHapysKeHHMe aTaK, CBI3aHHBIX C HAJTUYLUeM TPOSTHOB
B HC, B poLecce paboTsl 1yTeM fo6aBIeHUS JOIIOTHHU-
TeJIbHBIX UHTEI PUPOBAHHBIX JIOTHYeCKUX 6/I0KOB, 0Cy-
LIeCTBASIOUMX caMmoTecTUpoBaHue MC U IOMCK arina-
PaTHBIX 3aKIag0K. TaKkas JOIMOTHUTEIbHAS JIOTUKA,
HaseiBaeMasi DEFENSE (DEsign-For-Enabling-Security),
UHTerpupyercs B SOC I BBIIIOJITHEHHUS B PeSKHUMe
peasbHOro BpeMeHHU KOHPUIYPHUPYEeMBbIX IIPOBEPOK
0e30IIacHOCTH uUepe3 MYJIbTUIIIEKCUPOBAHUE pas-
JTUYHBIX YacTet CUCTEeMBI C IPOBEPOYHBIM OIOKOM.
Hampumep, MOI'yT IIPOBEPATHCSA 3aKOHHOCTD LOCTY-
IIOB M 3aKOHHOCTE COCTOSIHHMI; CUTYallH, CBSI3aHHEIe
¢ DoS-omu6bKaMH, a TaK>Xe LeJIOCTHOCTh CHCTEMEL.
[Ipy 06Hapy>KeHUHU aTaKU B pesKHMe pPeaJbHOro Bpe-
MeHH IIpeAIpUuHHUMAIOTCI KOHTPMePhl, HallpuMep,
OTKJ/IIOYAIOTCS IIOJ03PHTe/IbHBIE TorHUecKue 6/I0KH.
ABTOpBHI ITpe[jIaraloT TaK>Ke KMCII0b30BaTh OTKA30-~
YCTOMYHBBIe COCTOSHHS, Pe3epBHbIe JIOTHYEeCKHe
6J10KH, KOITMPOBAHHUE TeKYILEro COCTOSIHUS ITPH 06Ha-
py’keHHH aTakU. ObecrieyeHHe KOMIIJIEKCHOTO OXBaTa
BCEBO3MOXKHBIX allllapaTHBIX aTaK B peKUMe peasib-
HOI'O BpeMeHH SIB/IsIeTCs JOCTATOUHO TPy HOM 3aja-
Yel, [I03TOMY IIPOTOTHUII IIs1aTdopmel DEFENSE He 6511
co3maH. He MeHee c/1o’KHas 3afava —~ OCyIlecTBIeHHe
TaKHUX KOHTPMeP B PeKHMe peasibHOr0 BpeMeHH 6e3
npepeiBaHUA QyHKIIMOHUpoBaHuA HC,

B paborte [16] mpe//105keHO CHUMATh YHUKAIbHYIO
KOHTPOJIPHYIO CYMMY allllapaTHOro obecrnedeHUs

based on the fact that the data out-
put supposes their writing to mem-
ory (to send over the network, for
example), but in practice it may also
occur with the use of side channels,
for example, by analyzing changes
in consumption or changes in time
characteristics.

Double protection between the
CPU and the data bus is proposed in
(10]. Two security devices have inde-
pendent keys and check each other
for correctness. Executable pro-
grams are encrypted at the same
time on two "guards" with different
keys, the data is decrypted on the
way to the CPU and encrypted on
the way back to memory. The system

assumes the absence of correlation
between the guards. The hardware
compiler is a critical part of the sys-
tem, forming a binary code, BIOS
commands, and images of operat-
ing system immediately before exe-
cution. Double protection elimi-
nates the need to trust both guards,
more important is the absence of
"collusion” between them. To study
this approach a simulator of com-
puter architecture with open source
SimpleScalar was used.

In 2003, in [11] was presented
AEGIS processor architecture
in which it is possible to use an
untested plug-in peripheral devices
as well as run an untested operating

system. Using primitive encryption,
it acts as a guard between itself and
all unreliable peripheral devices.
The main difficulty of such an
implementation is that IC of such a
CPU should be completely free from
hardware backdoors.

Asyou can see, theidea of the use
of a minimum proven computing
base (TCB, Trusted Computing Base)
or tested hardware to counter hard-
ware backdoors, is the basic condi-
tion for each of these countermea-
sures. The discussed mechanisms
of memory protection against hard-
ware Trojans can be extended to
other channels of data transmission
and hardware modules inside the
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3a HeKHUM OTPAaHHUYEHHBIN IIPOMEXYTOK BpeMeHU
C UCIIOb30BAaHUEM JIOBEePEeHHOro o6opynoBaHUS.
Takas ammapaTHas KOHTPOJIbHASI CyMMa BBIUHC-
7sieTCs OJis 3aZeHCTBOBAHHBIX HHU3KOYPOBHEBBIX
MUKPOAPXUTEKTYPHBIX 371eMeHTOB IIpoleccopa.
AnmnapatHoe obecrieyeHue ONPALMINUBAETCS, U KOH-
TPOJIbHAS CyMMa OIIpefieIsieTCsl B TeueHHe OTPaHH-
YeHHOI'0 BpeMeHHU. ABTOPBI I10/1aTAI0T, YTO IIOAIHH-
Hasi KOHTPOJIbHASI CYMMa He MOYKeT ObITh 3MYJIHPO-
BaHA WK CBIMUTHPOBAaHA B OpaHHUYEeHHOEe BpeMs,
Y TOJIBKO ayTeHTUYHbIe allIIapaTHbIe CPeJCTBA MOTYT
KOPPEeKTHO OTK/IHMKAThCsI. MeXaHU3M TapaHTHUPYeT
OTCYTCTBHE TPOSIHCKUX 3aK/IaJ0K, BHECEHHBIX IIOCTIe
usrorosinedus UC. [ns obecriedeHUs TaKOIO KOH-
TPoJIsl, HAa3BAaHHOI0 QyHKIIMEeH MUKPOAPXUTEKTYp-
Hot mopnucu MSF (Micro-Architecture Signature
Function), ¥ reHepallMHd yYHHKAJbHOIO OTBeTa
Ha 3amnpoc 6T pa3paboTaHbl HOBble HHCTPYKIIUH
s mpoueccopa. OgHAKO, TAKOM ITOLXO0[, He I103BO-
nsieT 06HAPY>KMBATh TPOSIHBI, BCTABJIeHHBIE B ITPOEKT
Ha CTaJHsX CllelubUKALIUY, pa3paboTku, Bepudu-
KallMY UJIK U3TOTOB/IEHU .

B pabore [10] ipu pacCMOTpPeHHUH YI'PO3 CO CTOPOHBL
ANIMapaTHBIX TPOSTHOB, CBSI3AHHBIX C OIIHMOKAMU THUIIA
"oTKa3 B obcnyskuBaHUU" (DoS-aTaka), pa3paboraHa
crenyanbHast QYHKLUUS "cepalebueHus” s Mpo-
BEPKH HeIlpepbIBHOCTH paboTsl MC. HekamupyeMble
BBIOOPKH K3 MaMSITH L06aBISIOTCS B IPOrPaMMHOe
obecrieueHue, II0CIe Yero 3TH CUTHAJIBI IIPOSIB/ISIIOTCS
Ha IIMHe IaMSTH, KaK pPeryaspHble, HO CIy4alHbIe
MHTEepBaJIbl, KOTOPBIE HUCIIOIb3YIOTCS /IS OIlpesiesie-
Hud, moasepriaack 1u MC DoS-ataxe.

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

PEKOHOUT'YPUPYEMAS APXUTEKTYPA

Hcrionb3oBaHHe PeKOHQUIYPUPYEeMOU JIOTUKU O/

IIPOTHBOCTOSIHU A AIlIIapaTHBIM TPOSHAM MMeeT CyIIe-

CTBeHHBIE IIPEMMYIIeCTBa, HO CTABUT HOBBIE 3aJaUM

U rmpo6yieMsl Ilepef; MpoeKTHpoBaHUeM. CyIlecTByeT

LleJIbIH CIIeKTP PeKOHOUIYpPHPyeMBbIX JOTHYECKHX

YCTPOMCTB, B TOM YHCII€:

o TIJIMC BBICOKOH JIOTHYECKOM IIJIOTHOCTH, Ie OobIas
YaCTh YCTPOKCTBA SIB/ISIETCS [TePeIIpPOrpaMMHU PyeMOK;

* mnatdopmeHHBbIe IeneBble ITJIMC, comepskaljue
GUKCUPOBAHHEIE IIOJYIIPOBOJHHUKOBBIE 3JIeMEHTHI,
HaIlpUMep KOHTPOJUIEPHl IIaMATH, U Ja’Ke LieJible
IIPOLIeCCOPHBIE SIPa;

e TI0/7b30BaTenbckue (3akasHble) CUC (ASIC), KoTo-
pble MOTYT ColepskaTb MeJIKHe PeKOHPUIypHUpye-
Mble YaCTH /151 BBIIIOJIHEH MU OIIpele/IeHHBIX QyHK-
LIMH, HalIPUMep peann3alluy CBA3YIOLUIUX Joru4e-
CKHMX CXeM HJIH 3aKa3HOTO IeMeHTa JIJIsSI COBMEeCTHOM
06paboTku.

OCHOBHOe IIPeUMYIecTBO PeKOHPUTYPHUPYyeMOH
JIOTUKH 3aKJIIOYAeTCS B TOM, UTO IIPU €e HCII0/Ib30-
BaHUM CTAHOBUTCS BO3SMOKHBIM pasfeieHHe MeXAy
npoekThpoBaHueM HMC U ee anmapaTHOM peanusa-
uuen. Eciu npoekT Tunosor HC nepefgaeTcst Hemo-
CpeACTBeHHO B KPUCTAaIbHOE IIPOU3BOJCTBO, TO B C/Iy-
YJae peKOHQUTYPUPYeMOL IOTUKH IIPOr PAMMHUPYeMBIH
JIOTUYeCKHH OI0K UJIM MaKpobyoK BcTaBisieTcs: B MIC
repes ee 3aIyCKOM B IIPOM3BOJCTBO, a II0C/Ie M3TOTOB-
JIeHHU S IIPOrPaMMHUPYeTCs KOHQUTYPHUPYeMBIM O6HTO-
BBIM IIOTOKOM, 3aBepllas allllapaTHYIO peasr3aliKio
rpoekTa. Takoe pasfeseHHe 03Ha4yaeT, YTO IIPOEKT
MO3KeT 6BITh pa3paboTaH MPaKTHUYECKH IIOJTHOCTHIO

IC. The authors of [12] have developed
this idea by introducing the concept
of the Silicon Security Harness (by
analogy with the seat belts in the
car). The proposed concept includes
several levels of protection and
monitoring which are provided by
the hardware and system compo-
nents, or are implemented as part
of the architecture. It is designed
to provide protective measures and
increase resistance to hardware
backdoors.

NEW ARCHITECTURES AT RTL-LEVEL

In several works, to protect against
hardware Trojans, it is proposed
making special modifications to
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the processor architecture or IC. The
basis of this approach is the addition
or change of logical gates to identify
the presence or the to prevent activa-
tion of hardware backdoors.

In [13] a comprehensive soft-
ware and hardware, the BlueChip,
is proposed to counter hardware
Trojans. This defensive strategy
includes safety components both
during development and during sys-
tem operation to counteract hard-
ware Trojans with arbitrary local-
ization, at RTL-level. The developed
algorithm of UCI (Untrusted Circuit
Identification) and the toolkit auto-
matically detects and removes
potentially malicious circuits in the

project at RTL-level for processor ICs.
All suspicious schemes, which are
included in the project, but do not
affect any outputs during testing
are detected and removed during
verification of the project. Removed
hardware devices are replaced with
logic that causes an exception (unex-
pected error) if the removed area is
activated. This can occur due to the
potential activation of a Trojan or
permit access to the system, initial-
ized by the removed fragment. Low-
level software by emulation try to
reconstruct and to predict the con-
sequences of the action of suspicious
areas, using a small set of proven
instructions.




B [IOBepsieMOM Cpefle, 3a MCK/IKYeHHeM HeKOTOPBIX
neprdepuHBIX QyHKIINH, 106aB/ISeMbIX K OCHOBHBIM
JIOTUYEeCKHM 3JIeMeHTaM.

[Togxox obecredrBaeT MOJHBIHM KOHTPOJb IIPO-
ekTa Ha RTL-ypoBHe, ogHaKo pa3paboTKa U BKIIOUe-
HHe PeKOHQUTYPHUPYyeMOM JIOTUKH MOABEP>KeHbl TeM
>Ke yI'po3aM CO CTOPOHBI aIlllapaTHBIX TPOSIHOB, KOTO-

pble XapaKTepHBL I CTAHAAPTHBIX CIIeLIUaIU3UPO-
BaHHBIX HUC (ASIC). OgHaKo, 3JIOYMBIIIJIEHHHUK MOXKeT
BBIIIOJIHSATH TOJIBKO 00IMe aTaKu Ha apXUTeKTYpy
PeKOHQUTYpHUPYeMOX JIOTUKH, YTO 3aTPyAHseT bec-
IIpensaTCTBeHHOe BMeIlaTe/IbCTBO MM MOAUHKA-
LIMIO JIOTUYeCKOU OIlepallui CKOHQUIYPUPOBAHHOIO
npoekxTa. IIpyM 3TOM MOXXHO OCYyIeCTB/ISTb IIOTHBIN
CIIEKTP aTaK: U3MEHATh QYHKIIMOHAIBHOCTD U CIIeL]
HPUKALNIO, IPOBOAUTE yTeUKY KOHPUIEeHIINATbHON
HMHOOPMAIIMHU U BHIIIOAHATE DoS-ataku. Tak, HalIpu-
Mep, U3MeHeHU S B JIOTHYeCKHX 3JIeMeHTaX MOI'YT ITPU-
BECTHU K IOSIBJIEHUIO OOIIOJTHUTEIBHBIX JIOTHYECKUX
ollepallyH, MOTeHIIMAJIBHO OMACHBIX U Be[yIIHUX K BO3-
HUKHOBEHMIO CKPBITHIX OLIHOOK B ITPOEKTe HIIH yTeUKe
nHbOpMalI KU Yepes NeprdepUHbIe yCTPOLCTBA.
TakuM 06pa3oM, Bo3HHKaeT HOBas 33/1a4a: KaK Hau-
JTy4IIUM 06pa3oM peanr30BaTh HaJeXKHBIH IIPOEKT,
3Hasl, 4YTO JIeKalllasi B €ro OCHOBe peKOHPUTYypUpye-
Masi JIOTHUKa MOKeT ObITh 3apaskeHa IIPOU3BOIBHBIM
aIIapaTHLIM TPOSHOM, U KaK 3alllUTUTh LIeJIOCTHOCTD
[IPOEeKTa I10CJIe ero CO3LAHUS, TO eCTh 3aIUTUTh OUTO-
BBI IIOTOK OT MCKa>KeHHU S UIH 3apaskeHHUsI TPOSIHOM.
O6uIui TpexXCTyIeHYaThIH IIOAXO0[ K obecreuyeHUIO
LIeJIOCTHOCTH 6UTOBOro mnoroka IIJIMC mpenosxkeH
B pabote [17]. Bo-IIepBbIX, LI€JIOCTHOCTh KOHQUTYPa-
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LIMH [IpOBepsieTcs ee 0OPaTHHIM YTeHHEM, BO-BTOPBIX,

B csly4ae o6Hapy>KeHHU s HeIIPaBUJIBHON KOHOUTYyPa-

uuu, I[TJIMC yacTu4HO MogudULIHpyeTcs (0T IOATHH-

HOM 4acTH 6K TOBOIO II0TOKA), B-TPEThHX, B CJIy4ae ecIu

cuctema b6pls1a CKOMIIpOMeTHpoBaHa, I1JIMC ucnons-

3yeT IIPOTOKOJI 3aIIPOCa-0TBETA [JIs YBeAOMIIEHH I Tpe-

Thel CTOPOHBI.

B pabore (18] mpemioskeH 0630p pellleHH ] I10 3aLIKTe
6UTOBEIX MOTOKOB IIJIMC M KOHQUIYPaLMOHHOM
MaMSITH OT COOBITUIHBIX OTKA30B. ABTOPBI Ie/1aI0T Cle-
Ay IOLIKE BEIBOJBI:

e ecnu usrorosnenue IJIMC u mpoexkTupoBaHue HC
Ha IIJIMC moNHOCThIO pa3/e/ieHbl UK B IIPOEKTe
HCII0/IB3YIOTCS IP-6JI0KH TpeTher CTOPOHBL, TO 3710y~
MBIIIJIEHHHMKY He IIPe/ICTaB/IAeT TPYAA BHECTH U3Me-
HEeHU B JII000H ITPOEKT;

¢ KOHOQUIYpaLMOHHbIe OUTOBBIE IIOTOKH JAOCTATOYHO
TPYAHO IIOAJAI0TCSI 06PaTHOMY ITPOEKTHPOBAHHIO KaK
JU1s 3/IOYMBIIIJIEHHKMKA, YTO [e/IaeT /I Hero HeBo3-
MOXKHBIM ITOHATH Ha3HaveHHe MC, Tak U C LeJIbI0
IIOMCKa 3aK/Ia/0K;

¢ OHTOBBIE IOTOKK MOTYT OBITH 3aTHGPOBAHEI, UTO 0be-
CIIeYMBaeT XOPOIIYIO 3aIIKTY, U TOrJa BO MHOIKX
ITIMC BO3MOKHO BHY TPeHHEe allllapaTHoe JeKOAKUPO-
BaHMe OUTOBOro I10TOKa. OMHAKO TaKoe MK1POBaHLE
He I103BOJIseT Peajr30BbIBaTh YaCTUYHYI PeKOHPH-
I'ypaLMIO, II03TOMY He IIPUMEHHMMO /11 TAKKX ITPHJIO-
>KeHHH, KaK aJalITHBHEIE BEIUKUC/ICHHU S, SIBJISIOIIMXCS
CyllecTBeHHOH HuIIen ang IIJIMC. IludpoBaHue
OHTOBOrO IIOTOKA TAK>Ke He 3aIIUIAeT OT IPOHUKHO-
BeHUS allllapaTHBIX TPOSTHOB uepe3 IP-6/10KK CTOPOH-
HUX Pa3paboTUHKOB.

The BlueChip conception was
tested on a Leon3 processor (Aeroflex
Gaisler AB) developed on the base
of Xilinx Virtex5 FPGA. Safety in
this concept is mainly provided
by trusted software components,
and only partially by trusted hard-
ware, which are used to emulate
the remote fragments. The strat-
egy is best suitable for CPU projects,
where the software emulation for
the study of exceptions is possible.
For dissemination of the approach
to the general case of the IC design
a trusted coprocessor can be used,
which will identify exceptions and
emulate removed hardware devices.
The BlueChip concept also needs to

be improved, because the malicious
hardware are known [14], which
cannot be detected by the UCI algo-
rithm and successfully passes the
verification.

With this regard, in [15] it states
that there are no mechanisms of
protection against Trojans, guar-
anteeing their discovery before
start of use IC. The authors pro-
pose to detect attacks related to
the presence of Trojans in ICs in
the process of their use by adding
additional integrated logic blocks,
which perform a self-test of IC and
search of hardware backdoors. Such
additional logic, called DEFENSE
(DEsign-For-Enabling-Security)

is integrated into the SoC to per-
form real-time configurable secu-
rity checks through the multiplex-
ing of the various parts of the sys-
tem with the verification block. For
example, the legality of access and
the legitimacy of the state, situ-
ations associated with DoS error
messages, and the system integrity
can be checked. In the case of detec-
tion of an attack, the real-time
countermeasures are taken, for
example, suspicious logical blocks
are disabled. The authors also pro-
pose to use a failover states, backup
logical units, copying of the current
state when an attack is detected.
The comprehensive coverage of all
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Ins uaeHTUOUKALIU U IOAJIUHHOCTU pa3paboTaH-
HOTO IIPOeKTa IpeJaaraeTcs HCI0a1b30BaTh JOIOJI-
HUTe/IbHbIe KOHQUT'YPaLIHOHHBIE JIOTHYeCKHe 6710KH
(CLB) B coctaBe IIJIHIC Ha oCHOBe KOZIa C KOPPeKIiHeHn
omubku (ECC), obpasyronire rpymnmy IpoBepKHU YeT-
HOCTH. [IpoBepKa Ha YeTHOCTb Ka>KA0r0 3JIeMeHTa
CLB mo3BosisieT BCKPBIBATh BCe BHECEHHBIE B IIPOEKT
M3MeHeHHUs. [IByXCTyleHYaTas paHIOMH3aLus,
Hcroab3yemasi 1151 QOpMHUPOBAHHUS CUTHA/la YeTHO-
cTH, obecreurBaeT HelpeACcKa3yeMOCTh pe3yIbTaTa
CLB.

B paborte [19] mpenaraeTcs 3amiydTa OT alIapar-
HBIX TPOSIHOB, KOTOPasi BHOCUTCS Ha CTAaJJUH U3TOTOB-
neHus. Ecu pasMenaTb peKOHQUIYpPHUPYyeMble JTOTH-
yecKkue 6JI0KM MeX/Ay BasKHeHIIUMHU 3/1eMeHTaMU
B IIPOeKTe, TO Ha IIPOU3BOACTBEHHOMN CTaAUU OymeT
BU/MMa HEKOTOpas peKOHPUIypHUpyeMasi apXUTeK-
Typa B HEKOTOPBIX 00/1acTsIX KpUcTaLIa. ITH 6I0KH,
Ha3BaHHbIe aBTOpaMU bapbepaMH, I10OC/Ie H3rOTOBIIe-
HUS IPOTPaMMHUPYIOTCS C UCIIONIb30BAHUEM CeKpeT-
HOTO K/II04a, YTO NPUBOAUT K Pa3bIOKHPOBKe BCETO
IpoeKTa M ero JOrUYeCKOMY 3aBepuleHHI0. Eciu
pacmonoxkeHHe U QyHKIIMOHANTBHOCTh 3TUX Oapbe-
POB BEIOPAaHBI OIITHUMAJIBHO, TO 1I06BIe BCTABIeHHBIE
aIrapaTHble TPOSIHEL 6yeT JOCTATOUHO TPYAHO aKTHU-
BUPOBATh, U UX BIUsIHUe Ha FIC MO>KHO 610K POBATh.
Ocoboe BHMaHUe aBTOPHI ye/sI0T TUIy IIepelpo-
IrPaMMHPYeMOM JOTHUKH, YIPaBIeHUIO KIKOYaMHU,
M Pa3/IMYHBIM 3BPUCTHUYECKHUM METOJaM pa3Melre-
HUs 6apbepoB. KOMOHMHUPYS IIOCTOSHHYIO U IIPOrpaM-
MHPOBAHHYIO TOTUKY, MOXKHO BEIPaboTaTh YHHUKAIIb-
Hble pellleHHs IPOTHUB IIOTeHI[HaTbHBIX alllIaPaTHBIX

kinds of hardware attacks in real

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

TposHOB. IIpu 3ToM pekoHOUIypHUpyeMas JIOTHKaA
MO>XKeT MCII0/Ib30BaThCS K [/Is1 pealn3aliuH JIOKA/Ib-
HBIX 3aIIUTHBIX MeXaHHU3MOB.

HMcmonbp30BaHHEe PeKOHPUIYPUPYEeMOM JTOTHKH
B KaueCcTBe 3aIIKThl OT allllapaTHBIX 3aK/Ia0K CTa-
BUT HOBBIe 3a/la4U /I IPOeKTHPOBAHUS U BepHU-
dUKaLKUU U IIepeMelllaeT OCHOBHOe BHHMaHHe
I10 3aIIUTe C I0JYIPOBOSHHKOBOIO IIPOU3BOACTBA
Ha RTL-mpoekT. [Ins peanus3anuu 3¢ PeKTUBHOU
anmapaTHOM 3aK/IaAKK Ha ypoBHe MC B 3TOM ciaydae
3JIOyMBIIIJIEHHUKY He06X0aAuMO 0becIIeduTh B3au-
MOCB$I3b (CTOBOP) MeXXAY IPOK3BOAKTe/IeM U I1I0CTaB-
IIMKOM HMHCTPyMeHTaJIbHBIX CPe/ICTB. Peanu3anus
CJIOKHOT'O PeKOHQUIYyPHPYeMOTO JIOTHUeCKOTo IIPo-
eKTa, KaK IIPaBHUJIO, OCHOBBIBAETCS HAa HHTerpalluu
HeCKoNbKHUX [P-6/10K0B. B pabote [20] mpexniokeHa
uzes "pBOB U IOABEMHBIX MOCTOB" KaK M30JISI[HOH-
HBIX IPUMHUTHUBOB, KOTOpble IPUMEHSIOTCS B CI1y-
Yyae HCIIOIb30BAHUS HeCKOAbKUX [P-6/10K0B. OHHU
II03BOJISIIOT 6JI0KKMPOBATh HeJleraabHble OTBETBAEHUS
Y HejlerajibHbIe Me>KCOeJMHeHH sl BHYTPH PeKOHQH-
TypHUpyeMbIX 6710KOB.

[lepeuncIUM HEKOTOPBIE APYrHe IIOAXOABL C IIPU-
MeHeHHeM peKOHQUTYpPHUPyeMOLl JIOTUKH, KOTOpbIe
MOTYT OBITP KCII0JIB30BAHBI A1 OOPBOEI C ammapar-
HBIMHU TPOSIHAMH:

* YaCTUYHOE U IMHAMHYecKoe IIepellporpaMMHpoBa-

HHe JIoTu4ecKux 6710KkoB [21];

+ mudpoBaHHE KOHPUTYPALMOHHBIX OUTOBBIX I10TO-

KOB [18];
¢ pemMKanus U KecTKas KoHurypauus (lock-

stepping) moruku [22;

time is a difficult enough task, so
the prototype of DEFENSE platform
was not created. No less difficult is
the implementation of such coun-
termeasures in real time without
interrupting the operation of the
IC.

In [16] it is proposed to use the
unique checksum of hardware fora
limited period of time using trusted
hardware. This hardware check-
sum is calculated for the involved
low-level microelements of the pro-
cessor. The hardware is queried,
and the checksum is determined
for a limited time. The authors
believe that the original checksum
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may not be emulated or simulated
in a limited time, and only the
authentic hardware can correctly
respond. The mechanism guar-
antees that Trojans haven't been
added after manufacturing of the
IC. To ensure such control, called
MSF (Micro-Architecture Signature
Function), and to generate a unique
response to the request, the new
instructions for the processor were
developed. However, this approach
does not allow to detect Trojans
inserted in the project at stages of
specification, development, verifi-
cation or manufacturing.

In [10], during considering
threats associated with "denial

of service" attack (DoS attack), a
special function of "heartbeat" is
developed to check the continuity
of operation of IC. Non-cacheable
memory accesses are added to the
software, after which these sig-
nals appear on the memory bus as
a regular, but random intervals,
which are used to detect fact of a
DoS attack.

RECONFIGURABLE ARCHITECTURE
The use of reconfigurable logic to
counter hardware Trojans has sig-
nificant benefits, but poses new
challenges at the stage of design.
There is a spectrum of reconfigu-
rable logic devices, including:




* HCII0Jb30BaHMe QYHKIIMOHAIBHO UIEHTHYHBIX, HO
MMEIIHUX PAa3THYHYI0 aPXUTEKTYPY TOTHYeCKUX
6J10K0B [23];

+ TreHepalMs OAHO3HAYHBIX AllIIAPAaTHBIX MOAYIeHN
C UCII0JIb30BaHUe CIYUYaHHBIX UHCe [24].

PEMJIMKALSA YACTEN, ®PATMEHTALMS

N MAXXOPUTAPHAS BbIBOPKA

Pa3paboTka 3¢ PeKTUBHEIX allllapaTHHIX TPOSIHOB

CBsI3aHa C IOHKMMaHHUEeM IIPOTUBHUKOM QYHKIIHO-

HUpOBaHUS ITpoeKTa MC, HauMHas OT ypOBHS BeHTHU-

neit, RTL-ypoBHS, ypoBHs MC 1 3aKaHUYHBasi MaKpo-

yPOBHeM BCel CUCTeMbl. Ha Bcex 3TUX YPOBHSIX [IJIS1

MNPOTHUBOAEUCTBUS allapaTHBIM TPOSSHAM MOTYT

OBITH IPHMeHEeHBI CIelyIolnke 061 e MOAXOMBI:

* PeIIMKAalLMS WIH YABOeHHe JIOTUKU U /U JaHHBIX;

* pasfeneHHe UJIM QparMeHTAllMs JOTUKA HIH/ U
JaHHBIX;

* paccpefoToYeHHE MM paclpefesieHHe JOTUKHU
WIH /U JAaHHBIX;

* HaKoIUIeHHe U 06beJHeHHe IOTHYeCKUX PYHKI[UH
WU/ U JaHHBIX, HAIIPUMeP, HUCIIO0Nb3ysI MakOpH-
TapHYIO BEIGOPKY.
9TH 06111e KOHTPMepbl 3QPeKTHUBHEI B TPeX Cydasix:

e IIpH 3alIMTe OT allllapPaTHBIX TPOSHOB, IIPUBOL -
IIHX K yTeuKe KOHQHIeHIIUAIbHON HHPOPMALUU
IyTeM pasjiefieHUs JaHHBIX U 00paboTKHU X He3a-
BUCHMBIMHU JIOTUYECKUMH 3/IeMEeHTaMHU;

e JUIS 3AIMUTHI OT QYHKUMOHAJIBHBIX MU CIIeIUH-
KaLIMOHHBIX MOAMGHUKALMI 3IeMEHTOB C IIOMOILBIO
HEeCKOJIPKUX KOIIHUM WU Ny6IHKAaTOB JTOTMYeCKUX
6JIOKOB;

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

* IS 3aIIUTHI OT DOS-aTaKk IyTeM 3alaHU s U30BITOUHO-
CTH paboTaloMMX JIOTHUECKUX 9/IeMEHTOB B IIPOeKTe.
PaccMaTpuBaeMble KOHTPMePHl MOTYT OBITH pas-

MeIlleHBbl Ha Pa3/JMYHBIX YPOBHSX: BEHTHJIBHOM,

RTL, /oruv4eckoro IpoekKTHPOBAHHSA, QYHKIIHO-

HaJIBHBIX Mo,z:[ynefl, IP-amep, BIJIOTH OO0 YpoBHA HC

Y YCTPOMCTB Ha MaKpOypoBHe. MeXxaHU3MBbI 3aIIUTHI

IIpelIIosaraloT OTCYTCTBHeE "CroBopa’ MesXAy peIliu-

KaIMOHHBIMH KM Ny6THPOBAaHHBIMU 3JIeMeHTAMH

B IIPOEKTe.

MeTon fUHAMHUYeCKOH OLleHKH IOBepKHU 060py-
OOBAaHUS BO BpeMs ero 3KCIIyaTalluK MpeoKeH
B pabore [23]. ETo cyThb 3aK/II049aeTcs B 0OOHapy>KeHUH
anmapaTHOro TposiHa IpU paboTe CHCTeMBI, IIOCIIE
Yero oHa IIPOAO/IKAETCS C yAaJleHHueM HUJIH MaJIbIM
3a/leliCTBOBAHHEM II0/I03PUTE/IbHBIX 371eMeHTOB.
ABTOPBI ITpe/iJIaraioT UCII0NIb30BATh MHOTOSIIEPHYIO
cucTeMy 06paboTKH JaHHBIX U BOCIIOJIB30BAThCS
NPUCYIIMM TaKUM CHCTeMaM pe3epBUPOBAaHHUEM,
OTKa3bIBasiCh OT sifiep, KOTOPble He 3aCAy>KHUBAIOT
noBepHsi. PYHKIIMOHAIbHO SKBHUBaJIeHTHBIE BapH-
aHTHI IPOLIECCOB IIPOBOJSITCS Ha HECKOJIBKHUX MIPO-
Ieccopax, I0oCjie Yero CPaBHUBAIOTCS UX pe3yib-
TaThl. Pa3auYHble BAPUAHTH OJMHAKOBBIX IIPO-
LleCCOPHBIX 06paboTOK MOTryT OBITH BHIIIOJIHEHBI
Ha OCHOBe Pa3HbIX KOMIIHISLHUHN HUJIH peanmusa-
UK. Tak>Xke MOTYT HCIIO0JIb30BAaThCsl pPa3IHUHBIe
anropUTMBI 06paboTKM HaHHBIX. EC/IH pe3yapTaThl
I ByX 3JIeMEHTOB OT/IMYAIOTCSI, IIPOBOJSITCSI PAcUeThl
Ha TpeTbeM 37IeMeHTe U CPaBHeHHe TpeX pe3ysbTa-
TOB. DTOT IIPOLieCcC IIPOJOJIKAETCS 10 TeX I10p, ITOKa
He OyJIeT NJOCTUIHYTO COOTBETCTBHeE, [0 KpaKHel

to the same threats from hardware

« FPCA of high logic density,
where most part of the device is
reprogrammable;

« target FPCAs containing fixed
semiconductor elements, e.g.,
memory controllers, and even
entire processor cores;

 custom ASIC that may contain
small reconfigurable parts to per-
form certain functions, such as
implementing a binding logic
circuits or a custom element for
joint processing.

The main advantage of reconfigu-
rable logic is the possibility of sepa-
ration between design of IC and its
hardware implementation. If the
design of a standard IC is passed
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directly to the chip production,
then, in the case of reconfigurable
logic, programmable logic unit or a
macro block is inserted into the IC
before start of manufacturing, and
after production it is programmed
by configurable bitstream com-
pleting the hardware implementa-
tion of the project. This separation
means that the project can be devel-
oped almost entirely in the trusted
environment, except for some
peripheral functions that are added
to the main logical elements.

The approach provides full con-
trol of the project at the RTL-level,
but the development and inclusion
of reconfigurable logic are subject

Trojans, which are characteris-
tic of standard ASIC. However, the
attacker can execute only a general
attacks against the architecture
of the reconfigurable logic, which
hinders the smooth intervention
or modification of logic operations
of configured project. But it is pos-
sible to undertake the full range
of attacks: to change functional-
ity, to change the specification,
to steal confidential information
and to perform DoS attacks. So,
for example, the changes in the
logic elements can lead to addi-
tional logical operations that are
potentially dangerous and leading




Mepe, MeXAy ABYyMS 3leMeHTaMHU 06paboTKu gaH-
HBIX. [IpoIjecCOpHBIe 37leMeHTbI, KOTOpBIe 10T IIPOo-
THBOpPeYHBbIe (OIIHO60UHbIE) Pe3yJIbTAThl AUHAMHYe-
cku "mTpadyrorcs’, To ecTh 'moBepue”’ K HUM CTAaHO-
BUTCSI MeHbIIle, U 110 BO3MOKHOCTH OHH HCIIOJIb3Y-
I0TCSI MEHBbIIIe,

9TOT MeTOoJ MOXKeT 6BITh PACIIMPEH C HCII0Nb30-
BaHMeM C/1y4alHOM BbIOOPKH BapHaHTOB QYHKIIHO-
HaJbHO 5KBHBAJeHTHBIX allllapaTHHIX CpeAcTB. OH
TaK>Ke MOKeT IPUMEHSIThCS Ha Pa3IHYHbBIX YPOBHSX
abcTpakU MM, HAIPUMep, HHCTPYKL UM, BEHTHIb-
HoM, mporpaMmsbl uau MC. Eciu MeTOI MCIIO/Ib-
3yeTcsl Ha ypoBHEe KOMaH/[, TO aKTHUBHOCTb Ha HEM
MO3KeT ObITh IIPO3PauHOM /15l 60/lee BHICOKUX yPOB-
HeM, B TOM YHCJIe U 5 HeGOJNbIION IIOBEpEeHHOM
BBIUMC/IUTENbHON amnapaTHou 6a3el (TSB), Ha KOTO-
PO MOYKHO IIPOBePSTh KOMaHHBII YPOBEHb PacIu-
CaHMU, BbIOOpa PeIIMKALIMOHHBIX 67I0KOB, 3aJlaHU I
BAapHaHTOB U MasKOPUTAPHOM BBIOOPKHU.

B pabore [22] mpepmysaraeTcs BBHIIOTHEHHAs
Ha IIJIMC skecTKasgs KOHPUTYpaLlKg IBYXIIPOLIeCCOP-
HOI apXHUTEeKTYPbI C HeIIOCPeICTBeHHBIMH CBSI3SIMH,
KOTOPasi Ha MaKpOypPOBHe IpefCTaBsieT cobol pea-
JTH3AIUI0 PeIIMKALMH U MasKOPUTAPHOU BEIOOPKH.
O6a mmponeccopa mony4arT U 06pabaTeBAIOT OOHU
U Te ke UHCTPYKIUH OJHOBPEeMeHHO. AIIapaTHO
peann3oBaHHAas JOTUKa IIPOBepsieT U CpaBHUBAET
BCe yIPaB/SIONMe CUTHAIB KasKI0KM TPaH3aKI MU
Ha muHe. Ecnu obHapyXeHa ommubka, cUcTeMa
IPUHYIUTETbHO BBOJUTCS B IIOC/IeL0BATENIBHOCTD
yCTpaHeHHUs OmMUO6KHU. [ aleKBAaTHOTO IPOTUBO-
OeMCTBUS CUCTeMBI allllapaTHBIM TPOSTHAM A0/IKHA

MILITARY AND SPACE TECHNOLOGY

6bITH IIpOBeeHa MonHas Bepuduranus TSB - 6110-
KOB [IPOBEPKU U yCTPaHeHHU s olIHO0K. MeTos MoxKeT
OBITH pacIIKpeH JJIs 60/IbIIEro YHCIa IPOLecCoOpoB,
KOTOpbIe MOTYT OBITh OTZeMbHBIMU HC HIH BXOAUTD
€ cocTaB omHOM ITJIHC.

B 1991 rony B pabote [25] Kcciie0BaIUCh BOIIPOCH
obecrieueHU s BBICOKOK HaJeXHOCTH U paboTocrio-
COOHOCTH, a TaKKe COXpPaHeHU s KOHPUIeHIIHaTbHO-
CTH IAaHHBIX B 6O/IBIIHX PacIIpe/ie/IeHHBIX CHCTeMaX.
Yrpo3sl, CBSI3aHHBIE C alllIapaTHBIMU TPOSIHAMHU, He
paccMaTpHBAIKCh, OMHAKO MIPe/IOKeHHbIE METObI
OTKa30yCTOMYMBOCTH aKTYaJIbHBI 151 IPOTHUBOMIEH-
CTBUSI HeCAHKIIMOHKMPOBAHHBIM 3aK/IafKaM. O6IHi
MOA X0 IIpeAirionaraeT pa3breHre JaHHBIX Ha MaJlble
dparMeHTHl, TaK YTO Ka>XXAbIH M3 HUX COJEPKUT
AOCTAaTOYHO Maso HHGopManuHu. OH MOXeT OBITH
HCIIONIb30BAH M JJIS1 XpPAaHEeHUS AAHHBIX, U JJISI UX
06paboTku (COOTBETCTBEHHO, OHU TPYIIIUPYIOTCS,
KaK GparMeHTHI A1l XpaHeHUS U 1151 06paboTkH).
Pennukanus (pe3epBUpoBaHHe) $parMeHTOB IIPU-
MeHseTcs AJ1s1 obecrieueHU s HaJIe>KHOCTH CUCTEMBI.
[ToporoBsle cxeMBl, MOJOOHBIE CXeMaM 'TaHHOTO
obmeHa" (Hampumep, [26]), mpeaIoKeHEI 415 Mepe-
KOMIIOHOBKH XPaHHMBIX U 06pabaTbiBaeMBbIX HaH-
HBIX. [IpH 3TOM ompefeneHue QYHKIHUN pparMeH-
Talliu 0b11ero Ha3HaueHU sl - JOCTATOUHO CJIOXKHBIH
Y IOPOToi BRIYMC/AMTENbHBI Ipolecc. [Iomo6HbII
MeXaHH3M MOXKeT OBITh peaqr30BaH B BUE BEIUHC-
JTUTebHBIX 3JIeMEeHTOB Ha JUCKPETHBIX aIlIIapaTHBIX
cpencTBax. B aTom ciaydae Heobxonumas TSB BKIIO-
4yaeT B cebs BXOIBI U BEIXOABI 06pabOTKHU U XpaHEeHU I
OIlepaLyH.

to the emergence of hidden errors
in the project, or to the leakage of
information through peripheral
devices.

Thus, there is a new problem:
how best to implement reliable
project, knowing that the under-
lying reconfigurable logic can be
infected by arbitrary hardware
Trojan, and how to protect the
integrity of the project after it is
created, that is, to protect the bit-
stream from distortion or infec-
tion with a Trojan. General three-
step approach to ensuring the
integrity of the bitstream of the
FPCA is proposed in [17]. First, the
integrity of the configuration is

checked by the reverse reading,
secondly, in case of detection of
incorrect configuration, the FPGA
is partially modificeres (from orig-
inal parts of the bitstream), and
thirdly, if the system was compro-
mised, the FPCA uses the request-
response protocol for notifying a
third party.

In [18] a review of the solutions
on the protection of the bitstream
of the FPGA and configuration
memory from the event failures
is proposed. The authors make the
following conclusions:

« if the manufacturing of the FPCA
and design of IC on an FPCA are
completely separated, or third

party’s IP blocks are used, the
attacker can easy make changes
to any project;

« reverse engineering of configura-

tion bitstreams is quite difficult
both for the attacker, making
impossible for him to understand
the purpose of IC, and for search
of backdoors;

« the bitstreams can be encrypted,

which provides good protection,
and then the internal hardware
decoding of the bitstream is
possible in many of the FPCA's.
However, this encryption does
not allow partial reconfigura-
tion, therefore, is not applicable
for applications such as adaptive
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B HacTosiIee BpeMs ITI0Ka HET eITHOT0 pelieHHsI, KOTO-
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computing, which are an impor-
tant niche for FPCA. Encryption
of the bitstream does not protect
against the penetration of hard-
ware Trojans through IP blocks
of third-party developers.

To identify the authenticity
of the developed project it is pro-
posed to use the additional con-
figuration logic blocks (CLB) in
the FPGA based on error correction
code (ECC), which form an group
for parity checking. Checking
the parity of each element of the
CLB allows to reveal all changes
in the project. Two-stage ran-
domization that is used to gener-
ate the parity signal, ensures the

HAHO MHOYCTPUA #2/72/2017

unpredictability of the result of
the CLB.

In [19] the protection against
hardware Trojans at the manu-
facturing stage is proposed. If to
place a reconfigurable logic blocks
between critical elements in the
project, then some reconfigurable
architecture in some areas of the
chip is visible at the production
stage. These blocks that are called
"the barriers" by the authors are
programmed after manufacture
with use of a secret key that leads
to the unlock of the project and its
logical completion. If the location
and functionality of these bar-
riers are chosen optimally, then

it will be difficult to activate any
inserted hardware Trojans, and
we can block their impact on IC.
The authors pay special attention
to the type of reprogrammable
logic, key management, and var-
ious heuristic methods of placing
barriers. Combining permanent
and programmed logic, we can
develop unique solutions against
potential hardware Trojans. At
the same time, reconfigurable
logic can be used for the imple-
mentation of local protective
mechanisms.

The use of reconfigurable logic
as a protection against hardware
backdoors poses new challenges
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for design and verification, and
moves the focus from the semi-
conductor manufacturing to
the RTL project. To implement
an effective hardware backdoor
on the level of IC in this case, an
attacker would have to provide the
relationship (agreement) between
the manufacturer and software
supplier. Implementation of a
complex reconfigurable logical
project, usually is based on the
integration of multiple IP blocks.
In [20] the idea of "moats and
drawbridges" as isolation primi-
tives is proposed, which are used
in case of multiple IP blocks.
They help block illegal arms and

interconnects inside the reconfig-

urable blocks.

Let's list some other approaches
with the use of reconfigurable logic
that can be used for combating
hardware Trojans:

« partial and dynamic reprogram-
ming of the logic blocks[21];

« encrypting the configuration bit-
streams [18];

« replication and lock-stepping of
logic [22];

« use of functionally identical, but
having different architecture
logic blocks [23];

« generation of unambiguous hard-
ware modules with the use of
random numbers [24].

REPLICATION OF PARTS,
FRAGMENTATION AND VOTING
Development of effective hard-
ware Trojans requires understand-
ing of the operation of the IC proj-
ect from the level of gates, RTL
level, IC level, and ending with
the macro level of the entire sys-
tem. At all these levels to com-
bating hardware Trojans the fol-
lowing general approaches can be
applied:
« replication or doubling of logic
and/or data;
+ separation or fragmentation of
logic and/or data;
« dispersion or distribution of logic
and/or data;
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+ accumulation and merging of
logical functions and/or data, for
example, using the voting.
These general countermeasures

are effective in three cases:

« for protection against hardware
Trojans, leading to the leaking
of confidential information by
separating the data and its pro-
cessing by independent logical
elements;

« for protection against functional
or specificational modifications
of elements using multiple cop-
ies or duplicates of the logical
blocks;

« for protection against DoS
attacks by setting a redundancy
operating logical elements in the
project.

These countermeasures may
be placed at different levels: gate,
RTL, logic design, functional mod-
ules, IP cores, up to the level of IC
and devices on the macro level.
Protection mechanisms assume
that there is no "collusion" between
replicated or duplicated elements in
the project.

Method of dynamic evaluation
of verification of the equipment
during its operation is proposed in
(23]. Its essence lies in the detection
of hardware Trojan in the system,
after which it continues to operate
with the removal or small use of
suspicious items. The authors pro-
pose to use a multi-core data pro-
cessing system with redundancy,
rejecting the cores that are not cred-
ible. Functionally equivalent ver-
sions of the processes are performed
on multiple processors with com-
parison of their results. Different
variants of the same CPU process-
ings can be performed based on dif-
ferent compilations or implemen-
tations. Different data processing
algorithms can also be used. If the
results of the two elements differ,
the calculations are carried out at
the third element with comparison
of the three results. This process
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continues until you reach the con-
formity at least between two ele-
ments of data processing. Processor
elements that give inconsistent
(incorrect) results are dynamically
"penalized”, i.e., "trust" to them is
less and they are used less.

This method can be extended
with the use of random sampling
of variants of functionally equiva-
lent hardware. It can also be applied
at different levels of abstraction, for
example, of instructions, gate, soft-
ware, or IC. If the method is used on
the command level, the activity on
it can be transparent to higher lev-
els, including for small trusted com-
puting base (TSB), which can verify
command level schedules, selection
of the replication blocks, options
specification, and voting.

In [22] it is proposed a FPCA-
based configuration of dual-pro-
cessor architecture with direct con-
nections, which at the macrolevel
is an implementation of replication
and voting. Both processors receive
and process the same instruc-
tions at the same time. Hardware-
implemented logic checks and com-
pares all of the control signals of
each transaction on the bus. If an
error is detected, the system is forc-
ibly introduced into the sequence to
fix the error. For adequate counter-
action to hardware Trojans a com-
plete verification of TSB-blocks of
detecting and fixing errors must
be carried out. The method can be
extended for a larger number of
processors, which can be single ICs
or parts of the same FPCA.

In 1991, in [25] the issues of high
reliability and efficiency, as well
as the preservation of data pri-
vacy in large distributed systems
was studied. The threats associ-
ated with hardware Trojans, have
not been considered, however, the
proposed methods of fault toler-
ance are relevant to counter unau-
thorized backdoors. The general
approach involves dividing the

data into small fragments, so that
each of them contains rather little
information. It can be used both
for data storage and processing
(accordingly, they are grouped as
fragments for the storage and pro-
cessing). Replication (redundancy)
of fragments is used to ensure the
reliability of the system. Threshold
schemes like a "secret sharing"
(e.g. [26]) are proposed for rear-
ranging the stored and processed
data. In this case, determination
of fragmentation functions of gen-
eral purpose is quite difficult and
expensive computational process.
Such a mechanism can be imple-
mented in the form of computa-
tional elements on discrete hard-
ware. In this case, the TSB includes
the inputs and outputs for process-
ing and storage of operations.

CONCLUSION

Currently, there is no single solu-
tion that can provide complete pro-
tection against the entire spectrum
of threats and mechanisms of acti-
vation of the hardware backdoors
during operation of the system. It
is unlikely that such a solution will
ever be found, and a combination
of countermeasures is necessary
to counter specific classes of hard-
ware Trojans in specific applica-
tion areas. These countermeasures
should be developed taking into
account systems in which they are
applied, and also given the provided
level of protection. As it is shown in
(14], the development of new coun-
termeasures in a natural way cre-
ates ways to work around them. This
"arms race" in the field of hardware
Trojans necessitates the use of inte-
grated "deeply layered" approaches
to security of electronic systems. W
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