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B TpeTbeil 4acTu UuMKAQ O630pHbIX CTaTeil PpacCMOTpPeHbI

Haunbonee [encTBeHHble Crnocobbl

npeaynpeXxaeHns annapaTtHbiX 3aK1afoK B MHTErpasibHbiX CXemMax — annapaTHbIX TPOSIHOB. OAHaKo
M OHM He JAlOT rapaHTUIO OTCYTCTBMS arnnapaTtHOro TposiHa B cucteme. Mo3ToOMy NpoTUBOAENACTBUE
OOJKHO 6bITb KOMIM/IEKCHbIM, BKJTHO4asi CMNOCO6bl O6HAPY>XEeHUS.

In the third part of a series of articles devoted to Hardware Trojans the most effective
methods to prevent them are considered. However, they does not give a guarantee of
absence Hardware Trojan in the system. Therefore, counteraction should be comprehensive,

including detection methods.

aJuvHe alllapaTHBIX TPOSIHOB IIPe/ICTAB/seT 3Ha-

YHTe/IbHYI0 YI'Po3y 6€30I1acHOCTH, [I03TOMY CaMasi

HelCTBeHHasi Mepa 60pbbBI ¢ HUMH - IpenoT-
BpallleHHe UX BHeJPeHHUs B Iporecce pa3paborku MC.
[IpenynpeskeHue SBIIseTCs IEPBBIM YPOBHEM 3aLIUTHI
OT aIlllapaTHBIX TPOSIHOB U Ba>KHBIM 3B€HOM B CTpPaTeruu
MHOIOyPOBHEBOK 3alUThl. MCX0[s U3 TPaJULIHOHHEIX
IIPaBUJI, IPOLIELYP U ITPAKTHUECKOTO OIIbITA, [/l COXPa-
HeHU s KOHTPOJISl HaJl IpoljeccoM paspaborku MC cie-
IyeT 3a/IeFICTBOBATH OBePeHHbIe KOMAH/IbI Pa3paboTdu-
KOB, CPeJICTBA [IPOeKTHPOBAHHSI U I0BePeHHbIE IIPOH3BO/-
cTBa. OIHAKO CYIIeCTBYIOT U CIIel[Ha/IbHble UCC/Ie/I0Ba-
HUSI, IOCBSIIIIeHHBIe HOBBIM METOIAM IIpedyIIpeskAeHUS
BHe/IpeHH I allIIapaTHbIX TPOSHOB Ha Pa3/IMYHBIX dTaIlax
IIPOEKTHPOBAHMUS U U3r0ToBIeHHs UC.

MPEAYNPE)XXAEHWE ANMMAPATHbIX

3AKNTAAOK HA 3TANE NPOEKTUPOBAHUA

Ha sTame mpoeKTUPOBAHUS allllapaTHas 3akKaazKa
MOKeT ObITh BHeJIpeHa B IIPOEKT YJIeHOM TPYIIIIbI pas-
paboTUMKOB, 3aHeCeHa HeIIPOBepeHHBIM IIPOrpPaMM-
HBIM obecrmedeHHeM Ans pa3paborku HMC unu gepes
BKJIIOUEHHE B IIPOEKT HEIIPOBEPEHHBIX CTOPOHHUX
CJIOKHO-QYHKIIMOHANIBHBIX Moaynaen (IP-610KkoB).
Co3zaHUe IpoBepeHHBIX cxeM (6e3 ammapaTHBIX
3aK/JIaZoK) C HUCIONb30BAHHEM HEIPOBEPEHHBIX

nHcTpyMeHTOB CAIIP MC paccmoTpeHo B pabore [1].
IIpeli/Io’KeHHOE pellleHHe OCHOBAHO Ha HCII0Nb30BaHUHU
UHCTPpYyMeHTOB CAIIP 1151 CJIOKHBIX CHHTe30B H OUYeHb
IIPOCTOM IIPOBEPEeHHOI IPOrpaMMBbl, CO3laHHOM pa3-
paboTUMKOM [/l KOHTPOJISL Pe3y/IbTaTa U BhISIBIeHHS
BO3MOKHBIX [IPHBHECEHHBIX B IPOEKT MOAHUPUKALIUH.
OCHOBHas Ujies 3aK/I04aeTCs B CO3JAHKUU TaKoH CIIell-
HUKALIUU IIPOeKTa, TP KOTOPOU He O0CTaeTCs MecTa
1711 ;obaB/ieHU sl 310HAaMePeHHOM CXeMbl He[lpoBepeH-
HeIMU HHCTpyMeHTaMu CAIIP. IlonHasa cnenudura-
LM 0/DKHA IIPeAIIoNaraTh, UTO allllapaTHEIE PeCcypChl
IIPOeKTa JOJIKHBI OBITH IIOJTHOCTBIO 3a/]€CTBOBAHEI
BO BCe TaKkThkl. MeToz 6a3upyercs Ha TOM, YTO AOCTa-
TOYHO JIeTKO IIPOBEPUTh, UCIIONb3YIOTCS I B IIPOEKTe
IIOTHOCTBIO BCe pecypchl (NP-riosHas 3afaya), o aHa-
JIOTHH C TeM, YTO HAaUTH penleHHe NP-II0JIHOU 3aJa4yH
C/IOKHO, HO IIPOBEPUTH, YA0BIEeTBOPSeT 11 €M pelle-
HHe, OTHOCHUTEJIBHO IIPOCTO.

OcHoBHas mpobaema TaKOro IOAXOJA COCTOUT
B TOM, UTO BIIOJIHE BO3MOKHO [2] IIOCTPOUTD allIlapat-
HBIH TPOSIH, MCIIOb3Ys TOJIBKO JIOTHKY, KOTOpas y>Ke
3a/IeHICTBOBaHa B IIpoeKTe. OTHOCHUTEIBHO IIPOCTO Pas-
paboTarh mporpamMmy /sl IPOBePKHU TOTO, YTO IIPOEKT
HCIIO/Ib3YyeT BCe JOCTYIIHbIE allllapaTHbIe pecypchl, HO
OIlpefeNuTh, OTCYTCTBYIOT JIU 3JI0HAMepeHHbIe U3Me-
HEeHMU S JOCTAaTOYHO CJIOXKHO.

HIMK"TexHonormnyeckun ueHtp"/ SMC "Technological Centre".
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[T0XOSKUH IOAXOM, HO C HCIIONb30BAaHUEM MeTOIOB
obdyckanuu (3amyTeIBaHUS), II0LPOOHO pacCMOTpeH
B pabore [3]. [TpaBu/IbHAS PYHKIHMOHANIBHOCTB ("HOP-
MaJIBHBIF PeXKUM'") CIIPSITAHA 32 CeKPeTHYIO MHUIHA-
JTU3UPYIOLIYIO [I0C/Ie/I0BATEIBHOCTD, 1I060€ OTKJIOHEHHe
OT KOTOPOH IepeBogUT MIC B HEBO3BPAaTUMBIH "pPeKUM
obdyckanuu" B rpade cocTosHUMN. OTIHYHE MEXAY
3THUM IIOAXOJOM U H3JIOKeHHBIM BBIIIE 3aK/ITI0YaeTCs
B TOM, 4TO MeToJ, 06QyCKaIIUK HUCIIONB3YeT TYITHKOBBIE
COCTOSTHHS, & He CTpeMJIeHHe 3a/IeHICTBOBATH BCe JOCTYII-
HBble JIOrM4ecKHe BeHTU/IH. DTO YIIPOIaeT ero peairsa-
ILJUIO0, HO U I103BOJISIeT BHECTH 6oJlee IPOCThle U3MeHe-
HUS B IIPOEKT BHe I10CJ/IeJ0BATeIBHOCTH. TaKOH IIOAXOZ,
He 3aIIUIIAeT OT BO3MOKHBIX H3MeHeHH I HCXOLHHUKA,
IIpUYeM OHH He BBISB/ISIIOTCS CIIeLIMaTbHBIM aHAIH30M
IIpOeKTa MeTolaMH 06PaTHOTO IPOeKTHPOBAHMUS I10CIIE
usrorosneHus HUC,

NPEAYNPEXXAEHWUE HA STANE U3rOTOBJIEHNA

Bompocel um3rorosieHus HMC Ha HeIlpoBepeHHOM
IIPOM3BOACTBE PacCMOTpeHHBI B pabotTe [4]. ABTOpHI
NpeloKUIN CHUCTeMY, KoTopasi obecrmednBaeT
pa3paboruuka - morpebutens CP-6moxoB (IP-6710K0B),
crenudrUKal el HMCIONIb3yeMbIX B HeM allllapaTHBIX
CPeZCTB, a TAKsKe CITUCKOM TaK Ha3bIBaeMBIX 'CBOKCTB,
MMEIOIHUX OTHOIIEeHHe K CeKPeTHOCTH . M IIOCTaBIIUK,
u riorpebuTens CP-67I0KOB COrIAIIAIOTCS TPAHCTHPOBAThH
3TH CBOMCTBA B QOPMaabHBIM MaTeMaTH4YeCKUU
KOJ, Ha sS3bIKe "aBTOMATHYeCKOro JOKa3aTelbCTBa'.

ardware Trojans pose a sig-

PREVENTION OF HARDWARE

[TockonbKy paspaborunk CP-6soka numer HDL-Kof,
OH IPOBOAMT PopMajbHOE [0Ka3aTelbCTBO TOTO,
UTO CrHenMUIHMPOBAHHBIE allllapaTHbIe CPeaCTBa
BBITIOJIHSIOT BCe Tpebyemsble cBOMCTBA. OHU MOTYT
OBITH IPOBEPEHBI Yepe3 IIPOrPaMMy aBTOMATHYECKOT0
mokasaTenbcTBa, Korga CO-61o0k bymeT mocTaBieH
norpebutento. ITa upges momobHa mpoieccy
[IPOrpaMMHOM BepuPHKaLIKH Ha ocHoBe PCC-kona (Koza
HOCHUTeJIs JoKa3aTe/lbCcTBa) [5]. CBsI3bIBaHMe pOpMabHOM
MOJeNH MPOoeKTa Co crenudUKalel IIpoeKTa MOXKeT
IIPUBECTH K 60s1ee KOppeKTHOM peanu3anuu MC. OgHaxo,
KaK OTMe4aloT aBTOPBI, CO3aHHe pOpMaTbHOK MOAETH
ocTaetcs 3a nocraBmukom CP-610ka, U HeobXO0AHUMO
OBITh IIOJIHOCTBIO YBEPEHHBIM B €r0 HaJeXXHOCTH, 4YTO
OH He J00aBUT aIlapaTHYIO 3aK/IaAKy B IPOEKT HUIH
B [I0Ka3aTe/AbHBIM KOA. B IMPOTHBHOM Cly4dae TaKyIo
3aK/IJIKy 6yZieT JOCTATOYHO TPYAHO OOHAPYSKUT.

NPEAYNPEAUTEJ/IbHDIE MEPDI NOC/IE U3rOTOBJIEHNA UC

B paborte [2] paccmaTpuBaeTCs MOAXOA K peanr3aluu
HUC c npuMeHeHHeM PeKOHQUIYPHUPYeMOM JIOTUKHU
(cnenuduuMpyeTcs Iocse usrorosneHus MC), KOTopyio
pacmosnaraloT MeXKAYy BBIXOLAMHK OJHOH CXeMBI
U BXOZaMHU ApPyror. Takum obpasom, JoCTUTAeTCS
CKPBITHOCTD IIPOEKTA OT 3/I0YMBINIIEHHUKA, KOTOPBII
HMMeeT JIOCTYII K OIIMCAaHUIO Ha YPOBHE PeTHCTPOBBIX
nmepesfad. STOT MOJXOJ MOXHO pacCMaTpHBaTh Kak
IIPeBeHTUBHYIO MePy U KaK MeTOJ IPOTHBOIEHCTBHS
IpHU 3KcIIyaTauuy MC B IPUCYTCTBUMU aIlllapaTHOIO

introduced in the project. The key

nificant security risk, so the

most effective measure to
combat them is to prevent intro-
ducing them in the IC design.
Prevention is the first level of pro-
tection against hardware Trojans
and an important link in the
multi-layered security strategy.
According to the traditional rules,
procedures and practical experi-
ence, in order to maintain control
over the IC development, trusted
teams of developers, design tools
and trusted productions should
be involved. However, special
research on new methods of pre-
vention of the introduction of
hardware Trojans is undertaken
at various stages of IC design and
manufacture.

TROJANS AT DESIGN STAGE

At the design stage the hardAt
the design stage, a hardware
backdoor can be introduced in a
project by a development team
member, untested software for
the IC development, or through
inclusion in the project of some
unverified third-party intellec-
tual property modules (IP mod-
ules). The creation of the checked
schemes (without hardware
Trojans) using untested IC CAD
tools is discussed in [1]. The pro-
posed solution is based on the
use of CAD tools for the complex
synthesis and very simple proven
programme created by the devel-
oper to control the results and
identify possible modifications

idea is to create such project spec-
ifications which would exclude
adding any malicious scheme by
unverified CAD tools. Full speci-
fication should assume that the
hardware resources of the proj-
ect should be fully involved in
all strokes. The method is based
on the fact that it is easy enough
to check whether a project uses
all the resources (NP-complete
problem), similar to that it is
difficult to find a solution for a
NP-complete problem but it is rel-
atively easy to verify whether the
solution will be suitable.

The main problem with this
approach is that it is quite possi-
ble [2] to build a hardware Trojan
using only logic already involved
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TposiHa. C TOYKHU 3peHUsI IPeBeHTUBHBIX Ka4yeCTB, 3TOT
MeTO/I OCTaBJISIeT 3/I0yMBIIIJIEHHUKY Heollpele/IeHHOCTb
B paboTe 6e3 3HAHUS CXeMbl PeKOHQUIYpPHUPyeMOH
JIOTUKH, YTO Cy>kaeT 06/71aCcTh BO3MOKHBIX aTaK.

Jlaske mputarasi 60/IbIIke YCHINS, JOCTATOYHO TPYIHO
[IOJIHOCTBIO NIPeJOTBPATUTh BHeAPeHUe allllapaTHON
3aknagku B MC. OfHAKO HAUIy4IIHUX pe3yabTaToB
B KOMIIJIEKCHOM HPOTUBOAEHCTBHUHU allllapaTHBIM
TPOSHaM MOXKHO JOCTHUYb, He JOIYCTHUB ero Halu4us
BUC.

OBHAPY)XEHUE ANMMAPATHbIX 3AKNAAOK

Hapapy ¢ OpeBeHTHMBHBIMU MepaMH 3aL[MTHI
OT NPOHUKHOBEHHUS TPOSAHOB B IIPOEKT HIJIH
B MC, CymecTBYIOT U METOABl UX OOHapyKeHHS.
[Ipu BBISIBJIEHUU AIMAPATHBIM TPOSH MOXKET OBITH
yOaaeH U3 ImpoekTa (ecau obHapy>XeH B OIMHCAHUU
Ha YpOBHe peruCTpPOBBIX Iepepmau), nubo HC
C TPOSHOM MOKeT He HKCIIO0Nb30BaThCS, UK Ke
MOKeT 3KCIIJIYaTHPOBAThCS M C IPUCYTCTBUEM
anmmapaTHOM 3akKJaAKH. B 3aBUCHUMOCTH
OT MeXaHH3Ma 06HapykKeHHUs, 3aKJIaJKa MOXKET OBITh
UIeHTUQUIIUPOBAHA, UJIH K€ MOKeT ObITh BHIIIOTHEHA
CTaTUCTHYECKasd OLleHKa BePOSTHOCTHU HAJIHUYUI
HU3MeHeHUH B ITpoeKTe.

TpaguLIMOHHOE TeCTHPOBaHUE U BepUPUKAIIHI
HMC HampaB/ieHB Ha IIPOBEPKYy COOTBETCTBHUSA
TeXHHUYEeCKUM YCJIIOBUAM U crieluUKanuu. Hanmuuue
JOTIOTTHUTENIbHBIX QYHKIHOHAIBHBIX BO3MOXKHOCTE
HC, Kak IIpaBuJIO, He IIpoBepseTCs. YUUTHIBAS BCe
IPOCTPAHCTBO COCTOSHUIM, B KOTOPOM MOTYT OBITH
CIpSTaHBbl 3TH [OOIOJIHHUTeJIbHBle QYHKIIMHU, TaKas

InpoBepKka BBIMOTHMMA TOJBKO A1 HeGONBIIUX
JIOTUYeCKHUX IIPOKTOB.

B HacTosiIee BpeMs He CyIIecTByeT 06IIero moaxosa,
rapaHTUpyoOIero obHapy>keHHe BCeX aIllllapaTHBIX
TPOSTHOB. BONMBIIMHCTBO UCCIeJOBAHUM CYOKYCHPOBAHEL
Ha IIOMCKe aIlllapaTHBIX TPOSHOB I10CjIe U3TOTOBIeHU A
HC, moCKOJBKY 3TOT 3Tall pacCMaTpUBaeTcs Kak
camoe ciaboe 3BeHO B IOJHOM I[MKJe pa3paboTku
U npousBoacTsa HMC. Manas 4acTh MCC/IeJOBAaHUH
IoCBsIeHa OOHAPY>KeHUIO aIllIlapaTHBIX TPOSHOB
B ucxofHoM RTL-koze (RTL - 13bIK yPOBHSI PeTUCTPOBBIX
mepenad) A0 CHHTe3a mpoekTa (mpeobpa3oBaHUS
[IpOeKTa, HAllMCAHHOIO Ha YPOBHE PEerUCTPOBBIX
nepefiay B BOMUHBIK KOJ HEeTIMCTA ISl MA6I0HOB),
WUJIA HEIOCPeICTBeHHO BO BpeMs H3rorosieHus KC.
I[IpenronaraeTcs, YTO K IIEPCOHATY, OCYLIECTBIIAIOIIEMY
II0MCKa TPOSIHOB, CYIIECTBYET IIOJIHOE JOBEepHe, a IIOUCK
anmapaTHBIX TPOSHOB - JOBepeHHasd 3KCIepTHasd
IpoLeaypa, KOTopas JO/’KHA BK/IIOYATh AHAJIU3 IIPOEKTa
Ha ypOBHe PeruCTPOBLIX IIepe/iay, a TAKKe KCCIeJoBaHue
ero MMHUTAIIMOHHOTO MoBefeHUs (MMHUTAILMOHHOe
MOJZIeTUPOBAHHUE).

[Ipy UHIOIWUBUAYANbHOM IIPOEKTHPOBAHUMU
ammapaTHoOM 3aKkaafku OymeT crenaHa IMOMBITKA
060MTH CyIIeCTBYOIIHE U IMOSBASIONIHecS 110 Mepe
HMCCIeNO0BAaHUN U Pa3paboToK HOBBIE METOME
obHapykeHHUS TPOSIHOB. JTO CBOero pojla rOHKa
BOOPY>KeHUH, ITof06Has TOk, KOTOPYI0 MBI Habmofaem
B AHTHUBHUPYCHOU HHAYCTPHUHU HPOrpaMMHOTO
obecriedeHusi. Ha puCyHKe NpHBeJeHa KIACCUPUKALUS
COBpPeMeHHBIX MEeTO0B 06Hapy>KeHHUs alllapaTHBIX
TPOSTHOB [3].

in the project. It is relatively easy
to develop a programme to check
that a project is using all avail-
able hardware resources, but it
is quite difficult to determine
whether there are no malicious
changes.

A similar approach, although
using obfuscation methods, is
discussed in detail in [3]. The cor-
rect functionality (normal mode)
is hidden behind a secret initiat-
ing sequence, any deviation from
which switches IC to the irrecov-
erable "obfuscation mode" in the
status column. The difference
between this approach and the
one described above is that the
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obfuscation technique uses dead
states but not the desire to use all
available logic gates. This sim-
plifies its implementation and
also allows you to make a sim-
ple change in the project out of
sequence. This approach does not
protect against possible changes to
the source code, and they cannot
be detected by a special analysis of
the design through reverse engi-
neering after producing IC.

PREVENTION AT STAGE

OF MANUFACTURE

Some issues concerning the IC
manufacture at untested pro-
duction are considered in [4].

The authors have proposed a sys-
tem that provides the developer
consuming IP modules with the
specification on hardware used
in it as well as a list of so-called
"properties relating to confiden-
tiality". Both the supplier and
consumer of IP modules agree to
translate these properties into
a formal mathematical code in
the "automatic proof” language.
Since the developer of an IP mod-
ule writes an HDL code, it carries
out a formal proof that the spec-
ified hardware performs all the
required properties. They can be
checked through the automatic
proof programme when an IP
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MeTozibl 06Hapy>eHUsA annapaTHbIX TPOSHOB
Trojan detection approaches

/ AN

HepaspywutenbHble

: [ecTpyKTUBHbIe
Non-destructive

Destructive

MHBa3nBHble HenHBasmBHble
Invasive Non-invasive
MpeBMHTUBHbIE BcrnomoratesibHble Bo Bpems pabotbl NC Bo BpemMs TeCTMPOBaHMA
Preventive Assistive Run-time Test-time
Jlornyeckue TecTbl

Logical tests

Mo604HbIe KaHanbl
Side-channels

Knaccugukauus memodos o6HapysKeHUs annapamHbix mposiHos [3]

Trojan detection techniques [3]

AECTPYKTUBHDIE METObl OBHAPY)XXEHUA

Ilon IecTPYKTUBHBIMU MOJPa3yMeBaloT METOIbI 06Ha-
Py’keHHMs anmapaTHBIX TPOSHOB, KOTOPhIe IIPUBOAAT
K monHoMy paspyumenuio MC. [TonHoe paspylieHue
B 3HAUUTe/IbHOM CTelleHH OTpaHUYHBaeT UX [IPUMeHe-
Hue. YTo6b! 6ITh YBepeHHBIM, UTO JaHHas HC He comep-
SKUT allllapaTHOIO TPOsHA, ee KCCAeAyI0T MeTofAaMU

obpaTHOro mpoeKTUpoBaHUs. OgHAKO, 0OpaTHOe IIPoeK-
THPOBaHHe COBPeMeHHOK CI0KHOU HMC JO0CTaTOYHO TPy-
JI0OeMKH U U JOPOTOCTOSIU M ITpoliecc. Kak mpaBuio, OHO
OCYILeCTB/ISeTCS MeTOJLAMH XHUMHUKO-MeXaHHUYeCKOu
[IOJIMPOBKH C IIOC/IeyIollerl PeKOHCTPYKLIMeH U aHaJIH-
30M Tormonoruu MC ¢ UCIonb30BaHHeM CKaHUPYIOLLero
37IeKTPOHHOI0 MUKPOCKOIIA. B OONBIINHCTBe CIy4aeB

module will be delivered to the
consumer. This idea is similar
to the programme verification
based on the PCC code (proof-car-
rying code) [5]. Linking the for-
mal project model with the proj-
ect specification can lead to some
more correct implementation of
IC. However, as the authors note,
it is the supplier of an IP module
who is to create a formal model,
and you should be fully confident
in its reliability and that it does
not add any hardware backdoor
in the project or in a proof code.
Otherwise, it will be quite dif-
ficult to detect such a hardware
backdoor.

PREVENTIVE MEASURES

AFTER IC MANUFACTURE

In [2] considered is a concept of
implementing IC using reconfig-
urable logic (it is specified after
IC manufacture) which is located
between the outputs of a pattern
and the inputs of another one.
By doing so, a project can be pro-
tected against an intruder that
has access to the description at
the register transfer level. This
approach can be considered as a
countermeasure and as a method
of prevention during the IP oper-
ation with a hardware Trojan. In
terms of preventive qualities, this
method leaves an intruder in the

uncertainty without the knowl-
edge of the reconfigurable logic
circuit thus narrowing the scope
of possible attacks.

Even making great efforts, it
is difficult to completely prevent
the implementation of a hard-
ware Trojan in IC. However, the
best results in the complex coun-
termeasures to hardware Trojans
can be achieved by excluding it in
IC.

DETECTING HARDWARE TROJANS

Along with preventive measures
against the Trojans in any proj-
ect or in IC, there are methods for
detecting them. In identifying a

#1/71/2017 NANO INDUSTRY
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"KOPPeKTHOCTh' YHMIIa YCTaHABIKMBALTCS IIyTeM BHU3yalb-
HOTO CPaBHEHHSI C U3BeCTHBIM IIPHUMePOM HJIH 3Ta-
norHHoH MC. OmHAKO, eC/IH alllapaTHBIN TPOSIH 6L
BHeCeH HeIOCPeJCTBEHHO Ilepesi U3rOoTOBIeHHEeM
(cnemoBaTenbHO, OH OyJeT MPUCYTCTBOBATH BO BCeX
H3TOTOBIeHHBIX MC), BU3ya/IbHOE CPaBHEHHE HHUYETO0
He JIacT.

ATIIapaTHOM MOAHUPHUKALIMU MOTYT OBITH IIOBEP-
rHyTa 1unb 4acte MC. B 3ToM ciydae meTon obpat-
HOTO ITPOeKTHPOBAHHS MOKeT TOJIIBKO C HEKOTOPOH
BEPOSITHOCTBIO JaTh OCHOBAHHU S yTBeP>KIaTh, 4To MC
He COIEeP>KUT aIlllapaTHOro TPOSIHA. B CBSA3HU C 3TUM
B pabote [6] mpeIoskKeHO HCIIONB30BATH AECTPYK-
TUBHOe 06paTHOe IPOeKTHPOBAHHUE [IJIs BhISIBIEHHUS
"xopomux" UC. Ilepen mpoBegeHHeM 06paTHOTO IIpo-
eKTHPOBAHUS HUCCIeIyI0TCS KOCBeHHBIE XapaKTepH-
CTHKH CJTy4arHOM BeIOOPKH HC, TaKHe KaK NpodUIH
notpebisieMOr MOIHOCTH, TeMIIEPATyPhl, 31€KTPO-
MarHUTHOTIO MU3/Iy4eHHUsI, TOKOB yTeueK. B urore gs
Kakgoi MC ronydaroT Habop XapaKTepUCTHK - "OTIIe-
YaToK nansles". Ecnu HabnogaeTcs onpeeneHHOe
BBIJIeJIeHHOe PacIipe/ie/leHHe XapaKTepUCTHK, TO BCe
06pasIibl M3 3TOM BEIOOPKH I10JBEPraoTcsi 06paTHOMY
IIPOEKTHUPOBAHMUIO [JIsI IPOBEPKH HATHUYHUS alllla-
PAaTHBIX TPOSTHOB. B ajbHeNIIeM IPUHAIEKHOCTD
"oTmieyaTtka manbpieB” MC K XapaKTepHOMY pacIipee-
neHHUIo (Kak J/Is "XOPOIIHX ', TaK U "3apaskeHHBIX " ()
MOKeT HCII0Tb30BaThCs /ISl Hepa3pyIlalollen COpTH-
poBxu MC B mapTuH.

OIMCaHHBIN IIOAXO[ He pelllaeT psfa ImpobieM.
Tak, alIapaTHBIA TPOSH MOXeT ObITh pealH30BaH
nyTem fobaBieHHs, YAATeHUS N MOTUUKALIUH

BCero [IBYyX JIOTHYeCKUX BeHTHUIeH [7], B To BpeMs
Kak coBpeMeHHasi MC COCTOUT U3 MUJIIHAPAA BeH-
Trier. IIOMCK TaKOH "UTONKH B CTOre ceHa' Tpebyer
IIPOBe/leHU s IIOJIHOI0 0OpaTHOTrO IIPOeKTHUPOBAHUS
HC Ha ypoBHe BEHTHIJIEH, YTO MOXKeT 6bITh HAMHOTIO
noposke pa3paboTku u usrorosneHus C. C Apyrow cTo-
POHBL, HET FapaHTHH TOI0, YTO "0OTIIeYaTOK I1ajbles” MC
C almapaTHEIM TPOSIHOM 6yleT oTIHYaThCs OT 'He3a-
pakenHoi" MC Ha QpoHe BO3pACTAIONIUX AUCIIEPCHI
XapaKkTepUCTUK MC, 4TO 00yCII0BIEHO yMeHbIIeHHeM
XapaKTepUCTUYECKOr0 IMHEMHOTO pa3Mepa.

HEPA3PYWIAIOWMWE METO/1bl OBHAPY)XXEHUSA
HepaspyIuawolire MeTobl 06Hapy>KeHHU s allllapaTHBIX
TPOSHOB He IPUBOAAT K HAPYLIEHHIO LeJOCTHOCTH
HC u knmaccuduUuUpyoOTCAs HAa HHBA3UBHEBE
M HeuWHBa3WBHbe. HeMHBa3sWMBHBIE METOABl He
HU3MeHAT IpoeKT MC, B To BpeMs Kak HHBa3UBHBIe
XapaKTepHU3yITCS BHeCeHHeM M3MeHeHHUU B IIPOeKT
C Llelpl0 NPUAAHUS QYHKLUM, CIOCOOCTBYIOIMX
06HapY>KeHHUIO TPOsIHA.

VMiHBa3sWBHBIe METOABI JeasATCS Ha [Ba KJjacca:
[IpeBeHTHBHEIE U BCIIOMOraTe/IbHble. BcriomorarebHbIe
MeTOABI HCIIONB3YIOTCS A5l TOr0, YTOOBL 6BIIO Jlerde
06HapyXHUTbh TPOSIH B TecTax IIOCJIe KM3TOTOBIEHUS
HC. B pabore [3] mpennoxkeHa cxeMma, KoTopas
[103BOJISeT BBISBUTh Ha/JMUMe allllapaTHOIO TPOsHA
B MYJIbTH-MOLAJbHOM IIPOeKTe. ITO JOCTHUIATCSH
IIyTeM MCIIO/b30BaHUS [JOIOJHHUTEIbHBIX BXOLO0B
U BBIXOJIOB, KOTOPble A00aBISIOTCS K KaXXAOMY
Monynio. JOMOMHUTeNbHbIe BXOJbl 00ecrnedynBaIoOT
"Ki04", KOTOPBII IIePeBOSUT MOZLY/Ib B 'TIPO3PAUHBIH

hardware Trojan can be removed
from the project (if found in
the description at the register
transfer level) or ICs with Trojan
may not be used or may be used
also with the hardware Trojan.
Depending on the detection
mechanism, a hardware Trojan
can be identified, or the likeli-
hood of changes in the project
may be statistically estimated.
Traditional testing and verifi-
cation of IC are aimed at check-
ing compliance with techni-
cal requirements and specifica-
tions. Some additional functional
features of IC are usually not
checked. Talking into account all
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the space of states, in which the
extra functions may be hidden,
such testing is feasible only for
smaller logic projects.

Currently, there is no common
approach to guarantee detection
of all hardware Trojans. Most
studies have focused on finding
the hardware Trojans after man-
ufacturing IC since this stage
is seen as the weakest link in
the full cycle of IC development
and production. A small part of
research is dedicated to the detec-
tion of hardware Trojans in the
original RTL (Register Transfer
Language) code to design the
project synthesis (translation

of a project written at the regis-
ter transfer level into the binary
no-sheet code for templates), or
directly in the manufacture of IC.
It is expected that there is com-
plete trust to the personnel in
charge of the search for Trojans,
and the search for hardware
Trojans is a trusted expert pro-
cedure which should include a
project assessment at the register
transfer level as well as the proj-
ect simulation behaviour study.
During the individual design
of hardware Trojans, attempt
to circumvent any existing and
emerging R&D methods for
detecting Trojans will be made.
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peskuM". B 3TOM peXXHMe MOZAY/Ib BBHIIIONHSET
CaMOTeCTHPOBaHHE CXeMbl, pa3paboTaHHOe TaKUM
o6pa3om, 4TOOB NIPOBEPUTH pefKHe COOBITHSA
U MaJIOBepPOSITHBIe COCTOSIHHS. [l0 OKOHYAHUHU
CaMOTeCTHUPOBAHHS HA BBIXOJ, MOAY/S IIOCTyIaeT
MOAIKCH, KOTOPas COCTOUT K3 YCTAaHOBJIEHHOTO
BXOJHOI'O KJII0Ya M Pe3yIbTaTa CAaMOTECTHPOBAHHS.
9Ta MOAIIMCH 3aTeM IIOCJIeLOBATeNbHO IIOCTyIIaeT
Ha BXOJI CJIeyIONIero MOAY/s, KaK BXOJHOHM "KJIIOY'.
TakuM 06pa3zom, IPOCTOM "crieLIUaNbHBIN" BXOJHOMN
KJIIOY, BBeJIeHHBIM Ha OCHOBHOM BXO[], TeCTHPYeT BCIO
CHUCTeMY, U Pe3yJbTaT 3TOr0 TeCTUPOBAHKSI BEIBOTUTCS
O HO3HAYHOM BeJIHUYMHON Ha OCHOBHOM BBIXOZE.
ABTODBI YTBEPXKAAIOT, UTO 3TOT METO[ JeHCTBeHEeH
IPOTHUB 3J0yMBIIIJIEHHUKA, KOTOPBIH pacliogaraer
HUHPOopMalLKel 0 QYHKIIMOHATBHOU M JIOTUYeCKOH
cTpykType MC.

Hcrionp30BaHue JIOTUKY, [103BOJISIIOIIEN IIPOBEPSTH
pacIIHpeHHOE IPOCTPAHCTBO COCTOSIHHUI, B KOTOPBIX
MOSKeT ITPOSIBUTHCS AIIIIAPATHBIN TPOSIH, Ha IIPAKTHKe
obecreynBaeT oueHb Caaby0 3aIUTy OT LieJeBOM
3aKJafKU. Kak yke rOBOPHJIOCH B JAHHOM pasfere,
BepOSITHOCTb OOHapyXKeHUsS NpodecCHOHATBHO
CIIPOEKTHPOBAHHOM 3aK/IaJKH AOCTATOYHO Majaa. K
TOMY 3Ke, 3TOT MeTO[, IIpe/[loaTraeT, YTo alllapaTHas
3aknajgKka OymeT BHeJpeHAa Ha KOHKPETHOM CTafHHU
NIPOeKTHPOBAHUS. OLHAKO 3/I0YMBIIIJIEHHUK MOXeT
BCTaBUTb TPOSIH I10CTIe Pa3paboTKU GYHKIIMOHATBHOTO
IpoeKTa MOJAYJs, HO Iepef pa3paboTKOM JTOTHKHU
OIlpeZiesleHHUs "0TIIeYaTKOB ITaJIbIIeB",

B pabore [8] mpenyiokeH MeTOX, OCHOBAHHBIHI
Ha no6aBIeHUU B IIPOeKT Hepabodeld TPUITEPHOM

CXeMBl, KOTOpas IIPUBOAUT K yBeJTHUeHHI0 aKTUBHOCTH
alapaTHOrO TPosiHa IIPU ero BKIKYeHHH. ITO
yIporaet ero obHapy>keHHe depe3 060UHbIe KaHAIBL.
B paborte [9], nns obHapyskeHHs 3aKIaJKH 4yepe3
nobouHBble KaHAaIbl IIPe/jaraeTcs AOMOJHHUTEeNbHAS
cxXeMa, XapakTepusymwias BpeM4 3aaepskku HMC, koTopoe
K3MeHSeTCs B CJlydae HaJIMUMS TPOsIHA.

HeuHBa3uBHBE MeTOAB OOHapyXeHUS
anmapaTHBIX 3aK/JIaJoK OCHOBaHB Ha CPaBHeHHUH
pabounx xapakTepucTUK MC ¢ XxapaKTepUCTHKAMHU
3aBeZIOMO MCIIPaBHOM 3TasoHHON MC. ObHapyskeHUe
HEMHBA3UNHBIM MeTOIOM MOKeT OBITh IIPOBEIEHO HIIU
BO BpeMs paboTsl MC UK BO BpeMs ee TeCTUPOBAHHSL.
MexaHu3Mbl 06Hapy>keHUs BO BpeMs paboTsl MC Bo
MHOI'OM IIepeceKaroTCsl C MeToJaMH IIPOTHBOJEHCTBHS
ammapaTHbIM TPosHaM. Ecnu 3aknanka obHapyskeHa, TO
MOYKHO IIOIIBITaThCS IIPOLOJIKUTH IKCIIIyaTanuio MC u B
ee IPUCYTCTBUH. O6Hapy>keHHe BO BpeMs ITPOBe/leHH I
TecTa OCHOBBIBAeTCS Ha y/Iy4LleHUH TPaJHULHOHHOIO
TeCTHUPOBAHUS WK aHa/lK3e I0O0UHBIX XapaKTePUCTUK
UC (110604HOro KaHasa).

B pabote [10] mompo6HO pacCMOTpeH MOAXOJ
K oO6HapyXeHHIO alMNapaTHBIX TPOSHOB
C MCII0/Ib30BAHMEM aIlapaTHOI0 U IIPOTPAaMMHOIO
obecriedeHusi. CTpaTerus 1o3BosaseT o6Hapy>KUBaTh
TOJBKO [Ba THIIA aTakH. ATaka Tuma DoS (oTka3s
B 00C/Ty>KMBaHUH), 0OHAPY>KMBAeTCS C UCII0/Ib30BAHHEM
He6OTbIION 3aKa3HOM CXeMBl 3aIMUTH Ha IIHHe
MIaMSTH, KOTOPas 3allpOrPaMMHMPOBAHA PearupoBaTh
Ha [epUoJUYecKHe MUHIH SKUBY4YecTH". OTCYTCTBHE
OTBeTa B YCTAaHOBJEHHOEe BpeMsl pacCMaTpHBaeTCs
KaK ycremHoe obHapykeHHe MOMNBITKU DoS aTakH.

It is a kind of arms race, like the
one we are witnessing in the
antivirus software industry. Fig.
shows the classification of mod-
ern hardware Trojans detection
methods [3].

DESTRUCTIVE DETECTION
METHODS

The destructive methods involve
the detection of hardware Trojans
that lead to the complete destruc-
tion of IC. Complete destruction
greatly limits their application.
To be sure that the IC does not con-
tain any hardware Trojan, it is
examined by reverse engineering.
However, reverse engineering of

our today’s complex ICs is quite a
time-consuming and expensive
process. Usually, it is carried out
by the chemical and mechanical
polishing methods with the sub-
sequent reconstruction and anal-
ysis of the IC topology using a
scanning electron microscope. In
most cases, the chip "correctness”
is set by visual comparison with
the reference or a benchmark IC.
However, if a hardware Trojan was
introduced just before the manu-
facture (hence, it will be found in
all the manufactured ICs), visual
comparison will not be helpful.
Only some IC may be subjected
to the hardware modifications.

In this case, a reverse engineer-
ing method can only give lim-
ited grounds to assert that IC does
not contain a hardware Trojan. In
this regard, in [6] it is proposed to
use destructive reverse engineer-
ing to determine "good" IC. Before
performing any reverse engineer-
ing, indirect IC sampling charac-
teristics are randomly examined,
e.g. the profiles of power con-
sumption, temperature, electro-
magnetic radiation and leakage
currents. As a result, for each IC,
a set of characteristics, finger-
print can be obtained. If there is
some distribution of the selected
characteristics, then all samples
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KoMbOHHMPOBaHHBIE aTaKH C IIPYMeHeHHeM aIllIapaTHAIX
M IIPOrPAaMMHBIX CPeJCTB, KOIZA allllapaTHbIN TPOSH
OTKJIFOYAaeT 3aIMKUTy MaMSITH, a IPOTPAaMMHBIHN
TPOSIH MOXeT PAaCHIUPHUTh CBOU IIPUBHUJIETHUU,
00HapY>KHUBAIOTCSI TECTUPOBAHKEM TOTO, MOTYT KJTH HET
HeIlpHBUJIETMPOBAHHbIE IPOIPAMMEBI ITOTYyUHTh IOCTYII
K 3aKPBITHIM IS HUX Pa3fenaM IaMsTH. ITOT [IOAXOL
TpebyeT Takyke BHECEHHU S H3MEeHEeHHH B OIlePALlIOHHYIO
cucTeMy 111 paboThI € 3aLUTHOHM CXeMOH.

AHAJIN3 KOCBEHHbIX XAPAKTEPUCTHUK

AHanu3 KOCBeHHBIX XxapaKTepucTuk HC (aHanu3
1o60YHBIX KaHAJIOB), B OTIMUME OT HeIlOCpeICTBeH-
HOM aKTHBAILMH aIllllapaTHOIO TPOSIHA C LIeJIbI0 ero
obHapy>KeHH I, UCIIONB3yeT TOT GaKT, YTO BHEJPeH-
HBIM aKTHBALlMOHHBIM TPUITEePHBIM MeXaHH3M
H3MeHseT HeKOTOphle XapaKkTepucTuKku MC He3aBU-
CHMO OT TOTO, aKTUBHPOBaHa 3aKjJajKa UIH HeT.
BenuunHa noTpebisieMor MOLUIHOCTH OTAeIbHBIMHU
vyacTaMu MC, KOTHYeCTBO BBEIJeIsIeMOro TeIlla
B OIlpefie/leHHBIX Y4aCTKaX MK BpeMsi, Heobxoau-
Moe oIlpefie/IeHHBIM 6/I0KaM [JIs BBIIIOJIHEHU S oIle-
pauui (3amepskka) - TUIIMUHbBIE IPHMePBl BTOPHU Y-
HBIX XapakTepUCTHK MC, KOTopble MOKHO HCIIO/b-
30BaTh [/I51 IPOBeleHU S TaKOro aHa/lIKu3a. ITOT THUIL
aHaJlM3a, I10 BCell BUAUMOCTH, obecrieyrBaeT Hau-
JIyUIIYI0 BePOSITHOCTh OOHAPY>KeHHU S allllapaTHOTr O
TPOSIHA, IIOCKOJIBKY He TpebyeT ero akKTUBALIHH.

B pabore [11] mpencTaBieH XapaKTepHBIN IIPHMep pac-
CMaTpHBaeMOro MexaHH3Ma 0OHapyskKeHUS 3aK/IaflOoK.
BHauaJte uccienytoTcst obpasiisl FIC 6e3 ammapaTHbIX TPO-
SIHOB - 3TaJIoHHble HIC, CHUMAIOTCS OfiHA MK HEeCKOJIbKO

XapaKTepHBIX BTOPUUHBIX XaPaKTePUCTUK ~ TakK Ha3bl-
BaeMble 'OTIIeYaTKH MaJiblieB’. Jlasiee TeCTUPYIOTCS APY-
THe YHUIIBl, ¥ IPOBOAUTCS CPABHEHHE UX "'OTIIeYaTKOB
MasnbleB" C 3TAJIOHHBIMHU. [IJ1g TOro 4Tobbl BEIOpPAThH
CTAaTUCTUUeCKH 3HAYKMBble (HO XOPOIIO CIIPSITAHHBIE)
PasIHYUs, MOI'YT 6BITh HUCIIONb30BAHBI Pa3/IMUYHbBIE
CTaTUCTUYECKHEe MeTOJbl. ABTOPBI, B YaCTHOCTH,
HCIIO/Ib30BA/IM XapaKTepPUCTHUKY 3Hepromnorpebie-
Hus MC B KauecTBe OCHOBHOIM KOCBEHHOM XapaKTe-
pucTuUKH. O4YeBUIHBIN HELOCTATOK METOAA 3aKJII0-
YaeTcs B TOM, YTO HeoOXOQHMO IIOTHOCTBIO 6BITH
yBepeHHBIM, 4TO 3TasloHHEIe HC He "3apaskeHBI".

Hpyrast KocBeHHas xapakTepucTtrka MC - mepexof-
Has XapaKTepUCTHKA MoTpebiseMoil MOIIHOCTH -
aHanu3uposanack B pabote [12]. ILleap paboTsl - ompe-
Je/leHHe HAaMMeHBIIero pa3Mepa allllapaTHOTo Tpo-
sTHa, KOTOPBIF MOSKHO 0OHAPY>KU T C IIOMOIIBIO ITPeI-
naraeMoro Metoza. [IpoBeieHHbIE TECTBI, UMUTHPY-
ol 1e paboTy KOHKPEeTHOM 3KCIIeprMeHTanbHOM HC,
IOKa3ajaH, YTO 3TUM MeTOAOM MOKHO 0OHapy>XKHUTh
MHHHMAaJIbHYIO allllapaTHYIO 3aK/IaKy, COCTOSIIYIO
13 TPex BeHTHJIeH.

B pabore [13] mpeznioskeH MeTO[, IIO3BOISIIOIHH
YCUIUTh pa3iuvyme KOCBeHHBIX XapaKTepucTukK HC,
B KOTOPOI OTCYTCTBOBAJIM allllapaTHBbIe TPOSHEL,
U Takou Ke MC, HO "3apa’keHHOH" 3aKJAZKOH.
B KauecTBe KOCBeHHOM XapaKTePUCTHUKHU aHAIH-
3MpOBaJIOCh 3HepromnoTpebieHue. Mcmonp3oBancs
TaK Ha3blBaeMBIM MeTOJ "YCTOMYHBOIO BeKTOpa',
IepUOAHYEeCKH I10aBAeMOr0 Ha OT/Jle/IbHbIe BXObI
HC. Yepes HeKOTOpoe BpeMs ¢ MOMeHTa mmogauu UC
BXOAUT B CTabU/IbHOE COCTOSIHHe. DTa IpoLeAypa

from the sample are subjected to
reverse engineering to check for
hardware Trojans. In the future,
belonging of the IC fingerprint
to a typical distribution (for both
"good" and "infested" IC) can be
used for non-destructive IC sort-
ingin a lot.

The described approach does
not solve a number of problems.
For example, hardware Trojans
can be implemented by adding,
removing or modifying only two
logic gates [7], while modern
IC consists of one billion gates.
Search for a "needle in a haystack"
requires complete reverse engi-
neering of IC at the gate level,
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and it can be much more expen-
sive than the IC development and
production. On the other hand,
there is no guarantee that the IC
fingerprint with the hardware
Trojan will be different from any
non-infested IC against the back-
ground of increasing dispersion
of IC performances, which is due
to a decrease in the typical linear
dimension.

NON-DESTRUCTIVE

DETECTION METHODS
Non-destructive methods for the
detection of hardware Trojans
do not lead to a violation of the
IC integrity, and are classified as

invasive and non-invasive. The non-
invasive methods do not change
the IC project while the invasive
ones can be characterised by mak-
ing changes to the project in order
to add functions that contribute to
the Trojan detection.

Invasive methods are divided
into two classes, preventive and
auxiliary. Auxiliary methods are
used in order to make it easier to
detect the Trojan in the tests after
IC manufacturing. In [3] a scheme
is proposed that allows you to detect
a hardware Trojan in a multi-modal
project. This is achieved by using
additional inputs and outputs
which are added to each module.
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Ha3BaHa aBTOpaMU 'TlepeK/o4YaTebHOM MUHHUMH3A-
nuen”. F3MeHss BXOLHON BEKTOP, MOKHO 3aIeHCTBO-
BaTh pa3JMuHble y4acTKH HC. M3MeHeHHs PasHUILBI
noTpeb/Ise MO MOIHOCTH C 3Ta/IOHHBIM 00pa3LioM CBU-
JeTe/IbCTBYeT O [IOCTOPOHHHUX aIlllapaTHAIX YCTPOMCTBAX
B HcC/IeflyeMoM yuacTke HC, To ecTb HAeHTUOULIUPYIOTCS
LlelI1, KOTOpble aKTHUBHBI, HO He JOJIKHBI OBITh TaKO-
BBIMH.

AHaIH3 U UCIOJb30BaHUe B KadecTBe KOCBeHHOU
XapakTepucTuku HC U ee "0TmevaTKoB MasnableB”
3aJlep>KKU MPOXOXKAEeHHUsI CUTHAa/la MCC/IefoBasoch
B pabore [14]. ABTOpPEL pacCMaTpPHUBAIU [[Be KaTeTOPHUU
alIapaTHBIX TPOSIHOB, UMEKIIUX SIBHYIO U HeSIBHYIO
Harpy3kHd. TPOSIHBI C SBHOM II0JIe3HOM HarpPy3KOH
HaNpsIMyKo BIHAKT Ha CXeMy, K KOTOPOH OHH
npucoefuHeHbl (HapuMep, U3MeHSIOT 3HaUeHUe
YIIpaBISIONUIero WiIKM UHPOPMALIMOHHOIO CUTHAJIA).
ANnapaTHBble 3aKJIaJJKU C HesSIBHOM I10/1e3HO HaIPy3KOK
He BHOCSIT HeIloCpe/ICTBeHHBIX H3MeHeHHU B Liellb, HO
MOTYT, HallpUMep, CUHUTBIBaTh UHYOPMALIUIO Yepes
nobouHble KaHA/Ibl 1M HUCIONHUTH DoS-aTaky mpu
WHULHAIU3ALAN. ABTOPBl YTBEPXKAAT, UTO MOIYT
06HapyKUTh 100% SBHBIX U 36% HeSBHBIX allllapaTHBIX
TPOSIHOB, OQHAKO 3KCIePHMEHTH IIPOBOAHU/IUCH
Ha CUMYIsATOpax (MoAelHPYOLIKNX IPOrpaMMax),
a TPOSIHBL MpefCcTaBAsIIU Cob60H HeCTOXHBIE
MoAHUKALUHU, CHelHalbHO pa3paboTaHHBIe
U BIHUSIONIMe Ha 3HepromoTpebieHue U 3afepXKKy
NPOXOXK/JAEHUS CUTHala. B aHanoruvyHou pabore [15]
B KaueCTBe KOCBEHHBIX XapPaKTePUCTHUK U I1060UHOro
KaHaJla PacCMaTPHUBA/IKCh TOK YTeUKHU U 3afZepiKKa
[IPOXOKJIeHH S CUTHaA.

Jlpyroii moaxoz 1u3joxkeH B pabote [3]. ABTOpBI H3Me-
PS/IH MHTEeTPaLIIOHHBIN TOK ~ BpeMeHHbIe 3aBUCHMOCTU
371eKTPUYeCKOro 3apsifa B y3aax MC, ¥ UCI0Ab30BaIU
TaHHbIe, TI0/Iy4eHHEIe C Pa3/IMYHbBIX YUaCTKOB CXeMBI,
IJISI aHAJTK3a U [IOKCKA TPOSIHCKOM Liemu. [Ipy aHanu3e
VYIUTBIBAIMCh TAKKe JAHHbIE, CHSTHIE C 3TaOHHOM HC,
He coflepyKallled 3aK/JIa0K. ABTOPBI 3asiBUJIH, UTO CIIO-
COOHBI 0OHAPY>KUTh BHECEHHBIE allllapaTHBIE 3aKIaIKH,
pa3MepoM B "HECKOJBKO BEHTHJIEH', 3aHHUMAKIIHe
10 0,1% ot tiomamu Bcert KC.

OcHoBHas npobreMa MeTo/la aHA/IN3a KOCBEHHBIX
XapaKTePUCTUK AT obHapyKeHHUS allapaTHBIX
3aK/Ia/I0K 3aK/II0UAETCS B TOM, YTO OH IIOJTHOCTBIO 3aBUCHUT
OT HaJUYHS MOAJTHHHOM 3TajoHHON HMC, KoTopylo
MO>KHO KCII0/Ib30BaTh /151 CPABHEHM S U OLleHKHU. Eciu
ke almapaTHas 3akaajka 6pl1a gobaBneHa rae-nmubo
[0 CTaIMM U3TOTOBJIEHHS H, CJIe[JOBATe/IbHO, COEPSKUTCS
B KaxJou MC, paccMaTpyuBaeMbll MeTO[, HEIIPUMEHHM.
Kpome Toro, IIpoCcTPaHCTBO [IOKCKA C UCIIONb30BAHUEM
3TOr0 MeToJa MOXKeT OBITh OueHb 6obpmuM. HecMoTps
Ha HMHTepeCHBle pa3paboTKu M HCIO/Nb30BaHUe
COBPeMEeHHBIX CTAaTUCTHYeCKUX METO/I0B OIlpe/ie/leHH s
Pa3IUYU XapaKTepUCTHUK MOAUUILIMPOBAHHOM
U noginHHOM HIC, BeposSITHOCTh 0OHAPY>KeHHU S TAKOTO
OT/IMYUS OYeHb Maja, ocObeHHO, eC/IM allapaTHas
3aK/IaZIKa XOpOIIO CIIPOeKTHPOBAaHA U MMeeT IiesieBoe
Ha3HaueHUe.

3AK/IIOYEHUE

TaxuM 0bpa3oM, HcCIeIoBaTeNbCKHe PaboThl, HAIIPaB-
JIleHHBIe Ha BBISIBJIeHMe aIllIapaTHEIX TPOSHOB, IIpeu-
MYIIeCTBEHHO IIOCBSIIIeHbl PA3PYLIAOIIUM METOAAM,

Additional inputs provide a "key"
which translates a module into the
"transparent mode". In this mode,
the module performs self-testing of
a circuit designed in such a way as
to check the rare and unlikely event
status. After the end of self-test-
ing, at the module output there is
a signature that includes the input
key and self-testing results. This
signature is then successively sup-
plied to the input of the next mod-
ule as input "key". Thus, a simple
special input key entered at the
main entrance will test the entire
system, and the test result shows
a single value at the main output.
The authors argue that this method

is effective against an attacker
who has the information about the
functional and logical structure of
IC.

In practice, the logic allowing
you to check the expanded space
of states, which can manifest a
hardware Trojan, provides very lit-
tle protection from the targeted
instrument bug. As discussed in
this section, the likelihood of find-
ing a professionally designed hard-
ware Trojan is quite low. In addi-
tion, this method assumes that the
hardware Trojan will be brought at
a specific design stage. However,
an attacker can insert Trojans after
the development of a functional

design of the module but before the
development of the logic of the fin-
gerprint definition.

In [8] a method based on the
addition to the design of the dead
trigger circuit, which results in an
increased hardware Trojan activity
during activation, is proposed. This
makes its detection through the
side channels easier. In [9], for the
detection of a hardware backdoor
through the side channels an addi-
tional circuit, which characterises
the IC delay time changing in the
event of a Trojan, is proposed.

Non-invasive methods for the
detection of hardware Trojans
are based on a comparison of IC
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a TaKKe IO X0laM C UCII0/Ib30BaHKUEM MTOOOYHBIX KaHa-
JIOB K BCIIOMOraTe/IbHBIX METO/IOB Ha 3Talle TeCTUPO-
BaHHUS MC. MexaHU3MBbI 06HAPY>KeHHUS 4acTo cocpe-
JOTOYEHBI Ha KOHKPETHOM KJIacCe allllapaTHBIX TPOsi-
HOB, He CyIIeCTBYeT eJUHOr0 MeToJa UJIN KOMOHUHA-
LIMK MeTOZIOB, KOTOpbIe MOIIH 6l 06ecIieunTh HIKMPO-
KHH 0XBaT IIPHU BbISIBIeHUH HeCaHKLIMOHHUPOBaHHBIX
3aKJIa/0K.

CaMbl¥ 50 PeKTUBHBIM NYTh NIpeAyHpeXAeHHUS
BHECeHH allllapaTHBIX 3aKaagoK B MC - TmjaTesnb-
HBIM KOHTPOJIb BCEro LIUK/IA pa3paboTKU U U3ro-
ToBleHHUs. Hebosblass mpoBepeHHass KOMaHIA
pa3paboTUMKOB, MCIOAB3YIOIUX COOCTBEHHBIE
IporpaMMHBIe CpeAcTBa U 6U6IHOTEeKH, MOTYT
co3aTh NpoeKkT MC, rapaHTUPOBAHHO CBOOOJHBIM
OT allllapaTHBIX 3aKJaJoK. M3roToBieHHe TaKOIO
IIPOeKTA Ha IPOBEPEHHOM KPHUCTa/JbHOM IIPOU3BOZ-
cTBe (yIpaBisieMoro HebobLIOM IPYIIIIOL I0BEpeH-
HBIX JIUILI) 06eCIIeuuT MolyyeHHe BePHBIX U HaLeX-
HBIX M3/JleIMH. 3aK/I0unTeNbHas c6opka MUKpoCcxeM
B KOPITyCa U ITOC/IeAYIOIee MX HCII0b30BaHHe TOIbKO
JTHUL,AMU, KOTOPHIM IIOJIHOCTBIO [IOBePSAeT 3aKa34yuK,
06ecrevYUT MMONHYI0 YBePeHHOCTh, YTO OPUTHHAJIb-
HBII [IPOEKT peasn30BaH 6e3 BpeJOHOCHBIX U3MeHe-
HUH.

[ TaKOU CTPaHBbl, Kak Poccus, KoTopas He SIBJISI-
eTcsl IUJepoM B IIOJyINPOBOJHHUKOBON ITPOMBIII-
JIEHHOCTH, 3aMKHYTb IIPOLIECC OT IIPOEKTHPOBAHU A
JI0 M3TOTOBJIEHM I BO3MOKHO TOJIBKO /11 MaJIbIX IIPO-
eKTOB CIlelHaIu3upoBaHHbIX MC, mmo3TOMYy mOIs
HC, M3roTOBJI€HHBIX B KOOIIepAllMU C MHOCTpPaH-
HBIMU [IapTHepaMH, OymeT yBeJIMUUBAThCS. B CBs3HU

C 95THUM OyIeT MOBBILIIATHCSI BEPOSTHOCTh BHECEHHU S
armapaTHbIX 3aKJIaAoK. [l obecrieyeHus 6e3omac-
HOM PabOTHI 37IeKTPOHHOM aIapaTypsl CTAHOBUTCS
KpaKrHe Ba’kXHOM pa3paboTKka criocob6oB KOHTPOIIS,
KOTOPBIE CMOT'YT HafIe>KHO FAPaHTUPOBATh Ay TEHTH Y-
HOCTb HcIoab3yembix MC.

Bo3MOXXeH U APYrod IOAXOXH, OCHOBAHHBIH
Ha HCIIOJIb30BAHUU CePTUPUIIMPOBAHHBIX KOM-
MepUeCcKHX 3JeKTPOHHBIX KOMIIOHEHTOB, HaXOs-
muxcs B cBobomHOM mpomaxke (COTS - Commercial
Off The Shelf - komnoHeHTOB). KOMMepYECKU T CEK-
TOP UCIIONB3yeT obmupHble 6ubnroreku CO-6710K0B,
4yTo obecmeunBaeT 6bICTPOe pa3BUTHE HOBBIX, bojtee
GYHKIMOHAIBHBIX IPU60POB (Hanpumep, CMapTdho-
HOB). Eciiu 661 060poHHBIE CeKTOpa pa3pabaTeiBanu
Y HCII0JIB30BAJIH TOIBKO cOOCTBeHHBbIe CO-6/10KH, TO
CBSI3aHHBIE C 3JIeKTPOHUKOHN BOEHHBIe pa3paboTKu
HAXOAUIHUCHh OBl MaeKo I03aJK KOMMepUYeCKUX
IPaskJaHCKUX IIPOAYKTOB. [I03TOMY MMeeT CMBICI
CO3[aBaTh TOJIBKO HeKOTOphle MC, TakHe KaK KPHUII-
TOYHIIBI, Il IIOJTHOCTHIO BO3MOKEH IIPOBEPEeHHbIN
LUK pa3paboTka/u3roToBaeHHe, 0CO6eHHO s
YHIIOB C MaJIBIM KOJTHYECTBOM JIOTHUECKHX BEHTH-
ner. OOQHAKO U B 3TOM CJIyuae BO3MOKHBI Kpaska,
npoBefeHHe 06PAaTHOrO IPOEKTUPOBAHUS, HU3TO0-
ToBneHHe UC ¢ MogupUKaIIHel U [T0MeHa OPUTH-
Ha/bHBIX YIC Yepe3 HeHaIe>KHYIO LIeIlb IT0CTABIIUKOB
Y IIOCPe/THUKOB.

Cmameoa nodeomosaena npu QuHancosol noddepske
MuHobpHayku Poccuu 8 pamrax 8blnoAHeHUs 20cy0apcmeeHHo20
300danus16.9021.2017/BY.

operating performances with
the characteristics of the know-
ingly operational benchmark IC.
Detection with the non-invasive
method can be carried out during
the IC operation or during IC test-
ing. The detection mechanisms of
during the IC operation largely over-
lap with the methods of counter-
acting hardware Trojans. If a hard-
ware Trojan is found, you can try to
continue the IC operation with it.
Detection during the test is based on
the improvement of traditional test-
ing or an analysis of the side charac-
teristics of the IC (side channel).

In [10] it details the approach
to detect hardware Trojans using
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hardware and software. The strat-
egy can detect only two types of
attacks. DoS (Denial of Service)
attacks are detected using a small
customised protection circuit on
the memory bus, which is pro-
grammed to respond to the epi-
sodic "survivability" pings. Failure
to respond within the specified
time is seen as a successful attempt
to detect DoS attacks. Combined
attacks using hardware and soft-
ware when a hardware Trojan dis-
ables memory protection, and the
software Trojan can extend its
privileges can be found by test-
ing whether or not non-privileged
programmes can get access to the

memory sections close for them.
This approach also requires changes
to the operating system to work
with a protection circuit.

ANALYSIS OF INDIRECT
CHARACTERISTICS

An analysis of the indirect IC char-
acteristics (an analysis of side
channels) in contrast to the imme-
diate activation of the hardware
Trojan, for the purpose of detect-
ing it, exploits the fact that the
injected activation trigger mecha-
nism changes some characteristic
of IC irrespective of whether or not
the Trojan is activated. The amount
of power consumed by different
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parts of the IC, the amount of heat
generated in certain areas, or the
time required by certain modules to
perform operations (delay) are typi-
cal examples of the secondary char-
acteristics of IC that can be used for
the analysis. This kind of analysis
appears to provide the best prob-
ability of hardware Trojan detec-
tion since it does not require any
activation.

In [11] it shows a typical exam-
ple of the considered Trojan detec-
tion mechanism. Initially IC sam-
ples are researched without hard-
ware Trojans, the benchmark IC,
and one or more characteristic of
the secondary characteristics, the

so-called "fingerprints" are taken.
Then, other chips are tested, and
their fingerprint are compared
with the benchmark ones. In order
to select statistically significant
(but well hidden) differences, var-
ious statistical methods can be
used. The authors, in particular,
used the IC power consumption
used as the main indirect charac-
teristic. The obvious drawback of
the method is that you should be
completely sure that the bench-
mark IC is not infected.

Another indirect IC feature, the
transient power consumption fea-
ture was analysed in [12]. The objec-
tive is to determine the smallest

hardware Trojan which can be
detected by the proposed method.
The tests that emulate the work of
a particular experimental IC have
shown that this method can be
used to detect the minimum hard-
ware Trojan consisting of three
gates.

In [13] a method to enhance the
difference between the indirect
characteristics of IC, which has no
hardware Trojans, and the same
IC but infected with a Trojan, was
proposed. Power consumption was
examined as an indirect feature.
The so-called method of a sustain-
able vector periodically applied
to individual IC inputs was used.
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After some time of supplying, IC
reaches the stable state. This pro-
cedure is called by the authors
"switching minimisation". By
changing the input vector, you can
use different IC sections. Changing
the difference of the consumed
power with the benchmark sample
indicates foreign hardware devices
in the tested section of the IC, that
is identified are chains which are
active but they should not be active.

The analysis and use as an indi-
rect characteristic of IC and its fin-
gerprint of the signal delay were
studied in [14]. The authors looked
at two categories of hardware
Trojans with explicit and implicit
loads. Trojans with obvious use-
ful load directly influence the cir-
cuit to which they are attached (e.g.
change the value of the control or
data signals). Hardware Trojans
with implicit useful load do not
make immediate changes to the
circuit but may, for example, read
information through side channels
or perform DoS-attack when initial-
ising. The authors argue that they
can detect 100% explicit and 36% of
implicit hardware Trojans but the
experiments were conducted on sim-
ulators (simulation programmes),
and the Trojans were simple mod-
ifications specially designed and
affecting power consumption and
path delay. In a similar paper [15]
leakage current and path delay were
considered as indirect characteris-
tics and a side channel.

Another approach is described in
(3]. The authors measured the inte-
gration current, time dependence
of the electric charge in the IP
nodes and used the data obtained
from different parts of the circuit
to make an analysis and search for
the Trojan chain. The analysis also
took into account the data taken
from the benchmark IC not con-
taining any Trojans. The authors
have stated that they can detect the
added hardware Trojans with the
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size of "a few gates" occupying 0.1%
of the area of the entire IC.

The main problem of the method
for analysing the indirect charac-
teristics for the detection of the
hardware Trojans is that it is totally
dependent on the presence of a true
benchmark IC which can be used
for comparison and evaluation. If
a hardware Trojan was added any-
where before the manufacturing
stage and is therefore contained in
each IC, the method in question is
not applicable. Furthermore, the
search space using this method
can be very large. Despite the chal-
lenging developments and the use
of modern statistical methods for
determining differences in the
characteristics of the modified and
true IC, the likelihood of detecting
this difference is very low, espe-
cially if the hardware Trojan is well
designed and has a purpose.

CONCLUSION

Thus, studies aimed at the detec-
tion of hardware Trojans, are
mainly devoted to destructive
methods and approaches that use
side channels and auxiliary meth-
ods in the testing phase of IC.
Detection mechanisms are often
focused on a particular class of
hardware Trojans, there is no com-
mon method or combination of
methods, which could ensure a
wide coverage in identifying unau-
thorized bookmarks.

The most effective way to pre-
vent any hardware Trojans in the
IC is careful control of the whole
cycle of development and man-
ufacture. Small trusted team of
developers using in-house soft-
ware tools and libraries can create
the IC project that is guaranteed
free from hardware bookmarks.
The implementation of this proj-
ect on the proven crystal produc-
tion (managed by a small group
of trusted persons) will provide
right and reliable products. Final

assembly and packaging of micro-
chips and their subsequent use
only by persons who are completely
trusted by the customer, will pro-
vide complete confidence that the
original project was implemented
without the malicious changes.
For a country like Russia, which
isnot a leader in the semiconductor
industry, it is possible to close the
cycle from design to manufactur-
ing only for small projects of spe-
cialized IC, so the share of ICs made
in cooperation with foreign part-
ners, will increase. In this regard,
the probability of insertion of hard-
ware Trojans will increase. To
ensure safe operation of electronic
equipment it is extremely impor-
tant to develop methods of control
that will be able to securely guaran-
tee the authenticity of the used ICs.
Also other approach based on
use of the certified commercial
electronic components (COTS -
Commercial Off The Shelf) is possi-
ble. The commercial sector uses the
vast libraries of IP cores for quick
development of new and more
functional devices (e.g., smart-
phones). If defensive sector will
develop and use only their own
IP cores, then the military devel-
opments related to electronics
would be far behind commercial
civil products. So it makes sense to
develop only some ICs, such as the
crypto chips with a small number
of logical gates, where the com-
pletely proven cycle of develop-
ment/manufacturing is possible.
However, in this case theft, reverse
engineering, modification during
manufacturing and substitution
of original IC through an unreli-
able chain of suppliers and inter-
mediaries are also possible. |
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