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B mepBoii 4acTu UMKIQ 0630pHbIX CTaTel, MOCBSALEHHbIX annapaTHbIM 3aK1aAkaM B MHTErpasbHbIX
Ccxemax, — annapaTtHbIM TPOSIHAM — PaCCMOTPEeHbl MOTEHLMa/IbHbIe Yyrpo3bl KN6ep6e30nacHoOCTU, KOTopble
OHM HecyT. AHA/IM3UPYHOTCS BO3MOXHbIe MYTU UX HECAHKLLMOHUPOBAHHOIO BHeApPeHUs. s BbIpaboTku
MeTOAOB U cTpaterurt 60pbbbl, MpeaynpexneHus, BbiSIBeHUS U MPOTUBOLENCTBUS MpuBedeHa

BCECTOPOHHSASA KﬂaCCMq)VIKaLlMﬂ annapaTHbIX TPOSAHOB.

In the first part of the cycle of reviews dedicated to hardware Trojans in integrated circuits
potential threats to cyber security are considered. The possible ways of their unauthorized
insertion are examined. For development of methods and strategies of prevention, detection
and counteraction, the comprehensive classification of hardware Trojans is presented.

a mocjefHHe NeCSATH/IeTHS 3/IeKTPOHHBIe
CHCTeMBI OT KOMIIbIOTEPOB [I0 CPeZCTB aBTOMAaTH-
3allMH, YIIPaBAeHHUS U KOHTPOJISI [IPOYHO BOLIIH

B Hallly IOBCeHEBHYIO >KM3Hb, U 3aTParuBaloT BCe

ee CTOpPOoHEI. IlocTpoeHHe U QYHKIMOHHPOBAaHHUeE

TaKHUX CHUCTeM OCHOBAaHO Ha MHTerPa/IbHbIX MHUKPO-

cxemax (UC). UC aBNAIOTCS 37IeMeHTHOM 6a301 Bcex

COBpPeMeHHBIX 3/IeKTPOHHBIX CUCTeM, obpabaTriBato-

KX HHPOPMALUIO B Ba)KHEHIIHNX OTPAC/SIX, BRJIIO-

4yasi GUHAHCOBBIM, MIPOMBIIITIEHHBIH, 060POHHBII

Y TPAHCIIOPTHBIM CeKTop. [IpobnemMa HafeXKHOCTH

1 6e30macHOCTH BhIonHeHUsI MUC cBOUX QYHKIIHUH

TeCHO CBsI3aHa c obecrieyeHreM Kubepbe3omnacHOCTH

3/IeKTPOHHBIX CUCTeM. B mocyienHee BpeMs B CBSA3HU

c rnobanu3anyen U yBeJlHYHUBAIOMENCS CIOXKHO-

cTpio MC, 3Ta mpobnema npuobperaer Bce 60ib-

HIYI0 aKTyaJbHOCTh. be3 ee peneHus 3JeKTPOHHBIE

CHUCTeMBl MOTYT He TOJIbKO He BEIIIOJHATEL Te QyHK-

LMK, KOTOPBle 3a/7I0’KeHBl B HUX COIJIAaCHO CIIeLiH-

dHKaLMK, HO U BBICTYIATh IIPOBOAHHUKOM BHEIIHHUX

3/I0HAaMepPeHHBIX aTaK Ha CUCTeMY.

B mocsegHYe rofibl O BUJIMCh HOBBIE IIOT@HI A Ib-
Hble yrpo3bl 6e30MacHOCTH B pacCMaTpPHUBaeMOM
cdepe, ocHOBaHHEIE Ha allllapaTHAIX CPeACTBAX, ~ TaK
Has3blBaeMble allllapaTHbIe 3aK/1aJKHU HIH alIapar-
Hble TPOSIHBI, KOTOPbIe IIpeCTaBIIsI0T coboi Hame-

PeHHYIO 3JI0YMBIIIJIEHHYIO0 MOAUPHUKALIUIO 37IeKTPH-
YeCKOM CXeMBI HJIU ee KOHCTPYKLHH, IPUBOIAIIYIO K
HEeKOPPeKTHOMY QYHKIIMOHUPOBAHUIO 3/IeKT POHHOIO
ycTporicTBa. [TogobHO IporpaMMHOM 3aKkIaKe (Ipo-
rpaMMHOMY TPOSHY), allllapaTHas 3aKkjaajka IIpef-
cTaBisieT cO6OM CBOEro pofa YepHBIN BXO[ B 3JI€K-
TPOHHOE yCTPOKCTBO. IIph 3TOM amIlapaTHBIM TPOSH
obnanaer NOIOMHUTENBHBIM IIPEUMYIeCTBOM — OH
IIOCTOSIHHO IIPHUCYTCTBYeT Ha CAMOM HHU3KOM YPOBHe
06paboTky NHGOPMALIMH, UTO BeJleT K COXPAHEHHUIO
yIpo3 0TKa3a MM OTKJIOHEHHS OT HOPMaJbHOTO
¢yHKRIHMOHKMpOoBaHMUA MIC Ha IIPOTS>KeHU U BCETO Bpe-
MEeHH KCIIO/Ib30BAHHUSA 3JIeKTPOHHOTO YCTPOMUCTBA,
npuyeM mnpobiemy HEBO3ZMOXKHO IIPeLOTBPATHUTH
HUKAKHMH INPOrPAaMMHBIMH HU/IH ANINaPaTHBIMU
CpencTBaMHU 3aIlUTB. HeCaHKIIMOHUPOBAHHOU
MOIUQHUKAIIMH MOKET OBITH IO BeP>KeH JIF060M THUII
HMC u, 3T0 MoeT 6BITh IPUYHUHON, KaK Hecylle-
CTBEHHBIX YaCTUYHBIX CO0€B, TaK U IIOJTHOTO 0TKa3a
CHUCTeMBI. AIIIIAPaTHBII TPOSIH MOKET BO3/IEHCTBO-
BaTh Ha CUCTEMY CAMOCTOSITEIbHO, 4 MOKeT aKTHBHU-
pOBaThCs IPOrpaMMHBIM obeclieueHHEM, B KOTOpPOe
npefHaMepeHHO 3aJI0’KeHa TaKas BO3MOXKHOCTb.
AnmnapaTHas 3aKjaaJKa MOXeT [J0JIroe BpeMs oCTa-
BaThCs 6e3eCTBYIONEN U aKTUBHUPOBATHCS Uepes
3aJlaHHOe BpeMsi, BHEIIHUM BO3[eHCTBHUEM HIU
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HeKOTOPEIMH OIlpefie/IeHHBIMH aKTHBHBIMH IIpOLiec-
caMu B pabore MC. CrieKTp anmapaTHBIX 3aKIaJ0K —
KX BO3MOXHOCTH, pa3Mepbl, MeXaHHU3MBbI cpabaTsl-
BaHUS, oTpebisieMass MOIIHOCTb — OTPOMeEH, 4TO
B COBOKYIIHOCTH C YBeJIHMYHBAIOUEUCS CJIOKHOCTBIO
HC, kak Ha PU3NMYeCKOM, TaK U Ha QYHKIIMOHAJIB"
HOM yPOBHSAX, IPeAOCTAB/ISLIOT HIKPOKHE BO3MOKHO-
CTH 37I0yMBIIIJIEHHHUKY /15 CKPBITHOTO pa3sMelleHH s
aIlIapaTHBIX TPOSIHOB.

OTHOCHTe/bHAas IIPOCTOTA BHeAPEHHUS alllla-
PaTHBIX 3aK/JIaJ0K B cOBpeMeHHYI0 MIC He MoKkeT He
BBI3BIBATH O@CHOKOMCTBO. MogHUGHUKAIIUHU MOTYT
OBITH BHeCeHBI B allllapaTHYIo 4dacTbh MC Kak Ha
3Tame pa3paboTku, Tak U B IIpoliecce IIPOU3BOJ-
CTBa, BK/IOYas TaKHe CTaAHUH KaK ClIeluPruKal,
[IpOeKTHPOBaHMHe, BepUPUKALKMs U U3rOTOBIeHHE.
Bosiee Toro, ammapaTHas 3aKaajKa MOXeT OBITh
BHeCeHa B yske u3rotosneHHY0 HC [1]. Cutyanus
OCJIOKHSIETCS TeM, YTO COBpeMeHHble TeHIeHIUHU B
MO0y POBOAHKKOBOK IIPOMBIIIIEHHOCTH XapaKTe-
pHU3YIOTCS pasfeneHHeM pa3paboTKu U H3TrOTOBJIe-
Hus MC, mpryeM I0c/iefHee BbIIIOJHIeTCS HECKOIb-
KUMH QpabpukamMu, pa3bpoCcaHHBIMHU IO BCEMY
MHPY, IpeHUMylleCTBeHHO B A3HH. [IpUBIedYeHHe
CTOPOHHUX COMCIIOJIHUTeJIEH XapaKTepPHO He TOJbKO
ans usroroBneHus MC, HO U [/ HPOEKTHUPOBA-
HUS: pa3paboTUUKU I101b3YIOTCS CTOPOHHUM IIPO-
rpaMMHBIM obecrieyeHHeM, MIHMPOKO HUCIOAB3YIOT
roToBele 6s0ku (IP-6/10KH), CIPOeKTUPOBAHHBIMHU
TpeThel CTOPOHOM. IP-6JI0KM 4aCcTO IMOCTABISIOTCS
B 6MHApHOM BH/le U IIPOeKTUPYIOTCSI CTOPOHHUMHU
bupMaMHu, CllelHaJU3UPYOIIUMUCS Ha Ollpefe-
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JIeHHBIX TeXHHUUYeCKHUX IIpoeKTax. [Io3ToMy amma-
PATHBIM TPOSIH MOKET OBITh IIPOCTHIM HU3MeHeHHEeM
naparpada B cunenquUKaALUU, AOIOJIHUTETbHOM
CTPOKOM B MCXOAHOM KOZle, HAllUCAHHOM Ha S3bIKe
omucaHus anmnapatypsl (HDL), unu ke MogudrKa-
LIMel KpeMHHeBOTO KPUCTaJlJla Ha IIPOU3BOACTBEH-
HOM pabpuke, HalTpuMep, He6OIBIIUM H3MeHeHHEeM
TOIIOJIOTUU TPaH3UCTOpa. EC/IM M3MeHeHHe BBIIION-
HeHO B 11U Py3HOHHOM CJI0e, TO Ha YHIIe OHO CTaHO-
BUTCS IIPAaKTUYECKH "HEBUAUMBIM" [2].

B HacTosmee Bpems npobaeMa ammapaTHBIX
3aKJIaJIOK BCeCTOPOHHe HcCaenyeTcss B Mupe. Tak,
[OJTUTEXHUYECKUM UHCTUTYTOM Hpio-HopKckoro
YHHBepCUTeTa eXXeTro4HO IPOBOASTCS COpeBHOBA-
HUS MeXJy KOMaHJaMHU I10 BHeJIPEHUIO U IIOHUCKY
CIleIIMaJIBHBIX YCTPOMCTB (3], 4TO criocobcTByeT pas-
BUTHIO TeXHOJIIOTUH MpeAyIpekJeHUsl BHe[PeHU
M MeTo/0B 0OHAapy’KeHHUS allIapaTHBIX TPOSIHOB.
ATEHTCTBO I10 IIePCIIeKTHBHBIM 000POHHBIM HayYHO-
HCCIefoBaTeNbCKUM pa3zpaborkam CIIA (DARPA)
HHHLIHHpoBana B 2007 roay crenuagabHYO IIPO-
rpaMMy Io obecreyeHHI0 ayTEHTUYHOCTH HCIIO/Ib-
3yeMBIX B BOeHHBIX cucTeMax CIIIA MUKpocxeM U
nposoguT HUOKP 110 pa3BUTHIO METOLOB U TeXHO-
JTOTUM OOHAPy’KeHUS AIIMapaTHBIX 3aKJIaA0K [4].
BOJNBIIMHCTBO APYTrUX My6IHKyeMBIX HCCIeL0Ba-
HUM IPOBOJUTCS YHUBEPCUTETCKUMHU IPYIIIIaM U
B OCHOBHOM ITOCBSIII€HBI METOIaM IIpeOoTBpalleHUs
BHeJIpeHUSs TPOSIHOB IpU paspaborke HC, a Takxke
crrocobaM ux BeIsiBIeHU S B MIC TIOC/Ie M3TOTOB/IEHHS.

Ecnu anmmapaTHBIE TPOsSiH Korga-nubo 6vl1 BHe-
CeH B CHCTeMy, TO OH IPHUCYTCTBYeT Bcerga Hesa-

ver the past decade, elec-

tronic systems from comput-

ers to automation, control
and monitoring tools have become
part of our everyday lives and
affecting all sides of it. The struc-
ture and operation of such sys-
tems are based on integrated cir-
cuits (IC). IC is a base for all mod-
ern electronic systems that process
information in key sectors, includ-
ing finances, industry, defense
and transport. The problem of reli-
ability and safety of operation of
IC is closely connected with cyber
security of electronic systems.
Recently, in connection with glo-
balization and the increasing

complexity of IC, this issue is
becoming increasingly important.
Without its solution the electronic
systems can not only perform the
functions according to their speci-
fication, but also to be a conductor
for external malicious attacks on
the system.

In recent years, there were new
potential security threats in this
sphere, based on the so-called
hardware Trojans - a malicious
modifications of electric connec-
tion or design, leading to incorrect
operation of the electronic device.
Hardware Trojan, like software
one, is a kind of back door into the
electronic device. But hardware

Trojan has an additional feature -
he is always presented at the low-
est level of information processing,
which leads to the conservation
threats of failure or deviation from
normal functioning of the IC for
the entire usage time of the elec-
tronic device, and the problem can-
not be prevented by any software
or hardware protection. Any type
of IC may be subject to unauthor-
ized modification, and this may be
the cause of both minor and seri-
ous failures. A hardware Trojan
can influence the system indepen-
dently, or can be activated by the
software, in which such possibil-
ity was intentionally provided. A
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BHCHMO OT TOTO, BKJIIOUEHA OHA HJ/IH BHIKIIOUYEHA,
[ToTeHIIMaJIBHO OH MOXKET HapyHHUTb paboTy Bcel
CHCTeMBI, eCJIK BHeCeH B JII00yI0 M3 COCTABISIONINX
ee MC. Bo3gelicTBHe alllapaTHEIX TPOSHOB MOXKET
BaPBUPOBATHCS OT IIPOCTHIX LieJIeBBIX aTaK JI0 CJIOK-
HBIX aTaK, KOTOphle 06eCriedynBAIOT TOUYKY OIOPEI
IIpOrPaMMHBIM aTaKaM BBICOKOTO YpoBH. K 1ese-
BBIM, B YaCTHOCTH, OTHOCSITCS CIeIyIOII e aTaKH:

e u3MeHeHHe O6UTAa MHOOPMALIMHK, HAPYLIAIOIIEro

LIeJIOCTHOCTh XPAaHUMBIX JJAHHBIX;
 ocnabneHue GyHKIHMOHAIBHOCTH KpUIITOrpaduye-

CKHUX sIIep;

* aTaku, NPUBOJSIIME K yTeuke KOHPUIeHIIUATbHOMN

HHOOpMaLIKH.

CructeMa MOKeT OBITh MHQUIIMPOBAHA HECKOJIb-
KHMMHU aMapaTHIMU 3aKJIaJKaM, KOTOPble COBMECT-
HBIMHU JeACTBUSMHU IO PHIBAIOT ee 6e30IacHOCTE.

Il HOMTHOrO MOHMMAaHUS BO3MEMCTBUS alla-
PaTHBIX TPOSIHOB Ha CHCTEMBI U UX 0OHApPY>KeHHUS
HeobX0o MO H3yUueHHEe BO3MOKHOCTEN H3MeHeHH
WHPOpMALMU IIPHU BHEJPEeHHUH 3aK/IAI0K, a TAKKe
BO3MOKHBIX MeXaHH3MOB UX aKTUBAI[UHU. [I03TOMY
HCCIe0BAaHU S BO3MOXKHBIX yI'PO3, KOTOPbIe HECYT
TPOSIHBI, pa3paboTKa KOHCTPYKIUU U METOMLOB HUX
BHeJpeHUS, MEXaHU3MOB aKTHBAIUHU SIBISIOTCS
HeoOXOLMMOI 4acThi0O paboTHl B IIOKCKe CIIOCOOOB
npenynpeXxaeHHs BHeJPeHUs], BBISIBIeHHUS U IIPO-
THUBOJEMCTBUS AIllIIAaPATHBIM 3aKJagKaM AJs obe-
criedeHHU s 6€30IMaCHOCTH HUCII0Ib3yeMbIX HC.

IIp1 pacCMOTpPEHHUH BO3MOXKHBIX yrpo3 besomac-
HOCTH, HCXOLSIIUX OT alllapaTHOMN 3aKIa[KH,
U OIlpeleJIeHH S ee BIHSHUS Ha HHGOPMAIIHOHHYIO
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CHUCTeMYy Lieiecoobpa3sHO CTPYKTYPHUPOBATh Xapak-
TepHBbIe IIPU3HAKY TPOSIHOB. [IJIs1 OIIUCAHU S TAKUX
XapaKTepPHBIX CBOMCTB OBIIO ITPe/I0KeHO HeCKOJIBKO
KIacCHPUKAI M AllIIapPaTHBIX TPOSIHOB. Llenu TakKUX
KTacCHPUKAIUIM - CHCTeMAaTHU3al s U3y4YeHU,
paspaboTka o6mux MeTOmOB 06HAPY>KeHU S U IO/~
XOIIOB, 00eCIIeurBaOIINX [I0faBJIeHHe BO3LeHCTBU S

Pa3IMYHBIX K/IACCOB TPOSHOB, a TaKKe CPpaBHEHHEe
Pa3HBEIX METOJIOB IPOTHBOAEHNCTBHU . Ha puc.l npu-
BefleHa Hanboslee MolMHast KJAaCCUUKALIMS allllapaT-
HBIX TPOSIHOB, IIPe/iJIo’kKeHHas B cTaThe [5]. B ocHOBe
3TOM KJIACCUPUKALMH YUUTBIBAIOTCSA KaK pa3sl pas-
paboTku HMC, Tak U YPOBHHU BO3MOKHOTO BHeJIpeHU I
arIapaTHBIX TPOSHOB.

Paspaborka u m3rotosieHHe HMC, Kak IIpaBHUIIO,
BK/IIOYAIOT TaKHe 3Tallbl, KaK CHeUHMPHUKALHUSAL
UC, ee pa3paboTka, HU3roTOBIeHUE, TeCTUPOBA-
HUe u cbopka. OHU JOMKHBI PACCMAaTPUBATBCS U
KaK CTaZuH, Ha KOTOPBIX 3JI0YMBIIIJIEHHUK MOXKET
BHeJPUThH allllapaTHYIO 3aKjaanKy. Ha sTame cmerr-
ndUKanUHU (IOATOTOBKU TeXHHUYECKOTO 3aaHus)
OIlpefe/I0TCs XapaKTePUCTUKHU CUCTEMBI, B TOM
YMCJIe MCII0/JIb3yeMble MOJE/NIH U IpeaIiosaraemMas
¢yuxuuonanpHoCcTh MC. Iloce aToro srama xapak-
TePUCTUKU CHUCTEMBl peaju3yIoTCs Ha CTaguu
[IPOeKTUPOBAHUS B OIpeJe/IeHHOM LleJIeBOM KOH-
CTPyKTHUBHO-TeXHOJIOTUYeCcKoM ba3muce C yueToM
GYHKIMOHAIBHBIX M QU3MYeCKUX OrpaHHUYeHH M. Ha
3Tare npou3sBoacTBa MC M3roraBarBaeTCss KOMIIIEKT
doToImabm0HOB, U IPOBOAUTCS LMK/ U3TOTOBIEHHUS
kpucTta/uioB UC Ha KpeMHHEBBIX IJIACTUHAX C I10CJIe-
AyIollell IPpoBepKoM UX QyHKIMOHATBHBIX U QHU3H-

hardware Trojan can long time to
remain dormant and be activated
after a specified time, by external
influence or as a result of defined
processes in the operation of IC.
Range of hardware Trojans, the
capabilities, sizes, principles of
operation, power consumption,
is huge, which together with the
increasing complexity of IC, both
on physical and functional levels,
offer wide opportunities for the
attacker to surreptitiously embed
hardware Trojans.

The relative ease of insertion of
hardware Trojans into modern IC
is an additional cause for concern.
Modifications can be made to the
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hardware both in the develop-
ment phase and in the production
process, including such stages as
specification, design, verification
and manufacturing. Moreover, a
hardware Trojan can be included
in already made IC [1]. The situ-
ation is complicated by the fact
that current trends in the semi-
conductor industry are character-
ized by the separation of develop-
ment and production of IC, and
the latter can be done by several
factories scattered around the
world, mainly in Asia. Engaging
third-party subcontractors is typi-
cal not only for IC manufacturing,
but also for design: developers use

third-party software and ready-
made blocks (IP cores), designed
by a third party. IP cores are often
supplied in binary form and are
designed by third-party firms
specializing in certain technical
projects. Therefore, a hardware
Trojan can be a simple change of
paragraph in the specification,
an additional line in the source
code written in hardware descrip-
tion language (HDL), or a modifi-
cation of the silicon chip in a fac-
tory, for example, a small change
in the topology of the transistor.
If the change is made in the diffu-
sion layer, on the chip it becomes
practically "invisible" [2].
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AnnapatHble 3aK1aaku (TposiHb)
Hardware Trojans
I
da3za pa3paboTku ABCTPaKTHbIN YPOBEHb AKTUBaLUS SddekT PacnonoxeHuve
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Cbopka TpaH3UCTOPHbLIN yCoBus Cxema
—] W KoprnycnmpoBaHue - YpPOBEHb Physical — CUHXPOHM3aLMUN
Assembly and package Transistor level conditions Clock
L Tononorus | BHelwHas
Physical level Externally
AnnapaTHas
Component
Monb3oBatens
User

Puc.1. Kaaccugpukauus annapamubix mposHos [5]

Fig.1. Classification of hardware trojans [5]

Currently, the problem of hard-
ware Trojans is studied compre-
hensively in the world. For exam-
ple, the Polytechnic Institute of
New York University annually
organizes competitions between
teams for insertion and search of
special devices [3], which contrib-
utes to the development of tech-
nologies for preventing the inser-
tion and methods for the detection
of hardware Trojans. The Defense
Advanced Research Projects
Agency (DARPA) of the United
States Department of Defense has
initiated in 2007 a special pro-
gram to ensure the authentic-
ity of IC used in military systems

of the USA and conducts R&D on
the development of methods and
technologies to detect hardware
Trojans [4]. The majority of other
published studies is conducted in
universities and mainly focuses
on how to prevent the insertion of
Trojans during the development
of IC, as well as on methods for
their identification in the IC after
fabrication.

If a hardware Trojan was ever
inserted into the system, it is
always present regardless of
whether is the device on or off.
If the Trojan is inserted to any
of system’s IC, he has the poten-
tial to disrupt the entire system.

The impact of hardware Trojans
can range from a simple targeted
attacks to complex attacks, which
provide the fulcrum for high-level
software-based attacks. Target
attacks, in particular, include the
following:

« change bits of information that
violates the integrity of the
stored data;

+ weakening the functionality of
the cryptographic cores;

« attack leading to the leakage of
confidential information.

The system can be infected
with several hardware Trojans,
which joint actions undermine its
security.
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D Dangerous

Puc.2. Cmaduu npouzsodcmsa MC u coomeemcmaytoLiLe YposHU 0nacHoCmuU 8HedpeHuUs annapdmHol 3aknadku [6]
Fig.2. Stages of IC manufacturing and corresponding levels of risk of insertion of hardware trojans [6]

YeCKHUX XapaKTepUCTHUK. Jlasee MPOBOAUTCS pe3Ka
IUIACTHH Ha YHUIIBl, UX KOPIYCHPOBAHHE, TECTUPO-
BaHMe FOTOBBIX K 3KCIINyaTanuu MC, UCOBITAaHHE
Y IIprieMKa. Ha puc.2 npuBefeHbl CTAAUH IPOU3BOJ-
cTBa MC M COOTBETCTBYIOI[HE UM OLIeHKH yPOBHEH
OIIACHOCTH BHeJpeHMUs allllapaTHOM 3aKI1aaKu [6].
Heysi3BUMBIMH C TOUKH 3PpeHHUS BHeJPeHHUS
aInnapaTHBIX TPOSIHOB SBISIIOTCS TOJABKO CTALHUU
criendUKAI MK, TeCTUPOBAHHS B KOPIIyCe, a TaKKe
HCIOBITAHUS U IIPHeMKH. Bce ocTalbHBIe CTALUHU
YS3BUMBI K BHEPEHHIO AIIIIAPATHBIX TPOSHOB, U
6esomacHocTh MC Ha HUX ONpefenseTCs COUCIION-
HUTEISIMHU, KOTOPble 0becIieuuBaIOT H3rOTOBIEHHE

HC 1 ee TeCTUpPOBaHUe, a TaKKe IIOCTABIIHMKAMHU
cpenctB pa3paborku, [P-610Kk0oB u bubnrorek. Ho
Jaske CTafiMH, KOTOpble OTMeUeHbl BbllIe Kak 6e3-
OIlaCHBIe, MOTYT OBITh MOABEP>KeHbI BIUSHHUIO 3710~
YyMBIIIEHHUKA, HAalIPUMep, BO3MOKHA HacTPOMKa
aIrapaTHOM 3aK/IaZKU BO BpeMs TeCTUPOBAHU I UIIH
BO BpeMs 1ocTaBKU HC. II09TOMY IIOTHBIH LIUKII IIPO-
u3BozcTBa HMC 10/I>KeH OBITh BCECTOPOHHE HCCTIef0-
BaH C paCCMOTpeHHeM KaK CTpaTerum 3o peKTUBHOM
NpodUIAKTUKY BHEJPeHHU S TPOSHOB, TaK U TeXHO-
JIOTUN UX OOHAPY KeHHU .

TpOSIHBI MOTYT BHeAPSTHCS B II06BIe 37Ie MEHTHI
MHQOPMALlMOHHOU CHUCTeMEl. JIoKalIru3anus TposHa

To fully understand the impact
of hardware Trojans on the system
and for their detection it is neces-
sary to study the possibilities of
data change in case of the inser-
tion of Trojans, and also possible
mechanisms of their activation.
Therefore, investigation of the pos-
sible threats caused by Trojans,
development of design and meth-
ods of their insertion and activa-
tion are a necessary part of the
work in finding ways for prevention
the insertion, and for detection
and countering hardware Trojans
to ensure the safety of the used IC.

For consideration of possi-
ble security threats caused by
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hardware Trojan, and determi-
nation of its impact on the infor-
mation system, it is advisable to
structure the characteristic signs
of Trojans. To describe such char-
acteristic properties several clas-
sifications of hardware Trojans
were proposed. The purpose of
such classifications is the system-
atization of the study, the develop-
ment of common detection meth-
ods and approaches providing
suppression of the effects of dif-
ferent classes of Trojans as well
as comparison of different meth-
ods of counteraction. Fig.1 shows
the most complete classification
of hardware Trojans, proposed in

the paper [5]. This classification
takes into account both the phases
of development of IC and levels of
the possible insertion of hardware
Trojans.

Development and manufacture
of IC generally include such steps
as specification of IC, its devel-
opment, production, testing and
packaging. They should be consid-
ered also as the stages on which
the attacker can insert a hardware
Trojan. At the specification stage,
the characteristics of the system
are defined, including used mod-
els and the estimated functional-
ity of IC. After this phase the sys-
tem features are implemented at




MOXeT OTPAaHUUYUBATHCS OTAEJIbHBIM KOMIIOHEH-
TOM, & MOKeT OBITh paccpeoTOYeHa U Ha HECKOJIb-
KHX KOMIIOHEHTaX, TAKUX KaK IIPoleccop, HaMsTh,
CXeMBI BXOJa-BbIX0Ja, UCTOUHHUKH HUTAHUS HUIH
CXeMBI CHHXPOHHU3a UK. Oco6eHHOCTD JIOKAIH3a-
LIMU OIlpefesisieTCsl CI0XKHOCThI0 IIpoekTa UC, Tpya-
HOCTBIO BHeIpeHHU S U TeM 3 PeKTOM, KOTOPBIH 101~
SKeH BBI3BATh AIllIIaPAaTHBIN TPOSIH. B CBS3U C 3TUM
HeobXOIMMO HMCCIeL0BATh BO3MOKHBIE MeXaHH3MBbI
paboThl allmapaTHEIX TPOSIHOB, U HA XapaKTepPHBIX
IpHUMepax pacCMOTpeTh IOCIeACTBUS, KOTOPHIe
MOXXHO OXH/JIATh OT UX BHeJpeHHUs. TeM CaMBbIM
MOXXHO OXapaKTepH30BaTb YyI'PO3bl, CBSI3aHHBbIE
CamnnapaTHEIMU TPOSTHAMH.

AlapaTHble 3aK/IaAKHU SIBSIIOTCSI OTHOCUTETBHO
HOBBIMH YyIpo3aMu Kubepbe30macHOCTH, IPHU 3TOM
OHH CyILIeCTBEHHO PACIIHUPSAIOT BO3MOXKHOCTH A/
aTaku Ha MHQOPMAILIMOHHBIE CUCTeMBI. PaHee
ATAaKKW OTPAaHUYUBAIUCH TOJIBKO IIPOTPAMMHBIMHU
CpencTBaMHM, COCPeLOTAYHBAsICh Ha CJ1abbIX MeCcTax
nporpaMMHOT0 obecredyeHus. CpefCcTBa 3aIIKUTH
KOHKPeTHOI0 IIPOrpaMMHOro obecriedyeHus pas3pa-
6aTBIBAIUCh UCXOAS U3 ayTEeHTUYHOCTH aIlIapar-
Horo obecriedeHusi, IO3TOMY OOILIENIPUHSTHIE IO/
XOIBl K 3al]UTe IPOrPAMMHBIMU CPeJCTBAMU He
criocobHbl obecreduTh 6€30MACHOCTD OT AIIapaT-
HBIX TPOsiHOB. C 3TOM TOUKM 3PeHHUS allllapaTHbIe
3aKkJIaf KU MNpefCcTaBASIOT AOCTATOYHO CIO0XHYIO
npobiemy obecrieueHu s 6e30I1aCHOCTH.

TpossHBL MOTYT 6BITH BHenpeHH B MC cmenua-
MU3UPOBaHHOro Ha3HaveHUs (ASIC), B kKomMepye-
CKHe 37eKTPOHHBle KOMIIOHEHTHI, HaxoAsIHuecs

MILITARY AND SPACE TECHNOLOGY

B cBobogHOM mpogaske (COTS - Commercial Off The
Shelf), Muxpomnpoueccopsr, HUPpPOBbIe CUTHATBHEIE
MIpOLleCCOPBl U/IH B BUJe NPOTPAaMMHBIX H3MeHe-
HUMU B 'mpommuBke" IIJIMC (FPCA). YY4UTHIBAS, UTO
HM3MeHeHUSs BHOCSTCS Ha CAaMbl HU3KHU YPOBEHb
CHCTeMBbl, TUIIBl HapYIIAIOMIero AeMCTBUS MOTYT
HMeThb pa3HOOOPa3HBIN XapaKTep. DTH BO3NEHUCTBUS
MO>KHO YC/IOBHO K/JIacCUPULIMPOBATh KaK U3MeHeHHe
OYHKIIMOHANIBHOCTH, U3MeHeHU s clleuPUKALIHH,
yTeuKka MHGOPMAILIUU HMJIU OTKa3 B 00CIy>KUBAHUH.
CrenuduyecKye annapaTHEIe TPOSIHEL MOTYT Peasn-
30BaTh M1060€ M3 3TUX HAaPyIIAIOIINX BO3TeHCTBHH.
AmIapaTHble TPOSIHBI, U3MeHsOmMUe QYyHKIIHO-
HaJIbHOCTb HIC uepe3 BHeJpeHHe [IONIOJIHUTEIbHON
JIOTUYeCKOM CXeMBbl KJIH I10CPeICTBOM BBIKJIIOUEHHUS
YaCTH CyILeCTBYIOIlel JOTMKH, HeIIOCPeLCTBeHHO
CTaBAT IOJ, YIPO3y LIeJIOCTHOCTh U COXPaHHOCTh
MHQOPMALIMOHHOU CHCTeMBbl. F3MeHeHHe [aH-
HBIX B IIaMSTH, BO3/IeHICTBHE Ha BBIUHC/AUTEIbHBIE
olepallM{ UK Ha KOMMYHHKALIMOHHBIHA KaHal
SIBJISIIOTCSI XapaKTepHBIMH LIeJISIMU paccMaTpHBae-
MOro BHeJpeHHUsI. MoguduKaluK GyHKIIHMOHAIbHO-
CTH MOTYT HOCUTb OUeHb Pa3HOOOPa3HBIN XapaKTep;
BO3J@eHMCTBHS 3TOr0 KJjacca alllapaTHBIX TPOSTHOB
OrpaHHUYEHBI TOJBKO PecypcaMH CHUCTeMBI, Boobpa-
>KeHHeM K yMeHHeM 3/I0yMblIIIIeHHHUKa. HanpuMmep,
B [7] mpencTaBieH CLleHApUH, B KOTOPOM IpocTas
INecTPyKTHBHAs allllapaTHas 3aKjaajKa MOXKeT BCTa-
BUTh OMMUOKY B aITOPUTM Ha OCHOBe KHMTAKCKOM
TeopeMBl 06 OCTaTKax IIPH BEIYHCIEHHUH KPUIITOTpa-
bHUYeCcKoro aJIrOpUTMa C OTKPHITHIM KII04oM (RSA),
4YTO IIPUBOOUT K KOMIpomMeTalnuu RSA- kiaroua.

the design stage on a certain con-
structive and technological basis
taking into account the func-
tional and physical constraints.
At the production stage a set of
photomasks is prepared, and the
manufacturing of the chips on sil-
icon wafers with subsequent ver-
ification of their functional and
physical characteristics is carried
out. Further cutting of wafers,
packaging of chips, testing of
ready for operation IC and accep-
tance are carried out. Fig.2 shows
the stages of production of IC and
corresponding assessment lev-
els of the risk of insertion of the
hardware Trojans [6].

Only specification, test in
package, and acceptance are
invulnerable from the point of
view of the insertion of hardware
Trojans. All other stages are vul-
nerable to the insertion of hard-
ware Trojans, and the security of
the IC is determined by subcon-
tractors, which provide produc-
tion of IC and their testing, as
well as by suppliers of develop-
ment tools, IP cores and librar-
ies. But even stages, which are
marked above as "safe", can be
influenced by an attacker, for
example, it is possible to config-
ure a hardware Trojan during
testing or supply of IC. Therefore,

a complete production cycle of IC
needs to be thoroughly investi-
gated with the consideration of
strategies to effectively prevent
the insertion of Trojans and tech-
nologies for their detection.
Trojans can be inserted in any
elements of the information sys-
tem. Localization of a Trojan may
be limited to a separate compo-
nent, and may be dispersed on
several components such as pro-
cessor, memory, input/output
circuits, power supply or syn-
chronization circuit. Location
is determined by the complex-
ity of the project, the difficulty of
insertion, and the effect, which
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B paborte [5] mpuBogUTCS IpUMep MOAUPUKAIIUH,
B pe3y/IbTaTe KOTOPOM MOy 0OHaPysKeHUsI Ol 60K
NpHHKMaeT BXOJHBble CUTHA/bl, KOTOPble LOISKHBI
OBITH OTK/IOHEHEL.

HemocpenctBeHHble omu6ku B MC, Kak HaIlpu-
Mep Pentium FDIV (omubka B Mojyie omepanui
C IJaBaW0Iled 3aIsATOM B OPUTHHAIbHBIX IIPO-
Heccopax Pentium Beimycka 1994 roma), MOTyT
OBITH BOCIIPOM3BeJeHbl allllapaTHOM 3aK/Ia[KoOH,
npudem s NpefoTBpallleHUs ee oOHApyXKeHUS
MO>KeT HCII0/Ib30BaThCSl BBIOOpOUHOE BKIIOUEHHE.
CrnenuasnbHEle alapaTHbIE TPOSIHBI MOT'YT pa3pa-
OaTBIBATHCS /I H3MeHeHHU sl IIOpsiKa BBIIIOTHEHU S
HHCTPYKLIUH LeHTPAIbHOTO IIPOLleccopa, yTeukH
OaHHBIX Yepe3 Mob6ouHble KaHa/Ibl, U3MeHEHHU S
COIep>KMMOTO MPOrpaMMHUPYeMO IOCTOSHHOU
namsaTu (PROM).

H3meHeHHe QYHKIMOHAIbHOCTH CUCT@MBl MOKET
OBITBH UCII0JIb30BAHO /1151 IIOAI€PKKU Boslee MU POKHUX
aTtak. Tak, B paboTe [6] 0TMeueHO, YTO BO3MOKHOCTH
HaHeceHUSs ymep6ba 6e30MacHOCTH CyleCTBEHHO
yBeJIMUYHBAIOTCSI IIPH COBMEeCTHOM HCIIOIb30BaHHUH
anIapaTHOM M INPOrPaMMHOM aTaku. B KadecTse
InpuMepa NpUBeJeHbl H3MeHeHHUs B LleHTPaJbHOM
npoiueccope, NoAJepKHUBAaKIIKe aTaKy Ha Ipo-
rpaMMHoe obecrieyeHue. B UTore npegocTaBieHue
LOCTyIa K HaMSITH U MOAUPHUKALKS IPOTPaMMEBI
CII0CO6CTBYIOT pacCIIMPeHHUIO IIOJTHOMOYHH C IToc/e-
OYIOIIUM JOCTYIIOM B CUCTEMY Yepe3 YepHBIL BXO[
M aTAaKOM C KpPaskell Maposs.

H3meHqpmKe crnenMPUKALHUIO allapaTHELE
TPOSIHBI XapaKTePU3YIOTCS TeM, UYTO MCKa’kKaloT

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

mapaMeTpHU4YecKHe CBOHCTBA LieneBor HMC unu
crneurUKALMU, He OTHOCALIMECS K ee QYHKIHO-
Ha/AbHOCTU. TakHe IIapaMeTpUUYecKHe CBONCTBaA

BKJIIOYAIOT CHUHXPOHH3AI U0 UIKU BpeMeHHEIe
XapaKTePUCTUKHU, a TaKkXe IIOTpebasieMyo MOII-
HocTh MC. DpPerT mocTUraeTCsa IMyTeM Hermocpes-
CTBeHHOTO M3MeHeHHS BHYTPeHHHUX QU3UUYeCKHUX
CBOICTB - TOIIOJIOTHU Me>XKCOeJHHEeHHUN U reomMme-
TPUU TPAaH3HUCTOPHBIX CTPYKTYp. B oTanuue oT
anmnapaTHBIX TPOSIHOB, KOTOPble BAUSIOT Ha QyHK-
LIMOHAJIBHOCTD, AJISI 3TOr0 KJacca XapaKTepHBI
M3MeHeHHU S TOIOJOTUH IUHUH Pa3BOAKHU U TPaH-
3UCTOPOB, U UX pa3pyLIUTesIbHbIE JeHUCTBUSI MOTYT
IIPUBOLUTH K OTKa3aM CUCTeMBI [6]. MOKHO IIpes-
IIOJIOSKUTB, UTO B JOTIOJIHEHHeE K PAaCCMaTPHUBaeMbIM
MOIHUPUKALKUSIM MOXeT OBITHh BKJIIOUeHA U TaKas
ammaparHas 3aKkaajKa, YTobbl H3MeHeHHe CIIelU-
dUKALUK MMeJIo TPUITePHBIM UM aKTUBALIHOH-
HBIM MexXaHHU3M. {1 paccMaTpHBaeMOro Kjaacca
XapaKTepHBI pa3JIUYHbIe TUIIBI BO3AeUCTBUM Ha HC,
BKJIIOYA S OTPaHHUYeHHe BHIUHUCIUTEIbHBIX BO3MOXK-
HOCTeH CHCTeMBI IyTeM BHeCeHHU s B CXeMy reHepa-
TOpa CUCTEMHOM YaCTOThl, MOAUPUKALIUS BEIUKC-
JTUTeNbHBIX OJI0OKOB MM siYeeK BXOJA-BbIX0JA, IIPU
KOTOPOM QyHKIMOHAJIBHOCTb 3THUX Y3/I0B He U3Me-
HSeTCs, HO YXYAIIAIOTCS MPOIYCKHbIe U JUHAMHU-
JecKHe XapaKTepUCTHKHU. M3MeHeHHe pa3MelleHU S
BeHTHJIEN UJIU Pa3BOAKU CXeMbl, yHKIJMOHAIBHO
3KBHBAJIEHTHOEe, HO IIPU 3TOM HMemllee boiee
BBICOKHE ITapa3sUTHBIE COCTAB/SAIONIMEe TaCCUBHBIX
3JIeMeHTOB, 00yC/lIaBIKMBaeT yXyAlleHHe pabodux
XapaKTepPUCTUK IIPH BBICOKON HATPY304YHOU aKTHB-

should be caused by hardware
Trojan. In this regard, it is nec-
essary to investigate the possi-
ble mechanisms of operation of
hardware Trojans, and to con-
sider, with examples, the effects
that can be expected from their
insertion. Thus it is possible to
describe threats related to hard-
ware Trojans.

Hardware Trojans are rela-
tively new threats to cybersecu-
rity, and they significantly expand
the possibilities for attack on the
information systems. Previously,
attacks were limited to software
only, focusing on weak areas of
the software. Protection software
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was developing on the basis of the
authenticity of the hardware, so
conventional approaches to pro-
tecting software are not able to
provide security against hardware
Trojans. From this point of view,
the hardware Trojans are rather
complex problem of security.
Trojans can be embedded in
the application-specific IC (ASIC),
commercial off the shelf (COTS)
IC, microprocessors, digital sig-
nal processors, or as software
changes in the firmware for FPCA.
Given that changes are made at
the lowest level of the system,
the type of violation may varies.
These impacts can be classified

as a change in functionality,
changes in specifications, infor-
mation leakage or denial of ser-
vice. Specific hardware Trojans can
implement any of these violations.

Hardware Trojans that change
the functionality of IC through the
insertion of additional logic cir-
cuitry or by switch-off of a part of
the existing logic directly threaten
the integrity and safety of an infor-
mation system. Changing data in
memory, the impact on comput-
ing or communication channel
are typical goals of the considered
insertion. Modification of func-
tionality can be of very diverse
nature; the impacts of this class of




HOCTHU U IPOSIB/ISETCSI B BOSHUKHOBEHHUH BpeMeH-
HBIX omKboK. B pabore [5] mpuBeseHbl IPUMEPEH

CXeM C IepeMbIUKaMHM B BHUJle pe3UCTOpa, Clef-
CTBHEM KOTOPOTO CTAHOBSITCSI OMIMOKH THUIIA "3aKO-
POTKH" IIPH HEKOTOPHIX PeSKUMax paboTsl, U BHece-
HHEeM KOH/IeHCATOpa, IIPUBOASINETO K YBeJIHUYeHHIO
BpeMeHHU 3a/lep)KKHU 33 CueT yBeJMUYeHH s eMKOCT-
HOM Harpy3KHu.

CreqyromKH KJI1acC TPOSIHOB OXBaThIBaeT allllapart-
Hble MOAUPHUKALIMH, HallpaBleHHbIe Ha CKPBITHYIO
nepefayvy KOHQHUAEHIIMATbHBIX JAHHBIX OT HH)OP-
MaIlMOHHON CHCTeMBI 3JI0yMBIIIJIEHHUKY. Takas
mepesaya ocymecTBasercss 6e3 HelmocpeaCcTBeH-
HOTO y4aCTHs CUCTeMBbI U 6e3 Be[joMa I10/Ib30BaTeNIs
cucTeMBbl. MeXaHHU3MBI IIepefadyld MOTYT 3afden-
CTBOBATb KaK CYyLIeCTBYOIIe BHYTPeHHHe 1 BHeIll-
HHUe KaHa/bl CHCTeMBI, TaK U M060YHBIe KaHAJIHL.
Hanpumep, B pabore [6] oTMedaeTcsi, 4YTO yTe4UKa
HHOPOPMAIIUH MOKET IIPOUCXOAHUTD 10 PaIHOYACTOT-
HOMY, OIITHYeCKOMY U TEIJIOBOMY II06OUHBIM KaHa-
naM. HHPopMalHI0 MOXKHO H3BJleUb, AaHATU3UPYS
noTpebasemyro MOIHOCTb HIC, ee IIyMOBbIe XapaKTe-
PHCTHKH, a TaKKe J00bIe APyrye GyHKIHOHAIbHEIE
U GH3MYeCKHe XapaKTePUCTUKU. MHTepdericsl RS232
1 JTAG Tak>Ke MOTYT OBITh HCII0JIb30BAHEI B KA4eCTBe
KaHaJIoB yTeukd. Hanmpumep, B pabore [8] paccmo-
TPeHa alIapaTHas 3aKjJaJKa, KOTopas I103BOJIseT
oImpefiensiTh KAOYU MHUPOBaHUS B 6eCIIPOBOAHO
nepejiaye o MU3MeHeHHI0 aMIIMTY/bl U1K YaCTOTHI,
KOTOPble BO3HMKAIOT M3-3a BAPHUALIUI TeXHOJIOTUHU
nsrotoBienus UC. B pabore [9] ¢ ucmonp3oBaHUEM
MeTo/a Ilepelaul CUTHAJIOB C PACIIMPeHHBIM CIIeK-
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TPpOM MHPOpMALIMS O KIoUe IMHPPOBAHUS H3BJIe-
KaJach U3 U3MeHEeHHUsI yPOBHS COOCTBEHHBIX IIyMOB
KMOII HC.

CucTteMHasi MOAUPUKAIMSI Ha CAMOM HH3KOM
YyPOBHe IIpefoCTaBsieT IUPOKUM CIIEKTP BO3MOX-
HOCTeM AJISl peanu3aluU OMHUOKU THUIA "0TKa3
B o6cnyskuBaHuU" (DoS), KOTOpBle BapbUPYIOTCSA
OT YaCTUYHOTO IIPOSIBJIeHUSI OUKNOKH 10 IIOTHOTO
M OKOHYATeJbHOTO OTKJIOUEeHHUS CUCTeMBl BHe-
IpeHHEeM TaK Ha3plBaeMoro "ybuBaromero Kio4a"
(kill switch) [11]. B paboTe [6] kK 3TOMY KJ1acCy OTHe-
CeHBI TPOSIHBI, KOTOPBIe BIHUSIOT Ha 06CIyKUBaHUe
KJIME€HTOB BBIUHC/IUTETbHON CUCTEMBI Yepe3 HCIIO0b-
30BaHHe OrPAaHHYEHHBIX PeCypCcoB, TaKHUX Kak
BBIUHC/IMTEe/IbHAS CIIOCOOHOCTD, Pabounl AHaMa30H,
MOIIHOCTb UCTOUHHKA IIUTAHUS. OTMeYaeTcs, YTO
BHOCsIIMe omu6Ky dusndeckue 3 eKTHl, H3Me-
HeHHe KOHQUTypallMU CUCTeMBI U/IH ee OTKIYe-
HHe MOTYT ObITh BpeME@HHBIMU HJIH IIOCTOSSHHBIMU.
AmnmapaTHble 3aK/JIaAKK 3TOT0 KIacca MOTYT IIOTpe-
671Th M30BITOUHYIO MJIK BCIO SHEPTHUI0 UCTOUHHUKA
ODHUTaHUS (QKKYMYJISITOpPa), He I03BOJSS CUCTeMe
IepeuTH B COAUUU pexkuM [11], uIu yTeM BBefe-
HUS U36BITOYHBIX 6ydepoB B MeskcoequHeHU s MC
(12] ymeHBIIATH BpeMs PaboThl yCTPOHCTBA MEXKAY
mojA3apsiiKaMH. AIIIAPAaTHBIN TPOSIH MOXKeT OBITh
paspaboTaH c Lie/Ibl0 BIUSHUS Ha YIIpaB/leHHe CHUT-
HaJIOM pa3pelleHUs 3aIllMCH B IaMsThb, llepe3amnu-
ChIBasl CyIlecTBYIOIee 3HaUeHHe C/Iy4YalHOM Belu-
YUHOU. JTO BefeT K mobouHBIM cbosim B paboTe
CIy>K6 UJIM YaCTUYHOMY M Ja’kKe IIOJTHOMY OTKJIIoUe-
HHUe cucTeMbl. Omu6KHU "0TKa3 B 06CIy>KUBAaHUU",

hardware Trojans are limited only
by system resources, imagina-
tion and skill of the attacker. For
example, in [7] the scenario is pre-
sented, in which a simple destruc-
tive hardware Trojans can insert
an error into the algorithm based
on the Chinese remainder theorem
for public-key cryptosystem (RSA),
which leads to the compromise
of the RSA key. In [5] an exam-
ple of a modification is given, in
which the error detection module
accepts input signals that should
be rejected.

The immediate errors in the IC,
as for example the Pentium FDIV
(error in the FPU in the original

Pentium processors discovered in
1994), can be reproduced by the
hardware Trojan, and to prevent
its detection the selective switch-
ing can be used. Special hardware
Trojans can be designed for change
in execution order of CPU instruc-
tions, data leakage via side chan-
nels, change of the contents of a
programmable memory (PROM).
Change in the functionality of
the system can be used to support
wider attacks. So, in paper [6] it is
noted that the possibility of dam-
age to the security is substantially
increased, when the hardware and
software attacks are used together.
As an example, the changes in the

central processor that supports an
attack on software are described.
As a result, all memory access and
modification of the programme
contribute to the empowerment,
with subsequent access to the sys-
tem through the back door and
attack with the stolen password.
Hardware Trojans, which mod-
ify the specification, distort the
parametric properties of the tar-
get IC or specifications that are
not related to its functional-
ity. Such parametric properties
include synchronization, tim-
ing and power consumption of IC.
The effect is achieved by directly
modifying the internal physical
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BBI3BAHHBIE ANIIIAPAaTHBIMHU TPOSIHAMH, MOTYT OBITH
CBSI3aHBI C IIpeXXJeBpeMeHHBIM BBIXOJOM YCTPOM-
cTBa U3 cTposi. Tak B pabore [6] mpuBemeHa cxeMma,
KOTOpasi TeHepUPYeT JIOKAIbHYIO M30BITOUHYIO MOII-
HOCTB, YTO IIPUBOJMT K YCKOPEHHIO IIpoLiecca cTape-
Hus HUC, cokpamas Cpok ee cayskObI 6e3 HapyLIIeHH
GYHKUMOHATIBHOCTH. TaM Ke [iej1aeTcs BEIBOJ, YTO C
LIe/IbI0 YBeJIUYEHHU S 3JIeKTPOMUTPAllK BO3MOKHO
H3MeHeHHe XMMHYeCKHX KOMIIOHEHTOB B MeTall-
JU3UPOBAHHOM pa3BoAKe, NpHUUeM 3PPeKT 0T 3TOro
MO>KeT ObITh AaHAJIOTHUYeH YBeJTUYeHHUIO HAIlPSISKeHU ST
IIUTAHUS WU YaCTOThl CHHXPOHU3ALIUU, YTO BeJleT
K CHHDKEHHUIO BpeMeHH HapaboTku Ha oTkas MC.

ok ok

HeCaHKI[MOHUPOBAHHBIE 3/I0yMbIIITIEHHbBIE MOJH-
dukanuu UC MoryT cTaTh 60/bII0N HpobIeMOH
nis obecrieueHus kubepbe3o0macHOCTH TE€KTPOH-
HBIX CHCTEM BO BCEM MHpe, B 0COBEHHOCTH CHUCTEM,
33/IeFICTBOBAHHBIX B BOEHHOU cdepe U cucTteMax 6es-
OIIAaCHOCTH. B HacTosIlee BpeMsl BOEHHBIE BeJJOM-
CTBa MHOTHX CTPaH He CKPHIBAIOT 6ECIIOKOMCTBA B
CBSI3U C PACIIHUPSIONIMMCS Ay TCOPCUHTOM B 06/1aCTH
pa3paboTKH U MPOU3BOACTBA UHTETPATBHBIX 3I€K-
TPOHHBIX KOMIIOHEHTOB, 1 3aBUCHUMOCTH HOBEﬁmHX
pa3paboToK OT 3/IeKTPOHHBIX KOMIIOHEHTOB, HaX0-
OSIUXCS B CBOOOLHOM IIpo/iaske. AMIIapaTHbIE TPO-
SIHBI YT POSKAIOT HapyIIeHHeM L[eI0CTHOCTH JaHHbBIX
U QYHKIUH, BRIIIOTHIEMBIX TI060M BHIYUCIUTEb"
HOM CHUCTeMOM, KOTOPAs COAEPKUT UHTErPAIbHbIe
3HeKTpOHHBIe KOMIIOHEHTHI. CyTb BO3MO>XHBEIX yrp03
3aK/II04YaeTCd B beHKL[I/IOHaJ'IbeIX U TeXHHU4YeCKUux

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

MOOUUKALMAX XapaKTepUCTHUK MC, yTeuke KOHOHU-
NeHLIHaJbHON HHGOPMAIIMH, a TAKKe aTaKax THUIIA
"oTKka3 B 06CIy>KMBaHUU". /151 IpefOTBpalleHUs
TaKHX yIpo3 HeobxonuMa pa3paboTka KOMIIIEKCHBIX
MeTO/I0B M CTpaTeruy 60prOBI C allllapaTHBIMHU TPOSI-
HaMHU, UX IIPpeAYIIPesKIAeHHU U BBISIBIEHHUS, a TAKXKe
Mep IIPOTHUBOAEHNCTBHUS UM, 4TO by/leT pacCMOTpPEeHO
B II0CJIeYIOMIMX CTAThsIX LIUKIIA ITyOIHUKAI K.

Cmameoa nodeomosaeHa npu ¢uHancosoil noddepxke
MutobpHayku Poccuu 8 pamrax 8binoAHeHua 20cydapcmeenHo20
3adaxus 8.527.2016/B4.
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properties - interconnection topol-
ogy and geometry of transistor
structures. In contrast to hardware
Trojans, which affect the function-
ality, this class is characterized
by changes in the topology of the
wirings and transistors, and their
destructive actions can lead to sys-
tem failures [6]. We can assume
that in addition to the considered
modifications it may be activated
hardware Trojans, which ensures
change of the specifications with
trigger or activation mechanism.
Different types of impacts on IC
are typical for this class, including
limitation of computational capa-
bilities of the system by insertion
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in the circuit of the system fre-
quency generator, the modifica-
tion of the computational units or
input/output cells when the func-
tionality of these nodes not change,
but throughput and dynamic char-
acteristics worsen. A change of the
location of gates or wiring in the
circuit may be functionally equiv-
alent, but with a higher parasitic
components of passive elements
that leads to the performance deg-
radation at high load and mani-
fests in the appearance of transient
errors. Paper [5] contains the exam-
ples of circuits with jumpers in the
form of a resistor, a consequence of
which are errors (short-circuits) in

some modes, and addition of the
capacitor, resulting in an increase
in delay time due to the increase in
capacitive load.

The next class of Trojans covers
hardware modifications for trans-
mission of confidential data from
the information system to the
attacker. Such transmission is car-
ried out without direct participa-
tion of the system and without the
knowledge of its user. The transfer
mechanism can use existing inter-
nal and external channels, and side
channels. For example, in [6] it is
noted that leakage of information
may occur via RF, optical and ther-
mal side channels. Information
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can be extracted by analyzing the
power consumption of IC, its noise
characteristics, as well as any other
functional or physical characteris-
tics. RS232 and JTAG interfaces can
also be used as channels of leak-
age. For example, in [8] a hardware
Trojan is described that allows to
define the encryption keys in the
wireless transmission with use of
data about changing of the ampli-
tude or frequency that occur due
to variations of manufacturing
technology. In [9], the informa-
tion about the encryption key was
retrieved from the change of the
noise level of the CMOS IC using the
signal transmission method with
an expanded range.

System modification at the low-
est level provides a wide range of
opportunities for implementation
of "denial of service" (DoS) errors,
which range from the partial man-
ifestation of the errors to the com-
plete system shutdown by the inser-
tion of so-called kill switch [11].
According to [6], this class includes
Trojans that affect customer ser-
vice in computer system through
the use of limited resources such
as computational capacity, operat-
ing range, power supply. It is noted
that harmful physical effects, a
change in system configuration or
her shutdown may be temporary

Computer. 2010. T. 43. N210. C. 39-46.

or permanent. Hardware Trojans
of this class can consume excessive
or the entire energy of the power
supply (battery), not allowing
the system to go into sleep mode
(111, or by introducing excess buf-
fers in the interconnects of IC [12]
reduce the operating time of the
device between charges. A hard-
ware Trojan can be designed to dis-
tort the signal that enable writ-
ing to the memory by overwriting
the existing value with a random
value. This leads to collateral dis-
ruptions of services or partial, and
even full system shutdown. DoS
errors caused by hardware Trojans,
can lead to premature failure of the
device. Paper [6] describes a circuit
that generates a local excess capac-
ity, which leads to accelerating of
aging of the IC, reduces its service
life without breaking function-
ality. It is concluded in the same
paper that to increase electromi-
gration the change in the chemical
components in the metallic wiring
is possible, and the effect of this
may be similar to increasing the
voltage or frequency of synchroni-
zation that reduced the error-free
running time of IC.

*kok

Unauthorized, malicious modi-
fication of the IC can become a

big problem for the cyber secu-
rity of electronic systems world-
wide, in particular of systems for
the military and security appli-
cations. Currently, the military
departments of many countries
do not hide the concern in connec-
tion with the expanding outsourc-
ing in the field of development
and production of integrated elec-
tronic components, and depen-
dence of the latest developments
from the COTS electronic compo-
nents. Hardware Trojans threaten
with violation of the integrity of
the data and the functions per-
formed by any computing system,
which includes integral electronic
components. The essence of possi-
ble challenges is in the functional
and technical modifications of the
characteristics of the IC, leakage of
confidential information, as well
as DoS attacks. To prevent such
threats it is necessary to develop
integrated methods and strategies
against hardware Trojans, for their
prevention and detection as well as
responses to them that will be dis-
cussed in subsequent parts of this
series of publications.

This paper was created with the finan-
cial support of the Ministry of Education
and Science of the Russian Federation
within the framework of the state order
8.527.2016/B4.
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AYEMKA 03Y, VCTONYMBAS K BO3AENCTBUIO

BHELUHUX ®AKTOPOB

RAM CELL THAT IS RESISTANT TO EXTERNAL FACTORS

YK 621.382, BAK 05.27.01

H.Maaawesuy™ / N.Malashevich@tcen.ru
N.Malashevich*

MNokasaHa BO3MOXHOCTb peanusauum 6/I0KOB OJHOMOPTOBbIX U ABYXMOPTOBbIX OMEpaTUBHbIX
3anoMmHarowWwmx yctpoircts (O3Y) MOBbILIEHHOM CTOMKOCTUM K BHelWHUM dakTopaM Ans 6a3oBbix
kpuctannos (BK) cepuit 5521 n 5529. PaccmoTpeHa siderika namstu O3Y. MpueegeHbl pesy/bTaTbl
MOZJe/IMpPOBaHUS U UCMbITAaHUN MUKpocxeM O3Y Ha ocHoBe BK cepuu 5521 n 5529.

The article shows the feasibility of single-port and dual-port blocks of random access memory
(RAM) on gate arrays (GA) of 5521 and 5529 families, which has an increased resistance to
external factors. RAM memory cell is considered. Results of modeling and testing the RAM
chips on the GA of the 5521 and 5529 families are given.

KTHBHOe pa3BHUTHe KOCMUYeCKOHN OTpaciIu Tpe-

byeT co3maHUsI KaueCTBeHHO HOBOK 3JIEKTPOHHOM

KOMITOHeHTHO 6a3bl (9KE), ymoBeTBOpsIOIIek
TpebOBAaHHUSIM ITOBBIIIEHHOM CTOMKOCTH K OCHOBHBIM
IecTabunu3upyom M GakTOpaM KOCMHUYeCKOro IIpo-
CTpaHCTBa. K TaKUM QaKkTOpaM OTHOCSTCS: MOHHU3H-
pyolllee U3TyUeHHe, IIMPOKHUH TeMIIepaTypPHBIH JHa-
nasoH oT -60 o 125°C, BO3[eNCTBHeE TSKe/IbIX 3apsiKeH-
HBIX YaCTHILI.

[Ipu co3maHuM OOPTOBOM AIIIAPATyPbl KOCMHUYECKHUX
CHCTEM MCIIO/Ib3yeTCs MIKPOKass HOMeHKIaTypa 3Kb
06111ero U CIieliMaJbHOro HasHaueHu s (bosee 700 TUIIOB).
OpHUMU 13 Haubosee BOCTpebOBaHHBIX U Hauboee ysi3-
BHMBIX I10 OTHOIIEHHIO K aKTOpaM KOCMHUYECKOI0 IIPo-
CTPaHCTBa KOMIIOHEHTOB 4BJIAI0TCSA O3Y. PagraliHoHHO-
cTorikue O3Y BBIIIONHSIOTCS B BHJe 3aKa3HbIX HHTeE-
rpanbHbIX cxeM (MC), cnokHO-PYHKIIHMOHANBHBIX (CP)
6710K0B B cocTaBe CHCTeM Ha kpuctauie (CHK) unu Ha
6a3e IporpaMMHUPYeMBIX TOTUYECKUX HHTEI PaJbHBIX
cxeM (ITIUCQ). B coBpemeHHBIX CHK 06beM maMSITH
MO3KeT ITpeBhIIaTh 50% riomanu Kpuctamia UC [1-3].
B TO >Ke BpeMs CIIeLHAJIN3UPOBAHHBIE MHUKPOCXEMBI
IIPK MaJIBIX TUPaskaX BBIIIYCKA ONTHMAJIBHO Peanmn3o-
BBIBAaTh Ha OCHOBe 6a30BbIX MATPUYHBIX MM 6a30BBIX
kpuctasnoB (BMK unu BK). Hanuaure O3Y B coctaBe BK
T03BOJISIET CYILECTBEHHO PACIIPUTh 00/1aCTh UX ITPUMe-
HeHMUS, YIYUIIHUTh GYHKIIMOHAIBHBIE K 9KCIITyaTal[HOH-
Hble XapaKTePUCTHUKHU aIllapaTypbl. OQHAKO pa3pelleH-
Hble JJI51 IPUMeHeHHU s B KOCMHUYeCKHX arraparax BK ¢

MHTEeIrPUPOBAHHBIMHU (BCTPOEHHBIMH) B HUX 6710KaMU
O3V 1moka He co3gaHbl. B HacToglee BpeMs B Poccuu
JOCTYIIHA JIMIIb OfHA CePHUs 0OTeYeCTBeHHBIX BK ¢ B03-
MOSKHOCTBIO CO3IaHHU I Mo,uyneﬁ maMsTu - 3To BMK
cepuu 1592 emkocTsio 10, 30, 60 1 100 ThIC. BeHTHIIEH.
MaxkcumanbHass eMKoCTh O3Y cocTtaBisieT 256x16 unu
128%32 6uT. laHHas cepusi BMK ycToluMBa K MexaHH-
YeCKHUM U KJIMMAaTHYeCKHUM BO3JEHCTBHUSIM, CTOMKOCTD
JKe K CIIeLIMa/IbHBIM paKTOpaM He YKa3aHa.

HuTerpauusa cxeM maMsatu B BMK paccmatpuBa-
nack ¢ 1980-x romoBs B paboTtax aBTopos [1-3]. Torma Tex-
HOJIOTUYeCKHUI ypOBeHb He II03BOJSI co34aTh BMK
C IOCTAaTOYHBIM 06BeMOM HaMsITH. Cpefu COBpe-
MEHHBIX OTeUEeCTBEHHBIX paboT [0 JaHHOU Tema-
THKe CjIeflyeT OTMeTUTh mpennokeHue C.O. TropuHa
HCII0/1b30BaTh B BMK sueliky MaMsTH C ydeTBepeHHeM
TpaH3UCTOpoB QSRAM [2]. TlpeamonaraeTcsi, 4To pac-
YyeTBepeHHe OTHe/IbHBIX TPAH3UCTOPOB JTOTHUYeCKHX
37IeMeHTOB 06eCIIeYHT BBIUIPHIII B BEPOSITHOCTH 6e3-
OTKa3HOM paboTEI 0 CPABHEHUIO C Pe3epBHPOBAHUEM.
B Poccuu BMK BrinyckaroT "AHrcrpem’, A1 "Coros",
OHIIL "HUHUUC uMm. I0.E.Cemakosa”, "H3IIII ¢ OKB"
U1 HIIK "TexHO/IOrM4YecKUumn ueHTp". OnmHaKo Ha JaHHBIN
MOMEHT OTCYTCTBYIOT BMK KOCMHYeCKOI0 Ha3sHa4YeHHUsI
CO BCTPOEHHBIMH B HUX O/I0KaMHU ITAMSITH.

Co3maHue oTeyecTBeHHOr0 BK co BCTpoeHHBIMHU 6110~
KaMHu O3Y KOCMHUYECKOro Ha3HAUYeHU S [TI03BOJIUT OTKA-
3aThCS OT psifia 3apybeskHbIX MC, pacIIMpUTh HOMEH-
KJIATYPy CIIeLIMaTN3UPOBAHHBIX MHUKPOCXeM, yIyd-

HIMK"TexHonormnyecknn LieHTp" / SMC "Technological Centre".
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IIUTh UX JUHAMHYECKHEe U QYHKIMOHA/IbHbIE XapaK-

TePHUCTUKH.

Peanusanusg mopyinst O3V B coctaBe BK obecreyur
CJIeAyolye IperuMyInecTBa:

* IOJy4YeHHe CTOMKOCTH BCTpoeHHoro O3V, corocTaBU-
MOI CO CTOMKOCTBIO BK;

* COKpallleHHe NoTpebsieMOol MOIIHOCTH KOHEUHOT0
YCTPOKCTBA U yBeJIMUeHHe CUCTeMHOTr0 6pICTpozen-
CTBHUS 33 CUYET YMEHbIIEHHU AJIMHBI U KOJIMYeCTBa
Me>KCOeTUHEeHUH;

* yMeHbIlIeHHe rabapuTOB aIlIIapaTypsl 3a CUET CHU-
SKeHM S KOJIMYeCTBa MCIIONb3YyeMBbIX MHKPOCXeM
Y YMeHblIeHH s pa3MepoB [le4aTHBIX IIaT [5].

B HIIK "TexHONIOrM4ecKUH LeHTp' pa3dpaboTaHbl
cepuu BK 5521 1 5529 co cienyomuMy XapaKTepUCTH-
KaMU: HaIlpsisKeHHe MUTaHu4 3 B £10% unu 3,3 B £10%,
pacyeTHOe BpeMs 3alepKKH Ha BeHTHIb 110 1c,
TaKTOBas 4YacToTa D-Tpurrepa B CYeTHOM peXHMe
500 MI1 [4, 5, 9]. Cepus 5521 u3roTaBiauBaeTCs II0
panuanHoHHO-CTOMKON KMOII-TeXHOMOTHH C HOP-
Mamu 0,18 MKM Ha 06beMHOM KpeMHHUH. CepHst 5529
H3roTaBJIMBAETCS I10 panuauHOHHo—CToﬁKoﬁ KMOII-
TeXHOJIOTHH C HopMaMu 0,25 MKM Ha CTPyKTypax "KpeM-
HHUU Ha HU3o01stope’. OTIHUYUTENIBHON 0CO6€HHOCTHIO
yKa3aHHBIX CepH SIB/ISIeTCSI BO3MOYKHOCTD Peak3allui
B HUX 67I0KOB OJTHOIIOPTOBBIX U BYXIIOPTOBBIX O3Y.

MILITARY AND SPACE TECHNOLOGY

[lomynsipHBIM pellleHHeM B cxeMax O3V aBisgeTcs
KJIacCh4ecKkasl 6-TpPaH3UCTOpPHAs g4erKa C TPaH3U-
CTOpPaMHU CB43U N-THIMa (6Tn), yBeaHYeHHe III0Ma LK
KOTOpOH B 1,2-1,5 pa3a mo3Bo/sieT CyLeCTBeHHO
IIOBBICUTH CTOMKOCTh KO BCeM PafHaLlMOHHBIM dpaK-
TopaM [6].

IToBpILIeHHE cO0EYCTOMYUBOCTH 6-TPAaH3HUCTOPHOIO
37IeMeHTa IIaMSTH MOXKeT ObITh BBIIIONTHEHO CXeMOTeX-
HUYEeCKHMH MeTomaMHu. Tak JI.PokeTt, [|.Yali3aMaH U
JI>K. BeMOPYKC ITPeJIOSKUIN YBeTUYHUBATh IIOCTOSIHHYIO
BpeMeHH B ILlelI 0OpaTHOM CBS3K TPUITepa. Mexay
MHBEPTOPAMHU B COCTaBe STYeHKU MMaMSITH H00aBIsIU
Pe3HuCTOphI, KOHIEHCATOPHI, I1033Ke JUOAbI K TPAH3KCTOPHI
[7]. OCHOBHBIMH He[JOCTaTKAMHU TaKHUX si4eeK SIBJISIOTCA
TeMIIepaTypHas YyBCTBUTEIbHOCTD, YI3BUMOCTD IIPH
HU3KHUX TeMIIepaTypax U He0OXOAHMMOCTb AOIIOTHUTEIb-
HOM MacKH 1151 QOpMHUPOBaHUS Pe3UCTOPa.

I.Becco, P.Besasko ¥ Apyrue UCC/Ie0BaTeIH UCIIONIb
30Ba/IM CxeMBbl 0OpPaTHOM CBSI3K [JISI BOCCTaHOBJIE-
HHS UCXOAHBIX JaHHBIX. OCHOBHBIE ITPOOIeMBl IPU
3TOM - pa3sMellleHHe JOIIOJHUTe/IbHBIX TPAH3HUCTOPOB
0OPaTHOM CBSI3U U IOSIBJIEHHE HOBBIX UyBCTBUTEIBHBIX
y3i10B [8]. [IpeuMyIecTBAMU 3TOT0 MeTO/Ia SBJISIOTCS
TeMIIepaTyPHBIH 3aIlac, 3aIlac 10 HAPSIKeHUIO U X0pOo-
IIas YCTOMYKUBOCTb K OMMHOYHBIM COOSIM, BEI3BAHHBIM
TSKEJIBIMHU 3aPSKeHHBIMU YaCTULIAMHU.

ctive development of space
industry requires the creation
f qualitatively new electronic
component base (ECB), which would
satisfy the requirements of increased
resistance to the main destabilizing
factors of outer space. These factors
include ionizing radiation, wide tem-
perature range from -60 to 125°C, the
influence of heavy charged particles.
For creation onboard equipment
of space systems the wide range
of electronic components for gen-
eral and special purposes (over
700 types) is used. One of the most
demanded and the most vulnerable
to the space factors components is
RAM. Radiation resistant RAM is
made in the form of custom inte-
grated circuits (IC), hard IP cores
in systems on chip (SOC) or on the
basis of programmable logic devices
(PLD). In up-to-date SOCs the mem-
ory size can exceed 50% of the area

of the chip [1-3]. At the same time,
it is optimum to create specialized
ICs in case of small production vol-
umes on the base of gate arrays
(GA). The inclusion of the RAM into
the CA can significantly expand
the scope of their application, to
improve the functional and opera-
tional characteristics of the equip-
ment. However, GA with integrated
(built-in) RAM blocks, which are
allowed for use in space vehicles,
has not yet been created. Currently
only one series of the domestic CA
with the ability to create memory
modules is available in Russia, it
is GA of 1592 family with a capac-
ity of 10, 30, 60 and 100 thousand
gates. Maximum RAM capacity is
256 x16 or 12827 x 32 bits. This GA
family is resistant to mechanical
and climatic influences, but the
resistance to special factors is not
specified.

Integration of memory circuits in
CA was investigated from 1980-ies
in the studies of the authors of [1-3].
At that time the technological level
didn't allow to create GA with suffi-
cient memory size. Among modern
Russian studies on this subject, it
should be noted the proposal of S.F.
Tyurin to use in the GA a memory cell
with quadrupling of QSRAM transis-
tors [2]. It is assumed that quadru-
pling of individual transistors of the
logic elements will ensure a win in
the survival probability compared
to redundancy. In Russia, GA are
manufactured by Angstrem, Design
Center "Soyuz", Sedakov Research
Institute of measurement systems,
Novosibirsk Factory and Design
Bureau of Semiconductor Devices and
SMC "Technological Centre". However
at the moment there are no GA for
space industry the built-in memory
blocks.
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OdHonopmosas s4etika O3Y
Single-port RAM cell

Ik.Yutakep, M.H.JIto u J[’k.KaHapHuc IIpume-
HUIU Ay6IHpOoBaHHe KPUTHUYECKUX Y3JI0B (HAIIpH-
Mep, DICE-siueriku). OCHOBHBIE IIPeUMYIIecTBa 3TOr0
MeToa — 3aIlac II10 TeMIlepaType U 10 HallpPSIKeHHUIo,
YCTOMUYHMBOCTD K BO3/IeKICTBHIO TSKETBIX 3aPSsKeHHBIX
YaCTHL, U BBICOKAs IIPOM3BOJUTENIBHOCTD. HaleskHY0
3aIUTY OT cbosi B clydae oMHOKpPATHOM 6oMmbapau-
POBKM KOCMHUYECKMMH YaCTUI[AMHU y3J1a CXeMBbl obe-
CIIeYHBalOT BpeMeHHOe Pa3HeceHUe TAKTOBBIX CUTHa-
JI0B X TPOKMHOe MOJY/IbHOe pe3epBHpOBaHUe BHYTPHU
s4elKU MaMsTU. B Haubonee nmonynsipueix DICE-

g4erKax MaMsATH U sSiYeliKax C TPOMHBIM pe3epBUPO-
BaHMEM H3MeHEeHMe COCTOSHM I BO3MOYXKHO TOTIBKO ITPH
MHOXeCTBeHHBIX [IOIaJaHUAX TS Ke/IbIX 3apsSsKeHHBIX
yacTull. Tak>Ke UM CBOKMCTBEHHBI Ha/IM4ke COCTsI3a-
TeJIbHOCTH CHUTHAJIOB B IIpOLiecce 3aIlMCH / YTeHu S,
HeobXOOHMOCTb Ipe3apsafa IHH U BepOSITHOCTh
II0TEPH JAHHBIX IIPU YTEHHH.

C60eyCTOMYHBOCTD 37IeMeHTa MaMSATH MOXKeT OBITh
[OBbIIIeHA U KOHCTPYKTHUBHO-TOIOJIOTHYECKHUMHU
MeTOAAMHM, HallPaBJIeHHbIMHU Ha YMeHbIIeHHe BePOsT-
HOCTH IOSABJIEHUS TUPUCTOPHOTO 3¢ PpexTa B KMOII-

The creation of the domestic GA
with built-in RAM blocks for space
applications will allow to refuse
some foreign IC, to expand the range
of specialized chips and to improve
their dynamic and functional
characteristics.

Integration of the RAM into the GA
will provide the following benefits:

« resistance of built-in RAM will be
comparable to the resistance of CA;

« reduction of power consumption
of the target device and increase
the system performance by reduc-
ing the length and number of
interconnections;

« reduction of overall dimensions
of equipment by lowering the

HAHO MHOYCTPUA #7/69/2016

number of chips used and reduc-

tion of the size of printed circuit

boards [5].

SMC "Technological Centre" devel-
oped 5521 and 5529 families of CA
with the following characteristics:
power supply voltage is 3 V +10% or
3.3V £10%; calculated delay time for
the gate is 110 ps; clock frequency
of D-type flip flop in the counting
mode is 500 MHz [4, 5, 9]. 5521 family
is manufactured using a radiation-
resistant 0.18 pm CMOS technology
on bulk silicon. 5529 family is man-
ufactured using radiation-resistant
0.25 pm CMOS technology on silicon-
on-insulator structures. A distinc-
tive feature of these families is the

possibility to obtain single-port and
dual-port RAM blocks.

Common solution in RAM design
is the classic 6-transistor cell with
transistors of n-type (6Tn), increase
the area of which by 1.2-1.5 times
allows to increase the resistance to
all the radiation factors [6].

Increasing failure tolerance of the
6-transistor memory element can be
performed by means of schematic
design. For example, RockettL.,
Wiseman D. and Vembrux J. pro-
posed to increase the time constant
in the feedback circuit of the trigger.
The resistors, capacitors, and later
diodes and transistors were added
between inverters in the memory



CTPYKTYpax K CHU KeHHe BIHSHUS T030BbIX 3QPEKTOB.
[.AHemnnu u Y.CHolec B CBOMX paboTax IpeCTaBIsSIOT
MeTOJbl CHUKeHHU S BAUSHUS HaKOIIJIEHHOH /I03BI 3a

Cc4YeT MCIIOJb30BAHUS TPAH3UCTOPOB C KOJBIEBBIM
3aTBOpoM. B pabotax T.AOKH MOKa3aHa BO3MOKHOCTb
MofaBJIeHUS TUPUCTOPHOro 3ddexTa braromaps
HCII0/Ib30BAHUIO KOHTAKTOB K IIOZJIOKKe K NI"KapMaHYy,
a TaK’Ke OXPaHHBIX KOJIell.

B ocHoBe sueiiku O3Y (mateHT PP Ha u3obpeTeHUe
Ne2507611), mpumeHsieMot B BK cepuii 5521 1 5529, 1e>KUT
TPUITep, [IOCTPOEHHBII Ha IByX HHBEPTOPAaX, CO CXeMOH
MIOATBEPKAEHHUS 3aIIMCAHHBIX JAHHBIX (CM. PUCYHOK). B
mpoliecce 3alMcH KHGOPMALIUU B BBIOPAaHHYIO STUEHKY
OTCYTCTBYeT COCTSI3aTe/IbHOCTb MeXK/y HOBBIMH U CTa-
PBIMHU JaHHBIMH, ITOCKOJIBKY CXeMa IOATBePKIeHH s
Ppa3phIBaeT 06PaTHYIO CBSI3b B TPUITEPE.

ITpu 3anucu B O3Y ¢ mpuMeHeHHEeM SUeeKk IaMATU
Ha OCHOBe 6-TpaH3MUCTOpHOTO gapa u DICE-ga4yeek Ha
KaskKAYI0 3aMUCBIBAeMYIO STUeHKY IIPUXOLUTCS 60Ib-
I10€e KOJIMYeCcTBO 1060YHO CUUTBIBAEMBIX, IIOCKOJIBKY
BbIOMpaeTcs BCSL CTPOKA, 3a CUeT Yero CHHUXKAeTCd
c60eycTOMUYNBOCTb. B OIMCEHIBA@MOI SiUeHKe TaKas
CUTYaILHs UCKII0YAeTCs, TaK KaK AJIsI 3aIIUCH JaHHBIX
KICII0/Ib3YeTCs IBYXKOOPAMHATHAs BEIOOPKA IO CTPOKe
(curHan WR/WRB) u ctonbuy (curaan CE/CEB).
JIByxKOOpAHHATHAasI BbIOOPKA yBeIHUUUBaeT Pa3Mephl
A4elUKHU MaMATH Ha TPHU TPaH3UCTOpa, HO Cylle-
CTBEHHO IOBBIIIAET ee C60eyCTOMYHBOCTE.

3anoMHUHAIOUIU I 37IeMEeHT IIPeJIOKeHHOH STYeHKU
MaMSTH HU30IMPOBAH OT BAHUSHHUS OUTOBBIX THUHHUHU
61aromaps UCIIOIb30BAHUIO IOIIOTHUTEIBHOTO BBIXO/-
HOTro MHBepTopa. Heo6XoAMMOCTD OMIOHHUTEIbHOTO
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[I0pTa IIpY pasfe/leHUH paspsAgHbIX IMH Ha YTeHHe U
3aIIMCh yBeJIMUMBAeT IIJIOMA/b STYeHKH, OJHAaKO I103BO-
JISIeT IOJTHOCTBIO MCK/IIOYMTh BIMSHME OllepallMK uTe-
HMSI Ha COCTOSIHHe 3aIIOMHHAIOIIET0 37leMeHTa STYeHKH.
Slueriku O3Y uHTerpuposaHsl B CAIIP "KoBuer" u BBe-
IeHBI B COCTaB YHUQULIPOBAHHOM OHOIHOTEKH.

Ha ocHoBe mpe/JIo’keHHOL OJHOIIOPTOBOM SIYeHKH
ObLIM pa3paboTaHbl, U3TOTOBJIEHBl U HCC/IeOBAHEL
MHKpocxeMbl O3Y pa3aIn4HON eMKOCTH. HampuMep,
6710k O3Y eMKOCTBIO 4 K X 8 OUT, U3TOTOBJIEHHBIH I10
texHojoruu KHH 0,25 MKM, ©MeeT ClIefyoure IoKa-
3aTeIx CTOMKOCTH:

e moporoBeie JIII9 OP3 0TKa30B Lty 150y HE MeHee

64 M3B-cM2/MT;

+ ceueHue OPD oTka3oB npu JIII3 64 MaB.cMm?/Mr He
6osee 4,8-1078 cm?;
* ceueHHe HachlmeHUs OP? 0TKA30B g 15ko) He 6ontee

0,7 cm?;

« noporoBsie JIII9 OPD cboeB: Ly oc He MeHee

64 M3B-cM2/MT;

« ceyeHue OP? cboeB mpu JIIID 64 M3B-cm?/MT He
6omnee 2,3:10712 cm?/6uUT.

Ha ocHoBe nByxnoptoBoi guerku O3Y Ha BK cepun
5521 u 5529 pa3paboTaHbl MUKpOCxeMsl 5521TP054A-577
U 5529TP054A-677, IpefiCTaB/ISIOLILe coboit OTKa3oyCT0171—
4YKMBOe CUHXPOHHOe/aCHHXPOHHOe [ ByXII0pTOBOe O3Y
eMKOCTBIO 32 KOuT ¢ opraHH3auHe1?1 4 K cnoB 110 8 6UT
¢ GyHKIIMEeN HCIPaBIeHHUs OMKO0K JAHHBIX II0 aJIT0-
puTMYy X5MMMHTra. B caydyae oTKIOYeHUS QYHKIIMH
HCIIpaBJIeHU s OIKOO0K JaHHBIX eMKOCTb O3Y yBenuyu-
BaeTcs 1o 64 KOut c opranusanuei 8 K cyos 1o 8 OUT.
MuKkpocxeMbl KMeIOT Gary omuboK, CYeTYMKU OIIHO0K

cell [7]. The main disadvantages of
these cells are temperature sensitiv-
ity, vulnerability at low temperatures
and the need for additional mask for
forming the resistor.

Bessot D., Velazco R. and other
researchers have used feedback cir-
cuits to restore the initial data. The
main problems here are the place-
ment of additional feedback transis-
tors and the emergence of new sensi-
tive nodes [8]. The advantages of this
method are the temperature margin,
the voltage margin and good resis-
tance to single failures caused by
heavy charged particles.

WhitakerJ., Liu M.N. and Canaris].
have applied the duplication of critical

units (e.g., DICE cells). The main advan-
tages of this method are the tempera-
ture and voltage margins, resistance
to influence of heavy charged particles
and high performance. Reliable protec-
tion of the node from a failure due to
the single cosmic particles bombard-
ment is provided by time separation of
clock signals and triple modular redun-
dancy in the memory cell. In the most
popular DICE memory cells and triple
redundant cells the change of a state is
possible only at multiple hits of heavy
charged particles. Also they are char-
acterized by the signal competitiveness
during read/write, need of a precharge
of buses and probability of data loss
during reading.

Failure tolerance of the memory
element can be enhanced using topo-
logical design to reduce the probabil-
ity of latch-up in CMOS structures
and the influence of dose effects.
Anelli G. and Snoyes W. in their
papers present methods to reduce
the influence of accumulated dose
through the use of annular-gate
transistors. Studies by T.Aoki show
a possibility of latch-up suppression
through the use of contacts to the
substrate and the n-pockets, as well
as guard rings.

A base for the RAM cell (Russian
patent for invention No. 2507611) used
in 5521 and 5529 GA families is the
trigger that is built on two inverters
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Mokazamenu cmolikocmu K 8030elicmeuto cneuuanbHblx pakmopos no FTOCT PB 20.39.414.2
Indicators of resistance to special factors according to GOST RV 20.39.414.2

Tun cneuymnanbHoro ¢paktopa no FOCT PB 20.39.414.2
Type of special factor according to GOST RV 20.39.414.2

NMpousBoauTenb, Texnpouecc
Manufacturer, process technology

71, 7, yA7 R ", A7 7.K,

CP-6nok O3Y 4 Kx 8 pons K cepum 5529

Hard IP core of RAM 4Kx8 for 5529 GA 4Yc 6Yc 3,6x4Yc 2x2Yc 1,5%2P 2x2P 0,9%x2K 0,9x1K
family

1645PY1Y MKK "MwunaHgp", KMOT

0,35 MKM 1Yc 2Yc 2Yc = = - 330x1K 0,2x1K
1645PY1Y Milandr, CMOS 0.35 pm

1645PY2T MKK "Mwunangp”, KHA 1 Mkm _ _ _

1645PY2T Milandr, SOI T um DYE e Ve 2l 2l
1657PY1Y HIL, "S1BNC", KMOI 0,25 MKM _ _ _ _
1657PY1Y ELVEES, CMOS 0.25 pm 2x4Yc 2x4Yc 2x4Yc | 0,0014x4Yc

Y CYII€PBU30PBI TMTAHH S /I KaXKAOT0 IT0pTa. [IJ1s [IOBBI-
meHus c60eyCTOMYHMBOCTH MUKpocxeM 5521TP054A-577
1 5529TP054A-677 B 6710Ke yIIpaBIeHUS NPHUMEHSIOTCS
TPOHPOBaHHbBIE TPUTTEPHI CO CXeMOH Ma>KOPHPOBAHHUS,
BpeMsi BBIOOPKH C BRITFOUEeHHOM QyHKITHel UCIIPaBIeHUs
ONTHOOK ITAHHBIX He ITPeBBIIIaeT 25 HC.

B Tabnule mpejAcTaBAeHBl MTOKa3aTelu CTOMKO-
CTH K BO3JEHCTBHUIO CIIeLIMa/JbHBIX PAKTOPOB IIO
I'OCT PB 20.39.414.2 mukpocxem O3Y 0Te4eCTBEHHOI0
IIPOM3BO/ICTBA.

Takum obpasom, suerika O3V, paspaboTaHHasd
B HIIK "TexHonornveckun neHTp', U CO-6110KH Ha ee
OCHOBe He YCTYIAIOT I10 YCTOMYKMBOCTH K BO3[IeHCTBUIO
CIellMaJIbHBIX $aKTOPOB MHUKpocxeMaM O3V npyrux
OTedeCTBEHHBIX IPOU3BOAMTeNeH. [/ISl IOBBIIIEHHUS
cboeycToruuBocTu 610K0B O3Y Ha BK cepuit 5521 u
5529 6pL1K IIPUMeHEeHBI CXeMOTeXHHUYeCKUe, TOII0JIO0-
rUyecKHe U aJrOPUTMHUYeCcKHe MeTobl. MCIbITaHUS
06pa3Li0B MUKPOCXeM CepUH 5529 IOoATBEPAU/IL BbICO-
KU ypoBeHb CTOMKOCTH O3Y K BO3[eHCTBUIO OJH-

with data confirmation (Fig.). During
data recording to the selected cell
there is no competitiveness between
new and old data, because the confir-
mation circuit breaks feedback in the
trigger.

If for record in the RAM mem-
ory cells on the basis of a 6-tran-
sistor core and DICE cells are used,
then there is a large number of side
reads for each recorded cell, because
the whole row is selected, and
thereby failure tolerance decreases.
In the described cell such situa-
tion is excluded, because for data
recording two-coordinate selec-
tion of row (WR/WRB signal) and
column (CE/CEB signal) is used.
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Two-coordinate selection increases
the size of the memory cell by
three transistors, but significantly
increases its fault tolerance. The stor-
age element of the proposed memory
cell is isolated from the influence of
bit lines by using an additional out-
put inverter. The need for additional
port to separate bit wires for read
and write increases the area of the
cell, but allows to completely elimi-
nate the effect of read operations on
the state of the storage element of
the cell. RAM cells are integrated in
Kovcheg CAD and included into the
unified libraries.

Based on the proposed single-
port cells the RAM chips of different

capacities have been designed, man-

ufactured and tested. For example,

the RAM module with capacity of

4 Xx8 bit, which is manufactured by

0.25 pm SOI technology, has the fol-

lowing resistance characteristics:

« threshold LET SEE for fail-
ures Ly 150 1S Dot less than
64 MeV-cm?/mg;

« cross-section of SEE failures at
LET of 64 MeV-cm?/mg is not
more than 4.8-10°8 cm?;

* saturation cross-section of SEE
failures og 150y is not more
than 0.7 cm?;

« threshold LET SEE for errors
Lty oc is not less than
64 MeV-cm?/mg;



HOYHBIX TSIKe/BIX 3apsIKeHHBIX YacTHUIl: cboeB U
0TKa30B He 06HAPY>KeHO [0 YPOoBHS 64 M3B:cM?/MT.
Hcmonb30BaHHe 0TKa30c60eyCcTOMUYUBBIX 610K0B O3Y
B COBOKYIIHOCTH C IPUMeHeHHEeM TPOMPOBAHHBIX
TPUITepOB Mo3BosieT Ha BK cepuit 5521 u 5529 peanu-

30BaTh CIIeLIHATU3HPOBAHHbBIE MUKPOCXEMBI CJI0SKHO-
cTbIo 6071ee 1 MJIH. YCIIOBHBIX BEeHTUJIEH, YCTOMUUBBIX
K aKTopaM KOCMHYeCKOro IIpocTpaHCTBa [9].

Cmamebsa nodzomosaeHa npu ¢uHarcosoll noddepsxke
MunobpHayku Poccuu. YHuraabhblil udenmugukamop ITHU
REMEFI57814X0061.
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« cross-section of SEE errors at LET of
64 MeV-cm?/mg is not more than
2.3-102 cm?/bit.

On the basis of dual-port RAM
cell on 5521 and 5529 CA families the
5521TP054A-577 and 5529TP054A-677
chips are developed, which are a fault-
tolerant synchronous/asynchro-
nous dual port RAM with a capac-
ity of 32 kbit (4 K words of 8 bits each)
and error correction according using
Hamming algorithm. If the error cor-
rection is disabled, the RAM capac-
ity increases to 64 kbit (8 K words of
8 bits each). The chips have the error
flags, error counters and power supply
supervisors for each port. To improve
the failure tolerance of 5521TP054A-577

and 5529TP054A-677 chips, the trig-
gers with triple modular redundancy
are used in the control unit, and the
access time with enabled error correc-
tion does not exceed 25 ns.

The table presents indicators of
resistance to special factors accord-
ing to GOST RV 20.39.414.2 for RAM of
domestic production.

Thus, the RAM cell, which is
designed in SMC "Technological
Centre", and hard IP cores based on
it are not inferior in terms of spe-
cial resistance to the RAM mod-
ules of other domestic producers. To
improve the failure tolerance of the
RAM blocks on 5521 and 5529 CA fami-
lies the schematic design, topological

and algorithmic methods have been
applied. Tests of samples of 5529 chips
confirmed the high level of resis-
tance of RAM to the effects of sin-
gle heavy charged particles, and fail-
ures were not discovered until level of
64 MeV-cm?/mg. Use of fault-tolerant
RAM blocks in conjunction with the
use of tripled triggers allows to cre-
ate specialized chips on 5521 5529 CA
families with complexity more than
1 million conventional gates, which
are resistant to space conditions [9]. B

This paper was created with the finan-
cial support of the Ministry of Education and
Science of the Russian Federation. Unique iden-
tifier REMEFLS7814X006].
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MUKPOCXEMA 3ALLUTDI

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

OT TUPUCTOPHOIO SOPEKTA
MICROCHIP FOR THYRISTOR EFFECT PROTECTION

YK 621.382, BAK 05.27.01

B.Kousxun™, P.dédopos™ / R.Fedorov@tcen.ru
V.Konyahin*, R.Fedorov*

PaccmatpuBaeTca npo6sema  paavaunoHHOM

CTOMKOCTU

3/1eKTPOHHOMA KOMMOHEHTHOM 6a3bl,

pa6oTaloLLeit B yC/IOBUSAX BO3AEACTBUS BHELUHUX KOCMUYECKUX PpaKTOpoB. ONucaHbl NPUHLMN AencTBuUS,
CTPYKTYpa U cxXema BIKJIIOYEHUS MUKPOCXeMbl 3aLUTbl OT TUPUCTOPHOro 3ddekTa, npeaHasHa4YeHHoM
ANS NPYMeHeHUs B annapaTtype KOCMUYeCcKOro HasHa4YeHus.

This paper describes the radiation hardness problem of electronic component database
operating under the external space environment exposure. It describes the operation
principles, structure and connection layout of the latch-up protection circuit designed for

space-related equipment.

PH CO3MaHUU 060PyIOBAHHSI KOCMUYECKOTO

Ha3HaYeHUI OCTPO CTOUT BOIPOC CHUIKEHUS

PHCKOB O0TKa3a alIlapaTyphl U3-3a BO3JeHCTBUS
BHEIIHUX KOCMHYeCKHUX GaKTOPOB. Bricokas cTou-
MOCTb YCTPOMCTB IIpebsiBisieT 0cobble TpeboBaHUS
K UX HaJIe>XKHOCTH. Ha mepBEIM IJIaH BBIIIJIA 3a/a4a
I10 YBeJIMYEHHIO CPOKOB SKCIUIyaTallMKY KOCMUYECKHX
aImapaToB C HbIHeIHUX 3-5 10 10-12 jieT mpu pasMe-
IIeHWUH PaAH03JIeKTPOHHOMU AIIIapaTypEl He B FepMO-
KOHTelHepe, a Ha OTKPHITOU IIs1aTrdopMe [1]. B ycito-
BUSX PafHlallMoOHHOro ob1ydyeHus Haubosee omac-
HOe BO3/IeHICTBHe Ha MUKPOCXeMBI OKa3bIBaeT 3QpPeKT
THUPHUCTOPHOM 3aIeNKH, KOTOPBIH 00yC/IOB/IeH BO3-
HUKHOBEHHeM ITapa3UTHBIX OUIIONISPHBIX TPAH3HUCTO-
poB Ha ocHoBe KMOII-CTPYKTYp, 06pa3syomux mapa-
3UTHBIN TUPUCTOP. ONpefesieHHble BHelllHUe Pak-
TOPBI, B YaCTHOCTH BO3/eLCTBHeE TSIKe/IbIX 3apsKeH-
HBIX YaCTHIL, MOTYT IPUBOAUTD K OTIIMPAHUIO U QUK-
CallMH 3TOr0 TUPUCTOPA B OTKPBITOM COCTOSIHUHU, YTO
BBI3BIBaeT OBICTPOe HapacTaHHe TOKA IOTpebleHUs
C DOCTeAYIOIIHUM TEIIJIOBEIM pa3pylIeHHeM MUKPO-
cxeMbl [2-4].

Ha ocHoBe yHHUOUIIMPOBAHHOMN O6ubOIHOTEeKHU
s4deek 6a30BBIX KPHUCTAIJIOB cepuUi 5521 u 5529
B HIIK "TexHonorudecKuu LieHTP" paspaboraHa
MHKpPOCXeMa 3aIUThI OT BOSHUKHOBEHUS TUPUCTOP-
Horo 3¢ dpexra B KMOII-cTpykTypax. MHUKpocxema
BBIIIOJIHEHA B IBYX MogupUKanuax: 1469TK025, usro-
ToBeHHas 10 KMOII-TeXHOJOTUH "KPeMHU I Ha K30~

naTOpe" C TOIMOJOTHYeCKUMHU HOpMaMu 0,25 MKM,
U 1469TKO035, M3roToBleHHAas 10 PaAgHALMOHHO-
cTorikoyl KMOII-TexHOIOrMKU 06beMHOTO KPEMHHU ST
C TOmoJIOrUYecCKUMHU HOpMaMHu 0,18 Mkm. Tok mmoTpe-
6reHus cocTaBisieT He 6osee 1 MA IPU HAIPSIKEHU U
nuTaHus 3,3 B +10%. Kaskgasg MHKpocXeMa COIePsKUT
BHYTPeHHHH CHUJIOBOM KJII0Y C MAKCHMaJIBHBIM pabo-
YuM TOKOoM 10 500 MA gnsg 1469TK025 1 1000 MA gaga
1469TK035. TeMIlepaTypHBII JHAIAa30H PaboTHI: OT
-60 mo +85°C. Obe MHKPOCXeMBI pa3pelleHbl /s IIPU-
MeHeHHs B allllapaType CllellMa/JbHOr0 Ha3Ha4YeHU
(5, 6].

[IpUHLUMUIO AeHCTBUS OCHOBAH Ha KOHTpOJe
TOKa moTpebieHUs 3alIHITaeMbIX 3J1eMEHTOB.
MuxpocxeMma B aBTOMaTHYeCKOM pe>KHUMe OTCIIeXKU-
BaeT IIPeBbIIIeHKe 3a/laHHOr0 I10Pora HaIlpsiskKeHU s
Ha BHeIIHEM Pe3MCTHBHOM LIYHTE, BCTPOEHHOM
B Liellb MHUTAHUS 3alllHITaeMblX MUKpocxeM. IIpu
IpeBBbIIIeHUH TOKOM IoTpebieHMs mopora cpaba-
TBIBAHU S BKJIOUAETCS PeKMM OTPaHUUYEHMS TOKa
B Harpysky. ECJIM IpOM30I1/I0 yMeHbIIeHHe TOKa
HarpysKyd M BOCCTAaHOBJIEHME IITATHOIO peXXHMa,
TO OrpaHHUYEeHMe CHHMMAaeTCs M BOCCTaHaB/IMBaeTCs
IIMTaHHe 3alHINaeMbIX 3JIeMeHTOB. B IPOTUBHOM
cy4yae MHKpoCXeMa IIOTHOCThIO OTKJII0YaeT IMHUTa-
HHe 3aIlHIIaeMbIX MUKPOCXeM U 4Yepe3 3aJlaHHBIU
HHTepBaJ/l BpeMeHH CHOBA BOCCTaHABJIKBaeT ero.

JIOTIONTHUTEIBHO B MUKPOCXEMe pPeasrn30BaH 610K
CTOpPOXKEBOTO TalMepa, KOTOPBIM IIpefoTBpallaeT

HIMK"TexHonormnyecknm LeHTp" / SMC “Technological Centre”.
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3aBHCaHMe CHUCTeMEl. [Ipu pa3pelieHHOM paboTe CTO-
PO>KeBOro TaliMepa MHUKPOCXeMa OTC/IeXKHBaeT HaIH-
yHe MMIIY/JbCOB Ha ero BXofJe. B ciydyae oTCyTCTBUS

KMIIYJIbCOB B TeUeHHe 3aJJlaHHOIO BpeMeHU MHUKPO-
CxeMa BBIK/IYaeT [IMTaHHe 3alHIlaeMbIX MUKPO-
cxeM. BpeMeHHBIe ITapaMeTpsl PabOTHI CTOPOKEBOTO
TaliMepa 334aAI0TCS BHeITHM MU 3JIeMeHTaMH.

[iss MHAUKALUU CcpabaThIBaHUS 3aLMUTHL OT
THPUCTOPHOIO 3allleJIKUBAHU S U IIepexoJia CTOPOXKe-
BOTO TaliMepa B PeSKUM OKHAAHUS IIPeyCMOTPEeHBI
JOIIOJIHUTE/IbHBIe BEIBOABL. YCTAHOBKA 3a/jepskeK Cpa-
GaThIBAaHUS 3aI[UTHI [10 TOKY K CTOPOSKEBOTI0 TAKMePa
OCYIIeCTB/ISeTCS IIyTeM BbI6Opa 3HAUeHUM eMKOCTek
BHEIIHHX KOHJEHCATOPOB, KOTOPbIE OIpelesoT
YaCTOTY COOTBETCTBYIOLIHX FeHePaTOPOB, peah30-
BaHHBIX B MHUKPOCXeMe.

PexkoMeHyeMasi CxeMa BK/IIOYeHH S MUKPOCXeMBI
IIpeAcTaBIeHa Ha puc.l, rae: RU3M - HU3KOOMHBIN
pPe3uCTOp, NpefHa3HAUYeHHBIH JJISI OTCIeXKHMBaHHUS
yPOBHS moTpebisieMoro Harpyskou Toka; RH, CH -
3KBHBaJIeHTHas Harpyska; Cl - KepaMHU4ecKHUH HUJIH
MIOJISIPHBIH 371eKTPOTUTHYeCKHU I KOHIeHCATOP, 3apsif
KOTOporo obecrieynBaeT HOpMaabHOe PyHKIIMOHHUPO-
BaHHEe MUKPOCXeMBI BO BpeMs HapyIIeHHUs paboTsl
OCHOBHOTO MCTOYHMKA NUTaHusa VDD; C2 - kRepaMu-
4eCKHH KOHJEHCATOpP, eMKOCTb KOTOPOIo OIpefesnser
YaCTOTY TaKTOBOI'O reHepaTopa, CHHXPOHU3HUPYIO-
mero paboTy cxeMBl YIIPaBIeHHUS 3aLMIUTON OT THPH-
CTOPHOTIO 3alleNKUBaHU; C3 - KepaMHYeCKUM KOH-
JleHCaTOp, eMKOCTbh KOTOPOIO Ol pefeisgeT 4acToTy
TaKTOBOI'O0 FeHepaTopa CTOPOKeBOro Tanmepa; C4 -
KOHJIeHCATOP eMKOCTbI0 2 HO, ITpeiHa3HAUEHHBIM 1151

or creation of equipment for
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transistors based on CMOS struc-
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Puc.1. PekomeHdyemas cxema 8KAOHEHUS MUKPOCXeMbl
Fig.1. Recommended wiring of the chip

IoJlaB/IeHU s BBICOKOYACTOTHBIX IIOMeX Ha 3aTBOpe
BHYTPeHHEr0 CUJI0BOr0 KJII04a.

Tok cpabaTeIBaHUS 3aIMUTH I-pyp OMPeesieTcs
HOMHKHAJIOM BHeIIHero TOKOChEeMHOI'0 Pe3UCcTopa
Ry3y B PAaCCUUTEIBaEeTCS 10 opMyie:

0,1

Lcpas = R .
U3M

[TpegycMoTpeHa BO3MOKHOCTb BHEIIHEr0 YIIpaB-

JIEHUSI MHKPOCXEMOH C IIOMOIIbIO BIBOLOB PWoff,
Control u WD_En.

silicon on insulator technology
and 1469TK035 made in radiation-

space applications an impor-

tant issue is the reduction of
risk of hardware failure due to
exposure to external cosmic fac-
tors. The high cost and complexity
of devices caused specific require-
ments to their reliability. The task
of increasing the service life of the
spacecraft from the current 3-5 to
10-12 years when placing electronic
equipment not in a hermetic con-
tainer and on an open platform [1] is
of particular importance. In condi-
tions of radiation, the most adverse
effects on the chip has the thyris-
tor latch-up, which is caused by
the occurrence of parasitic bipolar

tures forming a parasitic thyristor.
Certain external factors, particu-
larly the influence of heavy charged
particles, can lead to the opening
and locking of this thyristor in an
open state, which causes a rapid
increase in current consumption
with subsequent thermal destruc-
tion of the chip [2-4].

SMC "Technological Centre"
have developed a microchip for
thyristor effect protection in CMOS
structures, which is based on the
unified library of gate array cells of
5521 and 5529 families. The micro-
chip is made in two versions:
1469TK025 made in 0.25 pm CMOS

resistant 0.18 pm CMOS bulk sili-
con technology. The current con-
sumption is not more than 1 mA
at a supply voltage of 3.3 V +10%.
Each microchip includes an inter-
nal power switch with maximum
operating current up to 500 mA
for 1469TK025 and 1000 mA for
1469TK035. Operating temperature
range is from -60 to 85°C. Both
microchips are approved for use in
special-purpose hardware [5, 6].
The principle of operation is
based on monitoring the current
consumption of the protected ele-
ments. The microchip automatically
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Puc.2. ®yHKUUOHAAbHAS 6A0K-CXeMA MUKPOCXeMbl

Fig.2. Functional block diagram of chip

MukpocxeMa HMeeT ABa MHGOPMAIMOHHBIX  (BbIX0J Compare) M OKOHYaHUe BpeMeHHU OKHU/IaHU S
BBIXOJId, [T03BO/ISIIOIIMX BHEIIHUM CUCTEeMaM yIIpaB-  CTOPOXKeBOro TarMepa (Brixoq WD_St).
neHUs QUKCUPOBATh HATU4YHe COOBITHS cpabaThl- dyHKUHOHATBHAS 6JI0K-CXeMa MUKPOCXeMBI IIPH-
BaHHUS 3aIMUTHl OT TUPUCTOPHOIO 3allleJIKUBAHUSL  BeJleHa Ha pPUC.2. B cocTaB MHUKPOCXeMbl BXOIST

monitors the exceeding of specified
threshold of the voltage on external
shunt resistor built into the supply
circuit of the protected chips. If the
current consumption exceeds the
threshold, then the current limiting
to the load activates. If there was a
decrease in the load current and res-
toration of normal operations, then
the constraint is removed and power
is restored to the protected compo-
nents. Otherwise, the microchip
completely turns off the power to the
protected circuits and after a preset
time interval again restores it.
Additionally, the watchdog
timer is implemented in the micro-
chip, which prevents system hang.

HAHO MHOYCTPUA #7/69/2016

When watchdog timer is enabled,  of appropriate generators imple-
the microchip monitors the pulses = mented in the chip.
at its input. In case of absence of Recommended wiring of the

pulses within a predetermined  microchipisshown in Fig.1, where:
time, the chip turns off the power =~ Ru3m is low ohmic resistor for
supply of the protected circuits. = monitoring current consumption;
Operating parameters of the RH, CH are equivalent load; C1 is
watchdog timer are set by external ~ ceramic or polar electrolytic capaci-
components. tor, a charge of which ensures the

For indication of thyristor latch-  normal functioning of the chip dur-
up protection and standby mode of  ing disruption of the main power
watchdog timer the additional out-  supply VDD; C2 is ceramic capaci-
puts are provided. Setting the oper-  tor, the capacity of which deter-

ational delay of overcurrent protec-  mines the frequency of the clock
tion and watchdog timer is accom-  generator that synchronizes the
plished by selecting the values of  control circuit of thyristor latch-up
the capacitances of external capac-  protection; C3 is ceramic capacitor

itors that determine the frequency =~ whose capacitance determines the



cnenyromire ocHoBHBIe y3/1bl: COMPI - KoMmmaparop
MUTAHUS, OTC/IeKUBAIOII U IIPeBblIIeHHe HaIlpsiKe-
Hus Ha BeIBoge Vdd_C OTHOCHUTe/bHO HallPSIKeHHU S
Ha BeIBozme Vdd; TH2 - cymepBHU30p MUTAHUS HA
BeiBoge Vdd; THI - cynmepBH30p MUTAHUS HA IIHHE
vdd_C; COMP2 - xommnapatop; OUL - yCUIUTeNb;
Gl - reHepaTOp TAaKTOBOM YaCTOTBI CXeMBl YIIPaB-
JIeHH S, 4YaCTOTa KOTOPOIO 3a/4aeTCsl BCTPOEHHBIM
B MUKPOCXeMY Pe3UCTOPOM U BHEIIHUM KOHJEH-
caTopom, MOoAKJIIYaeMbIM K BeIBoAy Cap_LP; G2 -
reHepaTop TAKTOBOL YaCTOTHI CXeMbI CTOPOKeBOI0
TaKMMepa, 4aCToTa KOTOPOro 3a/iaeTCd BCTPOeHHBIM
B MHKPOCXEeMY Pe3HUCTOPOM U BHEIIHHM KOH/IeHCa-
TOPOM, IIOAK/IIOYaeMbIM K BeiBoay Cap_WD; CO -
nudpoBasg 4aCTh MUKPOCXEMBEI.

ITopor cpabaTbhIBaHU S, OTIYCKAHUS U PEXKUM
OrPaHHYEHHS I10 TOKY CXeMBI 3aL[MTHl MOXHO
IPOBEPUTH IIPU OCTAHOBJEHHBIX TeHEpPaTo-
pax Gl u G2 myTem 3aMbIKaHHUA BEIBOLOB Cap_LP
u Cap_WD Ha "O6mun 0 B". PaboTy KoMIapaTopa
COMP2 mipu 3TOM MOSKHO HablogaTh Ha BBIBOJE
Compare, a paboty ycunutens OUl - Ha BeIBOJe
Gate. BpeMeHHbIe JHarpaMMbl QYHKIHOHKPOBA-
HUA KoMmIapartopa COMP2 u suddepeHIIMAIBHOTO
ycunutensa OUl npu MMHUTALUHU THPUCTOPHOTO
3ppexTa U IIPpU OCTAHOBJIEHHBIX redHeparopax Gl
u G2 mokasaHbl Ha puc.3. IIpu paboTarouUUX reHe-
paTopax guarpaMma OygeT oTAMYAThCS OT U306pa-
>KeHHOU Ha PUCYHKe. UMHUTaluMs THPUCTOPHOIO
s¢PexTa AJIg HATAALHOCTH IIpeCcTaBleHa B BUe
MeIJIeHHO H3MEHAION[erocs CONPOTUBIEHUS
HaTPy3KH.
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Fig.3. Operation of comparator COMP2 and differential amplifier
OUL in case of simulation of thyristor effect and stopped genera-
tors G1 and G2

frequency of the clock generator
of watchdog timer; C4 is capacitor
with a capacitance of 2 nF, designed
to suppress high frequency noise on
the gate of the internal power key.

The protection operating current
Icpap depends on the value of the
external collector resistor Ry5,, and
is is calculated by the formula:

0,1
Ry

Lcpas =

The possibility of external control
using the outputs PWoff, Control,
and WD_En is provided.

The microchip has two data out-
puts that allowing external control
systems to register the actuation

of thyristor latch-up protection
(Compare output) and the end of
the timeout of watchdog timer
(WD_St output).

Functional block diagram of
the microchip is shown in Fig.2.
The microchip includes the follow-
ing main components: COMP1 -
the comparator of the power sup-
ply that monitors voltage at Vdd_C
output relative to the voltage at vdd
output; TH2 - the voltage supervi-
sor at Vdd output; THI - the voltage
supervisor at Vdd_C bus; COMP2 -
the comparator; OU1 - the ampli-
fier; C1 - the clock generator of con-
trol circuit, which frequency is set
by built-in resistor and external

capacitor connected to Cap_LP out-
put; G2 - the clock generator of
watchdog timer, the frequency
of which is set by built-in resistor
and external capacitor connected
to Cap_WD output; CO - the digital
part of the chip.

Thresholds for actuation, release
and restriction mode of overcur-
rent protection can be checked
when generators Gl and G2 are
turned off by closing Cap_LP and
Cap_WD outputs to "Total 0". In
this case, the operation of the
COMP2 comparator can be observed
on the Compare output and the
operation of the OU1 amplifier -
on Gate output. Timing diagram

#7 /69 /2016 NANO INDUSTRY
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Fig.4. Example of timing diagram of chip with latch-up protection

I[loporosoe 3Ha4YeHHE TOKa HArpy3KH, IIPH
KOTOpOM cpabaThlBaeT 3alIMTa OT TUPUCTOPHOIO
3pdpekTa, 3amaeTcs CONPOTHUBJIIEHMEM LIYHTA
B LIeIIY NHUTAHUS, BKAOYEHHOT0 MeXAY BXO4aMHU
Vdd u Sense-. IIpy mpeBbIIIeHUH IIOPOTOBOTO 3HA-
yeHU KoMmIiapaTtop COMP2 BrI1aeT Ha BXOJ CXeMBI
yIIpaBJIeHUS 3aIIMTOH I10 TOKY CUTHA/ K Hadaly
OTPaHHUYEHHSI TOKa HATPY3KH, a Ha BHIBOJE
Compare NosIBJASETCS HU3KUM JIOTHYeCKHUH Ypo-
BeHb. BriBog Compare MOKHO MCIIOJNIb30BaTh /14
NIPOBePKHU MPaBUIBHOCTH BrI6Opa mopora cpabatsl-
BaHM A I10 TOKY.

ITopor Hayajga OrpaHHYeHHMs TOKAa HATPy3KHU
HeCKOJIBKO BhIIIe Imopora xommapatopa COMP2,
II03TOMY POCT YPOBHA CHTHajla Ha Bexoge Gate

of the operation of the comparator
COMP2 and the differential ampli-
fier OU1 when simulating latch-
up and with turned off generators
Cland G2 is shown in Fig.3. When
generators operate, the chart will
differ from the one pictured. The
simulation of latch-up, for clarity,
is presented in the form of slowly
changing load resistance.

The threshold value of the load
current at which the latch-up pro-
tection is activated, is set by the
shunt resistor in the power sup-
ply circuit connected between the
Vdd and Sense- inputs. When the
threshold value is exceeded, the
comparator COMP2 outputs to the

current.

HAHO MHOYCTPUA #7/69/2016

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

input of the overcurrent protection
control circuit the signal to the
beginning of the current limita-
tion and low logic level appears at
the Compare output. Compare out-
put can be used to check the cor-
rectness of the choice of threshold

The threshold of the beginning
of load current limitation is slightly
above the threshold of the compar-
ator COMP2, so the increase in the
level of the signal at the Gate out-
put begins after the appearance of
an active low logic level on Compare
output. If the duration of the
Compare signal does not exceed the
time tprot (Fig.3: tl < tprot), then

Ha4dHHAaeTCs ITIoCJie ITOSIBJ/IeHHN I aKTHBHOI'O HHU3KOT'O

JIOTMYeCKOTo ypoBHSA Ha BbIBoge Compare. Ecnu
IJIMTeIbHOCTh CUIrHaja Compare He IIpeBbIIIAET
BpeMms tprot (Ha puc.3 tl<tprot), TO IpU CHUKeHUHU
TOKa [0 IOopora OTHyCKaHHA CHTHaab Compare
U Gate BO3BpalalOTCS B UCXOLHOE COCTOsSHHUeE,
U IIMTaHHWEe MUKPOCXeMBbl BOCCTAaHAB/IMBACTCH.

Ha puc.4 mokasaH IpuMep MOTHOM BpeMeHHOHU
AuarpaMMbl paboTel MHKPOCXeMBI IIPHU 3aLUTe
OT TUPUCTOPHOTO 3alleJIKUBaHUsA. ECIH IIUTe/b-
HOCTh curHana COMP2(Q) ot Kommaparopa COMP2
IIpeBBIIIaEeT BpeMs tprot, (Ha puc.4 t2 > tprot), To
CxeMa yIpaBJIeHHUS 3alIMTOM II0 TOKY BBIAAeT Ha
nuddepeHIMATBHBIN ycunuTeab OUL curxan 67o-
KHPOBKH, KOTOPBIH ITIepeBOAUT BbIBOA, Gate B BBICO-
KKK JIOTU4YeCKUH YPOBeHb, TO eCTh BMeCTO OTPaHHU-
YeHHUs TOKA Harpy3KU IPOUCXOLHUT IIOTHOE OTKIIK0-
YeHHe IMUTaHUA Harpysku. CMIHAJ Ha BEIBOJe
Compare IIpH 3TOM OCTAeTCS B COCTOSHUH HHU3KOTO
JIOTHMYeCKOT0 YPOBHS [10 TeX II0P, 10K He IIOCTYIIAT
BHeIIHUe curHansl Control, PWoff unu He nmpou-
30H/eT BOCCTAaHOB/IeHHe MUTaHUs. Yepes Bpems,
paBHoOe tprot (Ha puc.4 t3 = tprot), cxema ynpasn-
JIeHU S yCTaHaBJIMBaeT HU3KUH JIOTUYECKHUH YPO-
BeHb Ha BHeIIHeM BbIBofie Alarm. Mcmons3oBaHuUe
BbIBOZIa Alarm [isi BKJIIOUeHU S NOIIOTHHUTEIBHOTO
YPOBHS 3aLIUTH 6y/leT pacCMOTPEHO HUKe.

[Io McTeueHHUU BpeMeHHU trec (Ha puc.4
t4 = 32tprot = trec) C MOMeHTa OTK/IIOYEHH S [IUTA-
HHs HAaTPy3KH CXeMa yIpaBjeHHsS BOCCTaHaB-
JMMBaeT BBICOKHMM JIOTHYeCKHUU ypOBeHb CMTHaJa
Alarm v HU3KUM ypoBeHb Gate, u fuddepeHLIHATD

when the current is reduced to the
threshold of release, the Compare
and Cate signals are returned to its
initial state, and the power supply
of the chip is restored.

Fig.4 shows an example of a com-
plete timing diagram of the micro-
chip with the latch-up protection.
If the duration of the COMP2(Q)
signal of the comparator COMP2
exceeds the time tprot (Fig.4: t2 >
tprot), then the overcurrent protec-
tion control circuit generates block-
ing signal on differential ampli-
fier OUL, which changes the Gate
output to a logic high level, that
is, instead of the current limita-
tion a full power-off of the load is



HBIU YCHIIHUTEJIb I1IepEeXOAHT B HOpMa)'IbHI:II;I PeXXKUM
paboThl ¢ BO3MOXHOCTbIO OTPAaHHUUYEHHUS TOKa
Harpys3ku. [IolHOe BOCCTAHOBIEHHE HOPMAJIbHOTO
MNUTAaHUSA HAarPY3KH IIPOM30MJeT IPHU yCIOBHUH
Cmaja TOKa Harpy3KM HHKe IIOPOTOBOTO YPOBHA
(Ha puc.4 B TeueHUe BpeMeHH t5). Ha sToM LUK

3aIIKMTEL OT THPHUCTOPHOTO 3ale/IKUBAHMS 3aKaH-
UHBaeTCs.

IIpy BK/IOYEeHUH NHTAHHSA HACPY3KH H3-3a
3apSAJKHA KOHJIeHCAaTOPOB QHUIbTPa MUTAHHUS BO3-
MO3KeH 6POCOK TOKa IMOTpebIeH I, ITpeBhI A0 UE
nopor cpabaTelBaHUS CXeMBI 3aI[UTH OT THUPH-
ctopHoro s¢dexra. Utobsr H36eRaTh OMIHHO0YHOTO
OTK/IIOUeHU S IUTAHUS, CJefyeT BEIOUPATh tprot
OonbUIMM, YeM JJIUTelbHOCTh IHKA TOKa IOTpe-
6neHus (Ha puc.4 t5<tprot).

Ha puc.5 moka3aH IpuMep BpeMeHHOH JHa-
rpaMMBI paboThl CTOPOKEBOIO TakiMepa MHUKPO-
CXeMHBI.

IIpy HH3KOM JIOTHYeCKOM ypOBHe Ha BHeI-
HeM Bxofge WD_En paspemaetcs paboTa cTopo-
JKeBOI'0 TaKMepa. BJIOKHMpOBKa CTOPO’KeBOIO TaM-
Mepa OCYIeCTBJISIeTCSI BEICOKMM JIOTHYECKHUM
ypoBHeM WD_En unu cpabaTeiBaHHEM 3aLIUTEHI
OT TUPUCTOPHOTIO 3alleJIKMBaHUA. Eciu mepuon
curgana WDI He npeBbimaeT twdt, IPOUCXOOUT
cOpoc BHYTpeHHEero cueTYHKa CTOPOXKEBOro TaH-
Mepa 4 IUTaHUe OT Harpy3KH He OTKJIIo4aeTcs (Ha
puc.5 t6 <twdt). Ecau 3a Bpems twdt mepuop cur-
Hana WDI He 3aBeplIaeTcsi, TO CTOPOXeBOM TaH-
Mep cpabaTeiBaeT M BBIIIOTHSET LUK OTKIIOYe-
HUS Harpy3Ku (Ha puc.5 t7 = twdt). MUHHUMaNbHAL
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Fig.5. Example of timing diagram of operation of watchdog timer

JJIATEIbHOCTb BBICOKOTO M/IM HHU3KOTO YPOBHS CUT-
Haa Ha Bxoje WDI 1o/5kHa 6BITh He MeHee 0OlHOT 0
Iepuoja 3aaHHOM YaCTOTHI FeHepaTopa CTOPOKe-
BOT'O TaliMepa.

IIpu cpabaTbIBaHHUU CTOPOKEBOIO TakMepa yCTa-
HaBJIMBAaeTCSI HU3KHU ypoBeHb CMTHana WD_St.
BBICOKM I ypOBeHb Ha BeIXofe WD_St MokeT 6BITH
BOCCTaHOBJIEH ITOJa4YeHr BBICOKOTO JIOTHMYeCKOTO
ypoBHs Ha Bxon Control, mnu Ha Bxox PWoff,
unu cbpocoMm mo MUTaHHUI. I[Io UCTeUeHHUHU Bpe-
MeHHU twdt ¢ MOMeHTa cpabaThIBAaHHUS CTOPOXKe-
BOTO TariMepa QOPMHUPYeTCsI HU3KUH JIOTHYeCKUU
ypoBeHb Ha BBIBoJe Alarm (Ha puc.5 t8 = twdt).
JIHUTeNbHOCTh OTK/IIOUeHHU S IUTAaHUS HATPY3KH
C MOMeHTa cpabaThIBaHHUS CTOPOKEBOIO TakiMepa

executed. In this case, the signal at
the Compare output remains at the
logic low level prior to the receipt
of external Control, PWoff signals,
or restoration of load power supply.
After a time tprot (Fig.4: t3 = tprot),
the control circuit sets the low logic
level on the Alarm external output.
Using of the Alarm output to acti-
vate additional level of protection
will be discussed below.

After a time trec (Fig.4
t4 = 32tprot = trec) from the moment
of the power-off, the control
scheme restores the high logic level
of Alarm signal and the low level of
Cate, and the differential amplifier
goes into normal operation mode

with the option of limiting the load
current. Full restoration of normal
power supply to the load will occur
under the condition of the decrease
in load current below a threshold
level (in Fig.4 during the time t5).
At that point, the latch-up protec-
tion cycle comes to an end.

At the time of powering on,
due to charging of capacitors of
the power supply filter, the cur-
rent inrush is possible, which
can exceed the threshold of latch-
up protection. To avoid incor-
rect power-off, it is necessary to
set tprot larger than the duration
of the current consumption peak
(Fig.4: t5<tprot).

Fig.5 illustrates an example of
timing diagram of operation of
watchdog timer.

In case of low logic level on
WD_En external input, the opera-
tion of watchdog timer is permit-
ted. The watchdog timer is locked
when WD_En has a high logic level,
or if latch-up protection is acti-
vated. If the period of WDI signal
does not exceed twdt, the inter-
nal counter of the watchdog timer
resets, and load power supply is
not switched off (Fig.5: t6<twdt).
If during the time twdt the WDI
signal doesn't complete, then
the watchdog timer is activated
and performs a cycle of the load

#7 /69 /2016 NANO INDUSTRY



paBHa 2twdt (Ha puc.5 t9 = 2twdt). Iloce 3TOro cUr-
Has Alarm Bo3BpamaeTcss B COCTOSIHHE BBICOKOTO
JIOTU4YeCKOro YPOBHS, IMTAaHHe HATPY3KHU BOCCTA-
HaBJIUBAETCS, U NOIOJHUTEIbHAS 3aIUTa OTKIIIO-
qyaeTcs.

IIpu BKIOYEHHUHU HATPy3KH IOC/Ie LIKKJa Cpa-
6aTBIBAHUS CTOPOSKEBOIO TalMepa M3-3a 3apsSAKHU
KOHIeHCAaTOpOB QUIBTpa IMHUTAHUA BO3MOXKEH
6pocok ToKa moTpebneHHUs], NpeBBIIAIIHUI
mopor cpabaTelBaHHUS 3aM[UTH. YTOOBI 3TOT IIpo-
LIeCC He BBI3BAJI JIOKHOI'O CpabaThiBaHUS 3aIIUTH
OT TUPHUCTOPHOIO 3allle/IKUBAHU S, tProt JOJISKHO
IIpeBbIIIaTh OJIUTEABHOCTh IIMKA TOKa IIOTpe-
6renus (Ha puc.5 t5<tprot). Ecau Ha BXxony WDI
MOo-TIpe>kHeMy He IIOCTyIaeT IepUOAUUYeCKUI CUT-
Has cbpoca, TO IUKJ OTKIIOYEHHS 0 cpabaTsl-
BAaHHIO CTOPOKEBOIO TalMepa IIOBTOPUTCS Uepes
twdt (Ha puc.5 t10 = twdt). [IosBIeHHe HHU3KOTO
ypoBHSA Ha BHelnHeM BxogZe WD_En mpuBOIMT
K c6pocy U BBIKJIIOYEHHIO CTOPOKeBOro TalMmepa
(To eCTh IPOM3BOLUT HeMeJIeHHOE BOCCTAHOBIIE-
HHe IUTAHHS HaTPy3KH), HO He BIKseT Ha CUTHAT
WD_St, BEICOKHH YpOBeHb KOTOPOI'0 MOXKeT OBITH
BOCCTAaHOBJIEH ITOJauel BBICOKOTO JIOTMUYECKOIO
YPOBHS Ha BXO[, Control, unu Ha Bxog PWoff, unu
cObpocoM 1o MUTAHUIO.

BricOKMU ypoBeHb Ha Bxome PWoff mo3Bso-
7seT OTKJIIYHUTh NUTaHHEe HAarpy3ku B N000M
MOMEHT U Ha IIPOU3BOJIbHOE BpeMs, BO3BpalllaeT
B MCXOJHOE COCTOSIHHE BCe Y3JIbl MHUKPOCXEeMBI
M yCTaHaBJIMBaeT BCe BHIBOJALL B TPeThe JIOrHYe-
CKOe COCTOSIHHe "O0TKJII0YeHO". BBICOKUN YpPOBEHb

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

BhIBoJa Gate IIPHUBOAUT K OTKJIIOUEHHUIO IUTAaHUS
Harpysku. HopmanbHoe QyHKIMOHHPOBaHHE
BOCCTaHaB/IMBAETCS TONBKO 10 HU3KOMY YPOBHIO
Ha Bxoge PWoff. Cienyer o6paTuTh BHUMaHUe Ha
Heob6XOOMMOCTh MOAKIOUeHUS BEIBOLOB Control,
WD_En u WDI K KOHKPEeTHOMY JIOTHUYECKOMY
YPOBHIO, TaK KaK IIPU aKTHBHOM BBICOKOM ypOBHE
curHana PWoff nporcxonuT oTKI0YeHHE LOTSIKEK
3THX BXOJOB K 3eMJIe, CII0COOHOe BBI3BATh IIOBBIIIE-
HUe IToTpebsieMoro MUKPOCXeMOH TOKa.

[Ipu cpabaTbhIBAHUU CXEMBI 3AI[UTH BO3MOXKHO
COXpaHeHHe OCTATOYHOIO IIHTAIILEero HalpssxKe-
HHS Ha HarpysKe, YTO MOXeT IIPUBECTHU K cOosM
3allMINaeMbIX MUKPOCXeM I10CJIe BOCCTAHOBIEHU
MNUTAHHUS. B MOMeHT cpabaTsBAaHUS LOMIOTHU-
TeJIBHOTO YPOBHSI 3alIUTHI BEIBOA Alarm otmmpaer
BHYTPeHHHU KJII0Y Ha OCHOBe N-KaHajabHOro MOII-
TpPaH3UCTOpPa U obecrmevynBaeT MONHYIO Pa3psaKy
ey MUTAaHUS 3al[UITAeMbIX MUKPOCXEM.

JOigd MHOIUKALKUU COCTOSSHHUS MHUKPOCXeMBL
MCIIONIBb3YIOTCA ABa Bhixoda: Compare u WD_St.
OHU IIO3BOJIAIOT OIIpeleluTh, UMeJ U MeCTO
daxT cpabaTeIBaHMS 3aMMTH 10 TOKY HJIH IIO
HCTeYeHHU U BPeMeHHU OKHUaHUS CTOPOSKEBOrO Tal-
Mepa. BocCTaHOBUTH IlepBOHAYAIbHOE COCTOSHHUE
3THX CUTHAJIOB MOXXHO TOJIbKO C IIOMOIIbI0 BXOda
Control. [lns Bo3BpameHus cUrHaaoB Compare
U WD_St B UCXOOLHOe COCTOSSHHEe HeobX0AUMO
nonaTths Ha Bxox Control ympaBiasoImMUKA CUTHA
BBICOKOTO YPOBHS IJIHUTEIBHOCTHIO He MeHee tprot.
CurHanel cbpoca OJIUTENBHOCTHI0O MeHee tprot
UTHOPHUPYIOTCS.

shutdown (Fig.5: t7 = twdt). The
minimum duration of a high or low
signal level on the WDI input must
be at least one period of the speci-
fied frequency of the generator of
watchdog timer.

When the watchdog timer is acti-
vated the low level of WD_St signal
is set. High level on WD_St output
can be restored by applying a high
logic level to the Control or PWoff
inputs, or by power reset. After the
time twdt since the watchdog timer
activation a low logic level is formed
on Alarm output (Fig.5: t8 = twdt).
The length of the load power supply
outage after the watchdog timer
activation is equal to 2twdt (Fig.5:
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t9 = 2twdt). After that, the Alarm
signal returns to high logic level,
the load power supply is restored,
and additional protection is dis-
abled. When the load is turned on
after an operation cycle of watch-
dog timer, due to charging of capac-
itors of the power supply filter, the
current inrush is possible, which
can exceed the protection thresh-
old. To avoid incorrect activation
of latch-up protection, tprot must
exceed the duration of the current
consumption peak (Fig.5: t5<tprot).
If there is no periodic reset signal
on WDI input, then the shutdown
cycle will be repeated by watchdog
timer after twdt (Fig.5: t10 = twdt).

The appearance of low level on the
WD_En external input leads to
reset or disable of the watchdog
timer (with immediate restoration
of load power supply), but does not
affect the signal WD_St, high level
of which can be restored by apply-
ing a high logic level to the Control
or PWoff inputs, or by power reset.
High level on PWoff input allows
to power off load at any time,
returns all nodes of a chip to the
initial state and sets all outputs
to the third logic state "disabled".
High level on Gate output shuts off
load power supply. Normal opera-
tion is restored only at a low level at
the PWoff input. It is necessary to
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Puc.6. Mpumep ocuunnozpammpl HanpsKeHul Ha 8vbieodax Vdd
u Vdd_C npu HapyweHusx numaus (4epHbili — Vdd, cepbili -
Vdd_C, C1 = 10 mk®, cmopoxesoli mativMep omkAUeH)

Fig.6. Example of oscillogram of voltages on outputs Vdd and
Vdd_C in case of power disturbances (black - Vdd, gray - Vdd_C,
C1 = 10 pF, watchdog timer disabled)

[10CKOJIBKY CYLIeCTBYET BEPOSITHOCTb KPaTKOBpe-
MeHHOT0 HapyIleHUs IUTAHUS 10 BO3JeHCTBUEM
paZiHalMOHHBIX $AKTOPOB, IPeayCMOTpPEHA BO3-
MOXHOCTh P€3ePBHOTO IMUTAHUSI MUKPOCXEMBI OT
IOTIOTHUTENBHOTO BHEIIHETO KOHIEHCATOPa, MO/~
KJI04aeMoro K BeiBozy Vdd_C. OCHOBHOM MCTOUHHUK
NUTAHUS IOACOeIHUHsIeTCs K BeIBoay Vdd. IIpu Hop-
Ma/JbHOM QYHKIIMOHHUPOBAHHU OCHOBHOIO HCTOY-
HUKa [IUTAaHUS NOTPebiiseMblil TOK IPOTEKaeT

Puc.7. Mpumep ocyunrnozpammsl HanpsikeHul Ha ebigodax Vdd
uVdd_C npu agapuu numanus (4epHbili = Vdd, cepbili - Vdd_C,
C1 = 10 mKk®, cmopoxkegoli malimep omKAOUeH)

Fig.7. Example of oscillogram of voltages on outputs Vdd and
vdd_C in case of power failure (black - vdd, gray - vdd_C,
C1 = 10 pF, watchdog timer disabled)

mexxay BeiBogaMmu Vdd_C u Vdd depes BHyTpeHHHUe
KIIOYHM, peajr3oBaHHbIe Ha p-KaHaJlbHBIX MOII-
TPaH3UCTOpax. YIIpaBJieHHe 3TUMHU KJIIOYaMHU 0OCY-
mecTBIsieTcst Komrnaparopom COMPL. B ciaydae c6ost
OCHOBHOTO MCTOYHHKA MUTAHUS IIPOUCXOAUT CHU-
SKeHUe HAIPSIKeHUs Ha BeiBoge Vdd, u KoMmmapartop
COMPI1 pasMmbIKaeT KJIK0OYH, [ITUTaHKMe MUKPOCXEMBI
B TaKOM C/ly4ae OyZeT HEKOTOpoe BpeMsl IIOAAe P>KH-
BaThCs 32 CUeT BHelIHero koHzeHcaropa Cl. Beibop

—

pay attention to the connection of
Control, WD_En and WDI outputs
to a specific logic level, as in case
of active high level of PWoff signal
these inputs disconnect from the
ground that can cause increased
current consumption of the IC.

When protection circuit is acti-
vated, the residual voltage on the
load can lead to failure of the pro-
tected circuits after power supply
restoration. When additional pro-
tection is activated, the Alarm out-
put unlocks the internal key based
on n-channel MOS transistor and
ensures full discharge of the power
supply circuit of the protected
chips.

For indication of circuits status
the Compare and WD_St outputs
are used. They allow to determine
whether the overcurrent protection
or watchdog timer were activated.
It is possible to restore an initial
state of these signals only by means
of Control input. For the return of
Compare and WD_St signals in its
initial state, it is necessary to apply
to the Control input the control sig-
nal of high level with duration not
less than tprot. The reset signals
with duration less than tprot are
ignored.

Because there is a likelihood
of short-term disturbances of the
power supply under the influence of

radiation factors, it is provided the
possibility of power backup of the IC
using an additional external capac-
itor that is connected to the vdd_C
output. The main power supply is
connected to Vdd output. During
normal operation of primary power
supply the current flows between
Vdd_C and Vdd outputs through the
internal keys that are implemented
on base of p-channel MOS transis-
tors. The comparator COMP1 con-
trols these keys. In the case of a fail-
ure of the primary power source the
voltage on Vdd output decreases,
and a comparator COMPI1 opens the
keys. In this case, the power sup-
ply of the chip will be supported

#7 /69 /2016 NANO INDUSTRY



Xapakmepucmuku cneuuanbHbix Gakmopos no 2pynnam UcnoAHeHUs!

Characteristics of special factors for groups of design

Bupabl crneumanbHbiX ¢paKkToOpoB

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

XapaKTepucleM cneumalibHbIX

3HayeHus XxapaKTep1CcTUK cneumnasibHbiX paKTopoB
Values of characteristics of special factors

. ¢akTopoB
Types of special factors Characteristics of special factors
1469TKO025 1469TKO35

7.1, 5Y¢ 4y,
7.V 6Yc 6Y,

7" 7.1, 0,5x5Y, 5x4Y,
7. Vg ¢ 0,013X1Y,
7.V, 7. M 2x2P 2P
7.G, 5Yc 4y,

7.C
7.C, 5 3x4Y,
7.K, 2K"2 2K

7.K 7.K, 1K12 1K1 2
7., 80 M3B - cm?/mr? 41 M3B - cm?/mr

Mpy COBMECTHOM BO34enCcTBMM GaKTOpPOB C XxapakTepuctukamm 7.K, n 7.K, / At the combined action of factors with the characteristics of 7.K, and 7.1,.
pu1 He3aBUCMMOM BO3ENCTBUM GaKTOPOB C xapakTepuctukammn 7.K, n 7.K, / At the independent action of factors with the characteristics of 7.K, and 7.K,.

3 Mo katacTtpopuyeckmnm oTkasam / For catastrophic failures.

HOMMKHAJIa 3TOr0 KOHJeHCAaTopa I103B0oJIgeT 3a4aTh
BpeMs aBTOHOMHOTO QYHKIIMOHUPOBAHU S MUKPO-
cxeMbl. IIpuMephl OCIMJ/I/IOTPAaMM HAIPSI’KeHUH Ha
BeiBoziax Vdd u Vdd_C mpum HapyleHHUH M aBapuUu
IIUTAHUA MUKPOCXeMBI ITPUBEAEHbI Ha PHC.6 U 7.

M3 3THX PUCYHKOB BUJHO, YTO aKTHBHU3ALIM CyIIep-
BH3opa nnuTaHus THI mpoumsonuia yepes 180 mc riociie
OTKJIIOUEHH S HAIIPSKeHU I ITIMTaHU S Ha BeIBofe Vdd.

[Ipu OTK/IIOUeHHON QYHKILIUH CTOPOKEBOrO TaM-
mepa BeiBoAbI WDI, Cap_WD u WD_St MOKHO He I10/-
KJII049aTh. MUKpocxeMa HMeeT JBa HHGOPMAIIUOH-
HBIX BBIXOJ]a TUIIA "OTKPBITHII CTOK', TO3BOJISIOIIHX
BHEIIHUM CHCTeMaM YIPaBIeHUS OIpemensiTh
bakThl cpabaThIBaHUS 3AIIUTH OT TUPUCTOPHOTO
3aIe/KUBAHUS U 3aBePLUIEHU S BpeMeHHU OKUJAHU S
CTOPOKEBOTO TaliMepa.

some time by external capacitor
Cl. Selection of the value of this
capacitor allows to set the time of
autonomous operation of the chip.
Examples of oscillogram of the volt-
ages on Vdd and vdd_C outputs
in case of power disturbances are
shown in Fig.6 and Fig.7.

Fig.6 and 7 show that the activa-
tion of the voltage supervisor TH1
occurred after 180 ms after discon-
nection of the power supply at Vdd
output.

When the watchdog timer is dis-
abled, the WDI, Cap_WD and WD_
St outputs can be not connected.
The microchip has two data outputs
of "open drain" type, which allows

HAHO MHOYCTPUA #7/69/2016

external control systems to register
the activation of the latch-up pro-
tection and the time-out of watch-
dog timer.

The microchip performs its
functions and stores the val-
ues of parameters during and
after the impact of special factors
with characteristics given in the
table in accordance with GOST RV
20.39.414.2-98.

For testing of microchips the
SMC "Technological Centre" cre-
ated measuring stand that allows
automated precision analog and
digital measurements of ele-
ments on the wafers and after the
packaging.

Thus, to increase the resistance
of electronic component base,
which operates in conditions of
influence of external cosmic fac-
tors, the specialized microchips
1469TK025 and 1469TKO035 with
the function of latch-up protec-
tion are proposed. The microchips
successfully passed tests and are
produced with VP (military accep-
tance) quality. Both microchips
are made in compact package
MK 5123.28-1.01. |

This paper was created with the financial
support of the Ministry of Education and
Science of the Russian Federation. Unique
identifier REMEFIS7814X0061.



MuxkpocxeMa BBIIIONHSIET CBOU QYHKIIUH U COXpa-
HsleT 3Ha4eHH s IapaMeTPOB BO BpeMs U II0CJIe BO3-
DeHCTBUS CIlelIHa/lbHBIX $aKTOPOB CO 3HAYEeHUSIMU
XapaKTePUCTHUK, IIPHUBEJEeHHBIX B TabauIle B COOT-
BeTcTBUM ¢ TOCT PB 20.39.414.2-98.

J7151 IPOBePKU MHKPOCXeM II0C/Ie U3TOTOBJIeHUSI B
HIIK "TeXHOJOTHYeCKHH LIeHTP" CO3[aH KOHTPOJIBHO-
M3MepHUTe/IbHBIN CTeH/[l, KOTOPBIH I103BOJIsSeT IIPOBO-
OUTh IIpeliM3MOHHbIe aBTOMAaTH3UPOBAHHbIE aHAJTIO-
ropsle U LUQPOBBEIe H3MePeHH s 3JIeMeHTOB Kak Ha
IIACTHHAX, TaK K I10C/Ie KOPIIYCUPOBAHHSI.

TakuM ob6pa3om, [Jis MOBBIIIEHUS CTOMKOCTH
3JIeKTPOHHOM KOMIIOHEHTHOM 6a3bl, paboraromen
B YCIOBHUSAX BO3JEHCTBUS BHEIIHHUX KOCMHUYECKHUX
$aKTOpOB, MpeAsoKeHbl CIelHaJlu3UpOBaHHbIe
MHKpocxeMbl 1469TK025 u 1469TKO035 c dyHKILIHeHn
3aIIKUTHL OT TUPUCTOPHOIO 3¢ pexTa. MUKPOCXeMBbI
yCIIeIIHO IPOIIJIM MCIBITAHUS U BBIIIYCKAKTCS
c KaTeropuei KadecTBa BII. O6a BapraHTa MUKPO-
CXeM BBIIIOJTHEHBl B MajaorabapUTHOM KoOpIIyce
MK 5123.28-1.01.

Cmameba nodeomosaena npu dunancosoil noddepskke
Mutobprayku Poccuu. YHURaAbHbLl udenmuduramop ITHU
REMEFI57814X0001.
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BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

MUKPOCXEMA LIU®POBOM
FA/IbBAHMYECKOW PA3BSI3KM
DIGITAL GALVANIC ISOLATION CIRCUIT

YK 621.382, BAK 05.27.01

AJlykbanos™, P.dédopos™ / A.Lykyanov@tcen.ru, R.Fedorov@tcen.ru
A.Lykyanov*, R.Fedorov*

PaccmaTpuBatoTcs 0cob6eHHOCTU NnpoekKTupoBaHuUs MUKpPOCXeM rasbBaHU4ecKom

pasBs3Ku.
Ha ocHoBe yHUGULMPOBAHHON 6MEAMOTEKM AYeeK cepumn 6a30BbIX KpUCTaiIoB 5521 nokasaHa

paspaboTka MWUKpPOCXeMbl [ABYXKaHa/lbHOWM TpaHCPOpPMaATOpPHOM raJbBaHUYECKOM pasBA3KM,
NpUBOAUTCA ONUCAHUE OCHOBHbIX GYHKLMOHANbHBIX 6JI0KOB U MPUHLIMIMOB paboTbl.

This paper presents the features of the galvanic isolation circuit design. It shows the development of
a dual-channel transformer galvanic isolation circuit and describes the main functional units and the

principles of their operation on the basis of the unified cell library of 5521 gate array family.

HacTosilllee BpeMs IIpU pa3paboTke CUCTeM Iepe-
Jadl CUTHAJIOB YIIpaBAeHHUS, IIpHUeMa JaHHBIX
M3MepHUTebHOI0 U MeJUIIMHCKOro 06opymoBa-
HUSI HH>KeHePHbl CTAJIKUBAIOTCS C He06XOLHUMOCTBIO
HICIIOIb30BAHU S Fa/IbBAHUUECKOM Pa3Bs3KU, KOTOpas
II03BOJISIET OCYLIeCTBUTD Ilepefady SHEPTUU MeKy
3JIeKTPUUYEeCKUMHU LeIsIMH 6e3 3JIeKTPUUeCKOro
KOHTAaKTa.
TanpBaHMUeCKas pa3Bsi3Ka I103BOJISIeT PEIIUTh Crle-
OyIOIIMe 3aJa4HU:
* 3alIUTHUTb 060pyHOBaHUeE U JIIOLEH OT IIOPaskeHHU s
371eKTPUYeCKHUM TOKOM;

ceetoanon
LED

L3anexTpuk
Dielectric

DoTONPUEMHUK
Photodetector

Puc.1. Mpumep KOHCMpyKUUU ONMPOHA
Fig.1. Example of design of optocoupler

* IIOBBICHTB [IOMEXOyCTOMUYHBOCTb CUCTEM;

* OCYILIECTBUTB COIPSIKEHHeE 37IeKTPUYECKUX LielleH
C PA3HBIMHU [TUTAIONIMMHU HATIPSOKEHUSIM U,
Hauboree mupokoe pacIipocTpaHeHHe MOy UYH/IH

TPU OCHOBHBIX METO/|a PeaIM3alli U ralbBaHUYeCKOH

pasBsi3ku [1]:

e ONTHYECKHH;

e @MKOCTHOM;

* TpaHCPOPMATOPHBIM.

B ocHOBe OIITUYeCKOM raJibBAHUYECKOM Pa3Bsi3KHU
(onTpoHA) JeXKUT NPUHLIUI Iepefadyu uHdopMa-
LMY Yepe3 M30JHUPYIUN Oapbep CBETOBBIM I10TO-
KOM C ITOMOIIbIO CBETOAHOL0B U GOTONIPHEeMHHKOB.
ITpruMep KOHCTPYKIMHU OIITPOHA ITPHBeleH Ha PUC.1.

OmTudecKas rajbBaHUYeCcKas pa3Bsi3Ka UMeeT
6osplioe HaTpsReHUe U301 UU (1o 7000 B) u BhICO-
Kyl YCTOMYHBOCTb K BO3JEMCTBHIO CHH(A3HBIX
IoMex MesXZy BXOIOM K BBIX0ZOM (0K0J10 15 KB/MKC).
BepxHsis pabodasi 4acTOTa ONITPOHOB, OIITUMH3UPO-
BaHHBIX I107], BBICOKOYACTOTHYIO Ilepeady UPPOBEIX
CUTHAJIOB, JOCTUTAaeT HeCKOJbKHUX OAeCATKOB MTIII,
Hanpumep 100 M6ut/c B MuKpocxeme HCPL-090]-000E
dupmbr Avago Technologies. OnTpoHBl ycTOM-
YHBBHl K 3JIeKTPUYECKUM U MAarHUTHBIM IIOISIM.
HepmocTaTKaMHU ONTPOHOB SIBJISIIOTCSI BBICOKAS pac-
cerBaeMas MOIIHOCTH (150-200 MBT Ha KaHaJI), OTHO-
CUTEeNPHO HU3Kasl CKOPOCTH Iepefauu, gerpajga-
LUSI CTPYKTYPbI CBEeTOAHOMOB C TeYeHHeM BpeMeHH.
IIpy1 U3rOTOBJIEHHHU CBETOAHOMLOB HCIIONb3yIOTCS
MaTtepuansl (CaAs), KOTOpble He IT03BOJSIOT HAIPS-

HIMK"TexHonormnyecknn LieHTp" / SMC "Technological Centre".
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MYIO MHTEIPUPOBATh UX B paMKaX OJHOI0 TeXHOJIO-

FUYeCKOTo IIpolecca ¢ MUKPOKOHTPO/JIEPOM HIIH
I paliBEpOM.

B ocHOBe eMKOCTHOM ra/ibBAaHHUYECKOU Pa3BS3KH
(pHC.2) NeKUT NPUHIUI PaboTHl 3/71IeKTPHUECKOT0
KOHJIeHCAaTopa. EMKOCTHBIe H30/ITOPBI OIIOKHUPYIOT
IIOCTOSSHHBIM TOK C IIOMOIIBIO0 JHU3/IeKTPUKA MEXKIY
ABYMs IIPOBOOHHKAMHU. [lepeMeHHoOe 3/IeKTpHUYecKoe
Iojie BBICOKOM YaCTOTHL I103BOJISIeT IIepefaTh CUI-
HaJIBl Yepe3 QU3TeKTpUUecKUul baprep. K JocTOMH-
CTBaM €MKOCTHBIX Fa/IbBAHHYECKUX Pa3BA30K MOXKHO
OTHEeCTH BBICOKYIO CKOPOCTb Iepejauu (HaIlpH-
Mep, 150 Mbut/c y MUKpocxeMbl SI84xX GUPMEL
Silicon Labs), HHU3Kyl0 paccenBaeMyl0 MOLIHOCTH
(mpuMepHoO 30 MBT/KaHaJI), BBICOKYIO yCTOMYHUBOCTb
K BO3/IeMCTBHI0 CHH)A3HBIX IIOMeX MeXXJy BXOJ0M
Y BBIXOJ0M (0K0JI0 25 KB/MKC) M HEBOCIIPUHMYHBOCTh
K MAarHHTHBIM ITIOISM. HampsskeHue HU30IALHUH
Yy € MKOCTHOM ra/IbBAHUYECKOHN Pa3BsI3KH He IIPeBbI-
maet 4000 B. K 0cobeHHOCTSIM e MKOCTHOM rabBaHU-
YeCKOM Pa3BSI3KH MOYKHO OTHECTH TeXHOJIOTHYeCKYI0
CJIOXKHOCTb M3TOTOBJIEHU S KOHCTPYKUHMH KOHIE€HCATO~
posB.

TpaHCchOpMATOpPHBIM MeToJ obecredrBaeT pas-
BSI3KY C IIOMOIIBIO U30/ISALMH MEXKIY ABYMs KaTyIIl-
KaMH UHIYKTUBHOCTHU. TpebyeMBIN CUIHAJ IIepe-
MEHHOTO TOKa IlepefaeTcs yepes B3auMHYI0 UHIYK-
THBHOCTb 0OMOTOK TpaHCcPopmMaTopa. TpaAULILOHHBIE
TpaHCPOpMaTOphl MMeIoT 60bIIHe pa3Mepsl, HO
C yBeIMYeHHEeM YacTOThl CUTHAJIA IIOSIBISETCS BO3-
MO>KHOCTb yMeHbBIIeHU s UX rabapuros. Tak mocTy-
nuna ¢upma Analog Devices B cBOMX rajpBaHHUYe-
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O6knaaka Nel koHaeHcaTopa
Capacitor plate #1
\ An3nekTpuk

\ Dielectric
LMMLAR

X

\

Obknagka Ne2 koHaeHcaTopa
Capacitor plate #2

Puc.2. Mpumep KOHCMpPYKUUU eMKOCMHOU pa3ss3ku
Fig.2. Example of a design of capacitive decoupling

CKMX pa3Bsi3Kax cepur ADuM [2]. Pa3Bsi3Ka COCTOMUT K3
ABYX KPHUCTAJIJIOB, Pa3sMeIlleHHBIX B OJHOM KOPIIyCe.
KpHucTanisl U3roTaBaUBAIOTCS 110 06bsr9HOM KMOIT-
TEeXHOJIOTHH, Ha OJTHOM K3 KPHCTA/IJIOB pa3MeIlaeTcs
TpaHCGOPMaTOpP Ha MOTUUMUIHBIX CJIOSAX, KaK I10Ka-
3aHO Ha pHUC.3.

TpaHchopmaTopHas pa3Bsizka I03BojsgeT pabo-
TaTh CO CKOPOCTHIO A0 100 Mbut/c. HampsikeHHUe
usonanuu gocturaer 4000 B. KM3-3a oTCcyTCTBUA
MarHMTHOIO CepAe4YHHKa Pa3BA3Ka HEBOCIIPUHM-
YMBa K IIOCTOSHHBIM MAaTrHUTHBIM IIOJIAM,

urrently, the developers of

transmission systems for

control signals and data
acquisition of measuring and
medical equipment are faced with
the necessity of the use of gal-
vanic isolation, which enables
the transfer of energy between
circuits without an electrical
contact.

The galvanic isolation allows to
solve the following tasks:
 protection of equipment and

people from electric shock;

+ increasing the noise immunity
of the system;

 coupling of electrical circuits
with different supply voltages.

The most widespread are three
main methods of galvanic isola-
tion [1]:

* optical;
* capacitive;
« transformer.

The basis of optical galvanic
isolation is the principle of infor-
mation transfer across an isola-
tion barrier by means of light flux
using LEDs and photodetectors.
Example of optocoupler design is
shown in Fig.1.

Optical galvanic isolation
(optocoupler) has a high isola-
tion voltage (up to 7000 V) and a
high resistance to common-mode
interference between input and

output (about 15 kV/pus). The upper
operating frequency of optocou-
plers, which are optimized for
high frequency transmission of
digital signals, reaches several
tens MHz, for example 100 Mbit/s
in the chip HCPL-090J-000E of
Avago Technologies. Optocouplers
are resistant to electrical and
magnetic fields. The disadvan-
tages of optocouplers are high
power dissipation (150-200 mW
per channel), the relatively low
transfer rate, the degradation of
LEDs over time. Materials (GaAs),
used in the manufacture of LEDs,
don't allow to integrate them
directly within a single workflow

#7 /69 /2016 NANO INDUSTRY




BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

BepxHsisa kaTyLuka
Top coil

rMonnumuaHsle ciov
Polyimide layers

/

N\
]

HWKHAS KaTywka
Bottom coil

Puc.3. Mpumep KoHCMpyKUUU MpaHchopmamopHol pa3ss3ku
¢upmbl AD
Fig.3. Example of design of transformer decoupling designed by AD

a MaJIBIE pa3mep CIIocob6CcTBYeT HU3KOH BOCIIPUUMYH-
BOCTH K ITepeMeHHBIM MAarHUTHBIM ITOJISIM.

ITpu peanMsalvy MHKPOCXeMBI TPaHCPOPMATOP-
HOU ra/ibBAaHH4YeCKOHN Pa3BA3KH, BBIIIOJIHEHHOH Ha
KMOII-TeXHOJIO0THUH, MOSKHO HMCII0Jb30BaTh TPU OCHOB-
HBIX [IPUHIIMIIA [IepeJavyr HHGOPMaIluK:

« "ycranoBka/cbpoc”;
* AMIUIMTYAHAS MOIYJISALIMS,
* IOJSPHOCTH UMITYJIbCOB.

Bxog TpaHchopmaTop A Bbixon
Input Transformer A o Output
Cl Q1 SEQ >
[eTeKTop ﬁ g
nepeaHero _
q)P%HTa 1| (l R rQ
Rising  GNDA GND B
edge

detector  TpancdopmaTop B

Transformer B
Cl Q1
[eTtekTop
3aAHero GpoHTa | i
Falli d
detector | GNDA  GNDB

a/c 1
Q1 M
Q2 1
S
R /\/ /\/

Boixop, -
Output

Puc.4. Cxema nepedavuu uHpopmauuu "ycmaHoska /copoc”
€ 080LIHbIM MpaHcopmamopom

Fig.4. Information transmission scheme "set/reset" with dual
transformer

CxeMa mepefayy HHGOPMAMK "ycTaHOBKa/cbpoc”
C IBOMHBIM TPaHCGOPMATOPOM IIPHUBeZeHa Ha pUC.4.
JIOCTOMHCTBOM 3TOH CXeMBI SIBJISIeTCSI IPOCTOTA pea-
NMH3aLUHU, HeIOCTaTKOM — 60/IbInasi 3aHUMaeMas IJIo-
a/ib Ha KPUCTaJlle, IIOCKOABKY /ISl OJHOI0 KaHasa
TpebyeTcst Ba TpaHCcPopmaTopa.

with the microcontroller or
driver.

The capacitive galvanic isola-
tion (Fig.2) is based on the work-
ing principle of an electrical
capacitor. Capacitive isolators
block DC current through the
dielectric between the two con-
ductors. The alternating electric
field of high frequency allows
to transmit signals through the
dielectric barrier. The advan-
tages of capacitive galvanic iso-
lation include high transmission
speed (for example, 150 Mbit/s
in SI84xx chip of Silicon Labs)
low power dissipation (about
30 mW/channel), high resistance

HAHO MHOYCTPUA #7/69/2016

to common-mode interference
between input and output (about
25 kV/ps) and immunity to mag-
netic fields. Isolation voltage of
the capacitive galvanic isolation
is not more than 4000 V. A feature
of capacitive galvanic isolation is
the technological complexity of
manufacturing of capacitors.

The transformer design pro-
vides isolation by using the isola-
tion between the two inductors.
The required AC signal is trans-
mitted through mutual induc-
tance of the transformer wind-
ings. Traditional transform-
ers are large in size, but with
increasing signal frequency, the

possibility of reduction of their
overall dimensions appears. This
was done by Analog Devices in
their galvanic isolations of ADuM
family [2]. The isolation consists of
two chips placed in a single pack-
age. The chips are made by con-
ventional CMOS technology, a
transformer on polyimide layers
is placed on one of the chips, as
shown in Fig.3.

Transformer isolation allows
to work at speeds up to 100 Mbps.
Isolation voltage reaches 4000 V.
Due to the lack of the magnetic
core the isolation is immune to
constant magnetic fields, and
the small size contributes to low



MILITARY AND SPACE TECHNOLOGY

Bxon T B
paHcdopmaTop bIXOA,
Input e m—— Transformer n Output
— Modulator Eglcee’\f'\fevﬁk ——
[eHepaTop i (d
Generator | -\pa GNDB

Bxogn mogynsTopa
Modulator input

BbiX0A reHepaTopa  nnnnnnp AL
Generator output

Bbixoa MopyisTopa AR
Modulator output

Bxoa npnemHmnka AN
Receiver input

Bbixoa npnemHmnka I s R
Receiver output

[etekTop
nepegHero
dpoHTa
Rising edge
detector

Bbixog,
Output

MpnemHmK —
Receiver

TpaHchopmaTtop
Transformer

[OeTexTop 3aaHero GpoHTa
Falling edge detector

ca/c

Ql 1
Q2 A

Bxoa npuemHuka N
Receiver input U
Bbixos,
Output

Puc.5. Cxema nepedayu uHpopmauuu npu amnaumyoHol mo-
oyasuuu
Fig.5. Information transmission in case of amplitude modulation

Cxema mepefayy Ha OCHOBE aMIIIUTYLHOM MOJY-
Uy (PUC.5) ABISIeTCS HeCKOIBKO CJIOKHee B peasik-
3allMH, HO 3aHMMaeT MeHBIIYIO IUIOMA b, IIOCKOIbKY
KCII0Ib3YeT ONMH TPaHCPOPMATOP.

B cxeme mepefauyu HHGOPMALIMK Ha OCHOBE II0JISP-
HBIX UMIIYJIbCOB (PHC.6) TAaKKe UCIIONb3yeTCs OLUH
TpaHCcPOpMaToOp. JOCTOMHCTBOM 3TOM CXeMBI SIBJISIeTCS
HH3Kasi I0TpebiisieMast MOIHOCTb.

B pamrkax ogHoro KMOII-TeXHOIOrH4eCKOro IIpo-
Llecca BO3MOXKHO M3TrOTOB/IeHHe TPAaHCPOPMATOPHOHU

sensitivity to alternating mag-
netic fields.

Transmission scheme based

Puc.6. Cxema nepedaqu uHpopmauuu Ha 0CHOBE NOASIPHBIX UM=
nyAbCo8
Fig.6. Information transmission scheme based on polar impulses

raJbBaHHYeCKOHN Pa3BSI3KH U CXeMBbl YIIpaBIeHUS
Ha ABYX KPHUCTAJIJIaX. DTO I103BOJISeT AOCTUYb 3HA-
YeHHUS HaNPS>KeHHUH H30J4LUU nopsaka 4000 B
1 06ecIIeduTh YCTOMYHMBOCTD K BO3/IeHCTBUIO CHHPA3-
HBIX [IOMEeX MeX/y BXOLOM U BBIXOJOM, Ha yPOBHe
15 kB/MKc.

B HIIK "TeXHO/IOrMYeCKUH LIeHTP' Ha OCHOBE YHU-
dunupoBaHHON 6M6IMOTEKH sTueek CepUH Da30BBIX
KPUCTAJLIIOB 5521 6p11a pa3paboTaHa 3aKka3Hast MUKPO-
cXeMa JIByXxKaHaJIbHOM raJbBAHUYeCKOM pa3BsI3KH.

and to provide resistance to com-
mon-mode interference between

In the transformer galvanic iso-
lation IC made by CMOS technol-
ogy, it is possible to use the three
main principles of information
transfer:

* set/reset;
+ amplitude modulation;
« polarity of pulses.

The information transmis-
sion scheme "set/reset” with dual
transformer is shown in Fig.4. The
advantage of this scheme is sim-
plicity of implementation, the dis-
advantage is large footprint on the
chip, since each channel requires
two transformers.

on amplitude modulation (Fig.5)
is somewhat more complicated
to implement, but takes less
space because it uses a single
transformer.

The information transmis-
sion scheme based on polar
pulses (Fig.6) also uses a sin-
gle transformer. The advan-
tage of this design is low power
consumption.

In single CMOS workflow it is
possible to manufacture trans-
former galvanic isolation and con-
trol circuitry on the two chips.
This allows to achieve values of
voltage isolation about 4000 V

input and output (at the level
of 15 kV/ps).

SMC "Technological Centre"
have developed a custom micro-
circuit of dual-channel galvanic
isolation on the basis of unified
library of gate array cells of 5521
family. The microcircuit is man-
ufactured by 0.18 pm radiation-
resistant CMOS process on bulk
silicon. Supply voltage is 3 V £10%
or 3.3V £10% [3, 4]. The microcir-
cuit is made in the body 5123.28-1
in the form of microassembly of
two chips: a transmitter and a
receiver.

#7 /69 /2016 NANO INDUSTRY
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Mogaynsitop 1
Modulator 1

?

LC-reHepatop
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v

Mopaynsatop 2
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MuKpocxema nepeaaTymka
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Bbixoa LC-reHepatopa | LC oscillator output
Bbixoa moaynsatopa 1 | Modulator 1 output
Bbixog MmogynaTopa 2 | Modulator 2 output

OTpuLaTenbHbI BXOA KOMNapaTopoB
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Bbixog npnemMHuKa | Receiver output I

dopmupoBaTesb ypoBHer
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MuKpocxema nprieMH1Ka
Receiver circuit

I
|
I
|
|
I
|
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BbixogHON |
undposon |
apameep
Digital !
|

I

|

|

I

|

I

|

|

I

|

SS¢

output
driver

Puc.7. CmpykmypHas cxema 00H020 KAHAAA MUKPOCXeMbl MpaHcopmamopHoL 2aAb8aHU4eckol pa3esi3ku
Fig.7. Structural diagram of one channel of transformer galvanic isolation circuit

MuKpocxemMa M3roTaBaMBaeTCsd 10 paJHallMOHHO-
crorkod KMOII-TexHO/IIOTHUH ¢ HOpMaMHu 0,18 MKM Ha
06peMHOM KpeMHHUH. Hampsi>keHHe MUTaHUS COCTaB-
nsiet 3 B +10% mnu 3,3 B £10% (3, 4]. Mukpocxema
BBITIOJIHEHA B KopIryce 5123.28-1 B BUue MUKPOCOOPKU
M3 IBYX KPUCTAJIJIOB: IlepeJaTurKa U IIPUeMHHKA.

Amplitude modulation is used
to data transfer in connection
with the simplicity of its imple-
mentation and high speed of
about 100 Mbps. Structural dia-
gram of one channel of the trans-
former galvanic isolation is shown
in Fig.7. The transmitter contains
an LC oscillator and two modula-
tors. The receiver circuit includes
two comparators, block of compar-
ison levels formation for the com-
parators, combinational logic and
the digital output driver.

LC oscillator generates for two
modulators the carrier frequency
of 800 MHz. The output signals of
the modulators are a function of

HAHO MHOYCTPUA #7/69/2016

multiplying the input signal and
the carrier frequency, which is
supplied to the modulators with
phase shift of 180°. The signals
from the modulators are trans-
ferred to primary winding of the
first transformer.

The input of the receiver receives
a signal from the secondary wind-
ing of the second transformer.
Signal detection is carried out
using high frequency comparators
and combinational logic circuit.

The transformers in the micro-
circuits of receiver and transmit-
ter are placed in the upper lay-
ers of metallization (Fig.8). To
increase the isolation voltage, two

[Ipu mepemaye MHGOPMALMU MCIIONb3yeTCS
AMIJIMTYOHAsS MOAYAALUSA B CBA3U C IPOCTO-
TOM ee peajM3allMy U BEICOKOKM CKOPOCTBIO, OKOJIO
100 Mb6uTt/c. CTPyKTypHasi CxeMa OJHOIO KaHaja
MHKPOCXeMBI TPaHCHOPMATOPHOU raIbBAHUYECKOU
PasBA3KH [I0Ka3aHa Ha puc.7. [lepelaTYKUK COMEP>KUT

transformers are used in a single
channel, which are connected in
series with wire conductors. The
substrates of the transmitter and
receiver circuits are isolated from
each other.

The main parameters of the gal-
vanic isolation circuit developed
in the SMC "Technological Centre"
are presented in the table in com-
parison with ADUM1100 chip of
Analog Devices. [ |

This paper was created with the finan-
cial support of the Ministry of Education
and Science of the Russian Federation
within the framework of the state order
8.537.2016/BY.



CpasHeHue xapakmepucmuk MUKpocxem
Comparison of characteristics of circuits
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MapameTp . Mukpocxema HMK TLL

Characteristic Pl (e s AL SMC TC circuit
CKOpOCTb Nepefayu JaHHbIX, MeuT/c
Data transmission speed, Mbit/s Mg e e 20y
Tok noTpebneHnsa Ha KaHan, MA 16 15
Current consumption per channel, mA
HanpsaxeHnsa nutaHus, B _ L
Supply voltage, V 3,0-5,5 2,7-3,6
3a4ep>kka pacnpoCcTpaHeHuns, HC 8 47
Propagation delay, ns '
Konnyectso kaHanos 1 D)
Number of channels
Hanps>xeHwne nsonsaunu, B
Isolation voltage, V <o w0

TpaHchopmaTop 2

TpaHchopmaTop 1
Transformer 2

Transformer 1

|

Moaynsatop 1
Modulator 1

8
MpreMHmK
J( Receiver

Mogaynsatop 2
Modulator 2

LC-reHepaTop
LC oscillator

Mwnkpocxema
NpyYemMHMKa
Receiver circuit

Mwukpocxema
nepegaTymka
Transmitter circuit

Puc.8. Tononozust mukpocbopku 08YXKAHAAbHOU MPAHC-
dopmamopHol 2anb8aHu4eckoll passsasku, pazpabomanHol
8 HIMK "TexHonozu4eckuli ueHmp"

Fig.8. Topology of microassembly of dual channel transformer
galvanic isolation developed in SMC "Technological Centre"

LC-reHepaTop ¥ ABa MOAYAATOpa. CXeMa IIprueMHHKA
BK/II0OYaeT [Ba KOMIIapaTopa, 610Kk GopMHpPOBaHUS
yPOBHel CpaBHeHUS /IJIs KOMIIapaTopoB, KOMOMHa-
LIMOHHYIO JIOTUKY U BEIXOJHOH LIUPPOBOU ApaKBep.

LC-renepaTop GOopMUPYeT AJIS LBYX MOLYISITOPOB
Hecymyo 4actoTy 800 MI'1. BbIXogHBIE CUTHAbI
MOJy/IITOPOB SIBJISIOTCS QYHKIKer YMHOKEeHHU I BXOJ-
HOTO CHTHaJla U HeCyIlleH 94acTOThI, KOTOpasi I0JaeTCsl
Ha MOZYJISITOPHL CO CABUIOM I10 pa3se 180°. CUrHaIBI
C MOAYJISITOPOB IIOCTYIAIOT Ha IIEPBUYHYIO 0OMOTKY
IIepBOro TpaHchopmaTopa.

Ha Bxoj mpHeMHHKA IOCTyIIaeT CUTHA CO BTO-
PUYHON OO6MOTKH BTOpPOTO TpaHchopMaTopa.
JleTeKTHPOBaHUE CUTHAJIA OCYIIEeCTBIISIETCS C IIOMO-
IO BEICOKOYACTOTHBIX KOMIIAPAaTOPOB M CXeMBI Ha
KOMOHHAIMOHHOL JIOTHKe.

TpaHchopMaTOpEl B MUKPOCXeMax ITPHEeMHHUKA U IIepe-
[ATYMKa BBIIIONTHEHHI B BEPXHUX CJIOSIX MeTa/UIM3aLuH1
(puc.8). Ons yBeIMYEHHUS 3HAUCHH I HAIIPSKeHUS K30~
JSIUY B OHOM KaHaJle UCII0/Ib3yeTCsl Ba TPAaHCopMa-
TOpa, II0C/Ie[JoBaTe/IbHO COeIMHEHHBIE TPOBOJIOYHBIMU
IIPOBOAHKKAMHU. [10/I/IOKKK MHUKPOCXeM IlepefjaTurKa U
IIPUEeMHUKA [TPY 3TOM H30JIMPOBAHBI IPYT OT APYTa.

B TabnuIie yKa3aHbl OCHOBHBIE ITApaMeTPsI pa3pabo-
TaHHOM B HITK "TeXHOIOru4ecKUH LeHTP MUKPOCXeMBI
raJIbBAaHUYeCKOM Pa3Bs3KU B CPAaBHEHUH C MUKPOCXe-
Mo¥-aHasiorom ADUM1100 ¢upmer Analog Devices.

Cmamba nodeomosaeHa npu ¢uHancosoll noddepskke
MuHobpHayku Poccuu 8 pamKax 8bin0AHeHUA 20cydapcmeenH020
300aHus 8.537.2016/BY.
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BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

CO3AHME JIEMEHTOB OJHOKPATHOI'O
NMPOrPAMMMWUPOBAHMSA AN BK CEPUI 5521 U 5529
CREATING ONE-TIME PROGRAMMABLE ELEMENTS
FOR 5521 AND 5529 GATE ARRAY FAMILIES

YK 621.382, BAK 05.27.01

A.Semenov”, S.Belostotskaya*

A.Cemetos™, C.Benocmoukasn™ / A.Semenov@tcen.ru, S.Belostotskaya@tcen.ru

PaccmaTtpuBaeTcs npumep pa3paboTKu 3/IeMeHTOB OAHOKPATHOro NporpaMMMUpOBaHNS B BUAE MIaBKUX
nepembiyek (M) gns 6a30BbIX KPUCTANNOB cepuit 5521 1 5529. MpeacTaesieHbl 3KCNepUMeEHTasIbHble
OaHHbIe MOoJly4YeHHbIX 06pa3sLIOB MIaBKUX NepemMbiyek. MokasaHa BO3MOXHOCTb MPUMEHEHUS C/IOXKHOIO
$yHKUMOHanbLHoro 610ka MeTannmMyeckon M B coctaBe MUKPOCXEMBbI.

This paper describes an example of one-time programmable elements design in the form of
fusible links (FL) for 5521 and 5529 gate array families. The experimental data of the obtained
samples of FL are presented. The applicability of the IP cores of FL as part of the chip is also

shown.

JTeMeHTHl OJHOKPATHOTO IPOTPaMMHUPOBA-
HHUS IIHPOKO BOCTpe6OBaHBl B MHTErpalb-
HBIX CXeMax, Ie TpebyeTcs MOACTPOMKA 3TeK-

TPHUYECKHUX IIapaMeTPOB HJIK PeXHMOB paboTsl

I0CJIe U3TOTOBJNEeHHUSI. TAKUMHU MHKPOCXeMaMH,

KaK IPaBUJIO, SIBASIOTCS UCTOYHUKHU OIOPHOIO

Hanpsokenus, [IJIMC u [13Y. Hanuvyue CI0KHOTO

dyHKUIMOHAaNbHOrO 610Ka (CP-6710Ka) OMHOKPAT-

HOTO IPOTPaMMHUPOBaHUS B 6161H0TeKe PyHKIIHO-

Ha/IBHBIX siueeK 6a30BbIX KpucTanaoB (BEK) cepun

5521 u 5529 [1, 2] no3BoisIeT YBeIUUYHUTh HOMEHKJ/IA-

Typy pa3pabaTeiBaeMbIX MHKPOCXeM U 06/1aCTh UX

NpUMEeHeHHUs .

J71eMeHTOM OJHOKPATHOILO IpOorpaMMHUPOBa-
HUSI, UM [1JIaBKOM nepeMbrukor (IIIT) Ha3bIBaeTCs
COeJMHUTE/bHBIN 371eMeHT, KOTOPBIH I10 yMoOJI4da-
HHIO 3aMKHYT HaKOPOTKO. [I/1s osydeHUs Tpebye-

Tabauua 1. TexHonozu4ecKue napamempbl pa3pabomanHbix Ml
Table1. Technological parameters of developed FL

MOM KOHQUTYpPaLIMK CXeMBl YaCTh IlepeMblueK IIPU
rogade 60JIbIIOrO TOKA pa3pyliaeTcs (IepeskUraeTcs)
Y Lelb pa3sMblKaeTcs. IIpeuMyIecTBOM 371eMeH-
TOB OJHOKPATHOTO IIPOrpaMMUPOBAHUS ABISIETCH
MaJiasl 3aHMMaeMas IUIoIa b Ha KpUcTaie [3].

B HIIK "TexHOIOrMYECKHUH LeHTP" BeJeTCs paspa-
6orka CO-6moxa I1I1 A npuMeHeHus B BK cepuu 5521.
HMaHHas cepus BK M3roTaBaIMBaeTCS 10 PaJHallIOHHO-
cTorikor KMOII-TexHONIOIMH ¢ HOpMaMu 0,18 MKM Ha
obbeMHOM KpeMHMH. Hamnpsi>keHHe MUTaHUS COCTaB-
nsieT 3 B £10% unu 3,3B +10%.

IIpu pa3zpaboTke cTpyKTyphl IIII HeobxomuMmo,
4TO6B MaKCHMaJlbHOE 3HAUeHHEe HAIPSIKeHHUS
nepesxuranud Il He mpeBpIIIA/I0 3HAYEHU S [OIY-
CTHMOTO HaIIPSIKeHU I IUTAHU S MUKPOCXEMBI.

Onst peanu3anu 111 661711 BEIOPAHEL HMeEIOIIHecs
B TexHomoruu KMOIT 0,18 MKM C/I0HM MeTaIJIh3alhuH

TonwwuHa,
Tuvn N MKM NMoBepxHOCTHOE conpoTuBieHue, OM/KB MuHUMa IbHas WMPUHA NpOoBOoAHMKa Wmin, MKM
Type of FL Thickness, Surface resistance, Q/sq Minimum width of conductor Wmin, pm
Hm

MeTtann

Metal 0,5 0,072 0,32

N+ nonvumg

n+ policide 0,2 8 0,18

HIMK “TexHonorunyeckun LeHtp”/ SMC “Technological Centre”.
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Tabauya 2. Pe3yabmambl nepexxuzaHus memanaudeckux Mri
¢ napamempamu L=1,7 mkm, W=0,32 mkm
Table 2. Results of burnout of metal FL with L=1.7 ym, W=0.32 ym

MILITARY AND SPACE TECHNOLOGY

Tabauya 4. Pesynbmambl nepexxu2aHusi NoAuyudHbix M1 ¢ napa-

mempamu L=1,7 mkm, W=0,18 MKm

Table 4. Results of burnout of policide FL with L=1.7 ym, W=0.18 pm

N2 o6pasua N2 o6pasua

Sample number [ 2 E ~ Sample number ! 2 . ~

Tok mepexuraHus, MA Tok nepexuraHus, MA

Burnout current, mA 200 L b5 150 Burnout current, mA 1o 1o L 1w
Hanps>eHne nepexxuraHus, B HanpskeHue nepexxuradus, B

Burnout voltage, V 1051 1.7 128 3 Burnout voltage, V & 3,93 4.l 4.2
ConpoTuBieHve A0 nepexmura- ConpoTuBeHWe [0 Mnepexura-

Hus, OMm 0,4 0,4 0,4 0,4 HUs, OMm 75 75 75 75
Resistance before burnout, Q Resistance before burnout, Q

ConpoTuBaeHMe NocJie Nepexmn- ConpoTuBeHWE NOC/Ie Mepexu-

raHms, FOm > >1 >1 >1 raHus, KOm 20 15 12 17

Resistance after burnout, GQ Resistance after burnout, kQ

Tabauya 3. Pesyabmamsl nepexxuzanusi memaanaudeckux 11 ¢ na-

pamempamu L=1,0 mkm, W=0,32 MKM

Table 3. Results of burnout of metal FL with L=1.0 pym, W=0.32 ym

Tabauya 5. Pesyabmambl nepexxu2aHusi NoAuyudHbIx 1 ¢ napa-

mempamu L=1,0 mkm, W=0,18 MKkm

Table 5. Results of burnout of policide FL with L=1.0 ym, W=0.18 um

N2 obpasua N2 obpasua

Sample number L 2 . . Sample number L 2 . ~
Tok nepexxmraHug, MA Tok nepexxuraHus, MA

Burnout current, mA 20 250 = 2 Burnout current, mA 1w 1w 1 e
HanpsaxeHue nepexuvraHuns, B HanpsyxeHue nepexuraHus, B

Burnout voltage, V LEE 2 2 E Burnout voltage, V S S| S| e
ConpoTuBeHVe A0 nepexmura- CornpoTuBIIeHWE [0 Nepexura-

Hu1sa, OM 022 | 022 | 02 | 0,2 HUS OM 45 45 45 45
Resistance before burnout, Q Resistance before burnout, Q

ConpoTuBeHMe Nocsie nepexm- ConpoTuvBeHMe nocsie nepe-

raHus, FrOm >1 >1 >1 >1 XUraHms, KOMm 18,2 21 19 18
Resistance after burnout, GQ Resistance after burnout, kQ

Y moJunuAa. B Tabn.l mpencTaBaeHbl IapaMeTph
TeCTOBBIX CTPYKTYPp IIII, pazpaboTaHHbIX 110 KMOII-

TexHosoruu 0,18 MKM.

he one-time programma-
ble elements are widely
demanded in integrated cir-
cuits if the adjustment of electri-
cal parameters or operation modes
after manufacture are required.
Such circuits typically include
a reference voltage sources, PLD
and ROM. The presence of one-
time programmable IP core in the
library of functional cells of 5521
and 5529 gate array families [1, 2]
allows to increase the range of the
developed microchips and their
application area.
One-time programmable ele-
ment or fusible link (FL) is the
connecting element, which by

Bb1710 3a/105KeHO I10 [1Ba BApHaHTa C pa3HOM JAJIMHON
III1. ImpuHa II1 BeIOKpatack MUHUMA/IBHO JOITYCTH-

MoH. ITocyle M3roTOB/IeHH S TECTOBBIX CTPYKTYP OBLIH

default is shorted. To obtain the
required schema configuration
a part of the links is destroyed
(burned) by applying high cur-
rent and the circuit is opened.
The advantage of the one-time
programmable elements is a
small footprint on the chip [3].

SMC "Technological Centre"
develops IP core of FL for use
in 5521 gate array family. The
gate array family is manufac-
tured by 0.18 pm radiation-resis-
tant CMOS process on bulk sili-
con. Supply voltage is 3V £10% or
3.3V £10%.

In designing the FL structure it
is necessary that the maximum

voltage of the FL burnout does
not exceed the permissible sup-
ply voltage of the chip.

For the implementation of FL
the metallization and policide
layers that are available in the
0.18 pm CMOS process were cho-
sen. Table.1 presents the param-
eters of the test structures for
FL, developed by 0.18 pm CMOS
technology.

Samples with two differ-
ent length of FL were stud-
ied. Minimum admissible val-
ues of width of FL were chosen.
Fabricated test structures were
tested for burnout of FL. The
results are presented in tables

#7 /69 /2016 NANO INDUSTRY



BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

Puc.1. Memanauueckas Il do (a) u nocae (b) nepexxuzanus
Fig.1. Metal FL before (a) and after (b) burnout

Puc.2. KpemHuesas M1 o (a) u nocae (b) nepexxuzaxus
Fig.2. Silicon FL before (a) and after (b) burnout

[IpOBeJeHbl UCCIeJ0BAHMS 110 mepeskuranuio III1.
Pe3yJIbTaThL IPeACTaBIeHbl B Tab/1.2-5. KOHCTPYKLIUHU
I1I1 paHee 6pTH paccMOTpeHSBI B [4] 1 [5].

®ororpadpuu Mmetayyimdeckux I1I1 1o U 11ociie mepe-
SKUTAHUA IIpeaCcTaBleHbl Ha puc.l. ITo pesynpTataM
KOHTPOJI IeKTPOPU3NYLCKUX [apaMeTpoB I1I1 MOsKHO
chenarh CleAyloliye BeIBOALI. MeTannudeckue I1I1
MMeIOT 00JIpIlIoe 0CTATOYHOe COIPOoTHBIeHHe (bosee
1TOm), 4TO O3BO/ISIET IIPUMEHSITh UX IIPH IIOACTPOLIKe
COITPOTHB/IEHH S B AHAJIOTOBBIX 6/I0KaX U B yCTPOMCTBAX
OJHOKPATHOIO IIPOrpaMMHUpPOBaHUSA. [/ Iepesku-
raHus MeTa/IHueckux I1I1 TpebyeTcst TOK 0Koso 200-
25 MA, KOMMYTaIH1sl KOTOporo TpebyeT IprUMeHeHHU I
aHaJoroBhIX KItoueil Ha MOII-TpaH3UCTOpax € 60b-
IIMM 3HaYeHHeM IIMPHUHBI KaHala. 9TO MOXKeT CTaTh
JTUMHTHPYIOIIUM GaKTOPOM B C/TydasX, KOraa MMEIOTCS
OrpaHHYeHMs Ha pasMep KPUCTA/Ia MUKPOCXeMBI.

CHHMKH KPHUCTA/II0B KpeMHHUeBIX I1I1 10 1 mociie
[epeskUraHus pefcTaBleHbl Ha pUc.2. KpeMHUeBbIe
III1 ©¥MeT OCTATOYHOEe COIIPOTHB/IeHHe 12-20 KOM U
HebosIpIIIKe TOKH IIepesKUraHus oKomo 10 MA. JI71s moA-
CTPOMKH aHAJIOTOBBIX 67I0KOB H3-3a 60JIbIIOro pasbpoca
OCTaTOYHOI'0 COITPOTUB/IEHM I K HH3KOI'0 er0 HOMUHaIA
kpemuuesBsle [1I1 manornpurogHsl. JaxnHsle ITIT MoryT
HaHTH IPHMeHeHHe B MUKpocxeMaX ¢ QyHKIIKeH OLHO-
KPaTHOIO IIPOrpaMMHPOBAHUS.

C®-6710K MeTa/l/TUYeCKOH IIAaBKOH IepeMBIYKH OB
HCIIONIB30BAH IIPH Pa3paboTKe MUKPOCXEMEI CYIIePBH-
30pa HalpsKeHU S UTaHua 5521TP015710. MaTpuLia u3s
MeTayutiueckux I1I1, BXoasias B cocTaB 6/10Ka cTabu-
JIM3aTOpa HAIIPSPKeHM S, C IIOMOIIIBIO PETUCTPa YIIpaByie-
HU A JAeT BO3MOYKHOCTb OHOKPATHO IIPOrpaMMHU POBaTh

2-5. Design of PP was previously
considered in [4] and [5].

Photos of metal FL before and
after burnout are presented in
Fig.1. The results of the control
of electro-physical parameters of
FL allow us to draw the follow-
ing conclusions. Metal FL have
great residual resistance (>1 CQ),
allowing to use them for adjust-
ing the resistance in the analog
blocks in a one-time program-
mable devices. Burnout of metal
FL requires current of about 200-
250 mA, switching of which
requires the use of analog keys
on MOS transistors with a large
channel width. This can become a

HAHO MHOYCTPUA #7/69/2016

limiting factor in cases of restric-
tions on the size of the chip.

Photos of the silicon FL before and
after burnout are shown in Fig.2.
Silicon FL have a residual resistance
0f12-20 kQ and a small burnout cur-
rents of about 10 mA. Due to the
large scatter of the residual resis-
tance and its low values the silicon
FL are not suitable to adjust analog
blocks. Such FL can be used in cir-
cuits with one-time programmable
function.

IP core of metal FL was used
to develop IC of supply voltage
supervisor 5521TP015-710. The
matrix of metal FL, as a part of
the voltage regulator, allow to

program the value of the refer-
ence voltage of stabilizer using
the control register. Fig.3 shows
a fragment of the topology of the
matrix of metal FL in the above
mentioned chip.

Thus, the analysis of the
experimental data for the sam-
ples of the fusible links confirms
the possibility of using them for
one-time programming as a part
of chips developed on 5521 gate
array family. [ |

This paper was created with the finan-
cial support of the Ministry of Education
and Science of the Russian Federation.
Unique identifier REMEFI58015X0005.



PerysiMpoBOYHbIN pe3ncTop

"ynu | MnaBkas nepemblyka
Adjusting resistor

Fusible link

AHaNoroBbIN K/toY
Analog switch

Puc.3. ®pazmenm mononozuu mampuubl memanauveckux Il
8 cocmase MUKpocxemMbl Cynepau3opa Hanps>keHust NUMaxus
5521TP015-710

Fig.3. Fragment of topology of matrix of metal FL in structure
of IC of supply voltage supervisor 5521TP015-710

3HaueHHe OIIOPHOI'0 HaIpsiKeHU s cTabuam3aropa. Ha
puc.3 mpeacTaBieH ¢parMeHT TOIIOJIOTHM MaTPUIIBI
MeTajutMyeckux 111 B BhllIeyKa3aHHOM MHUKPOCXeMe,
TakuM 06pa3oM, aHa/IU3 3KCIIePUMeHTa/IbHBIX JaH-
HbIX 06pa31ioB MJaBKUX IlepeMbluek IoATBepXKaaeT
BO3MO>KHOCTD HCITO/Ib30BaHHUSI UX JJISI OMHOKPATHOIO

MILITARY AND SPACE TECHNOLOGY

IIpOrpaMMUPOBaHUS B COCTaBe MUKPOCXeM, pa3paba-
ThiBaeMbIX Ha BK cepuu 5521.

Cmambes nodeomosaeHa npu QuHancosoll noddepskke
MutobpHayku Poccuu. YHukaabHbll udenmuguramop ITHHUIP
REMEFI58015X0005.
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KEYSIGHT TECHNOLOGIES PACLUUPWJIA ®YHKLIUN ACM 9500

Komnanms KeysightTechnologies 06bsBMa 0 [06ABNEHMM HOBLIX QYHKLVIA
B ObICTPOZAENCTBYIOLLVI aTOMHO-C10BO MUKpockon 9500.

HoBble BO3MOXHOCTA pea30BaHbl 6narodapst MPOrpaMMHON  CUCTeMe
KeysightNanoNavigator, rpagmyeckuit uHTEpdeiC KOTOpOW YMpoLLAeT paboty
nonb3oBarenei Mukpockona. MocneaHss Bepcvs NanoNavigator mopaepxiu-
BaeT dyHKumto QuickSense — pexwm NOCTPOEHMS M306paXEHMS, NO3BOASIOLLVIA
BbIMONHATL  KO/IMYECTBEHHYIO OLIEHKY HaHOMEXaHM4eckux CBOWCTB LIMPOKOro
kpyra 0bpa3LoB. QuickSense no3BoAsiET BLICTPO W MPOCTO YCTAHABAMBATL AMMAM-
TyAY W HaCTOTY MOLYNALIAK, 3aXBATbIBATH OTAE/bHbIE CU/IOBbIE KPUBbIE U U3MEPSTD
ALTe3VI0 1 KECTKOCTb. Bce AaHHbIE COBMPAIOTCS B TO Bpems, NOka Mukpockon 9500
CTPOT 1306pXeHNs Tonorpaduu 06pasLa, YTo MO3BOASIET TOYHO OMPEAensTh
NYKTYaLMM NOKaTbHbIX MEXaHVHECKiAX CBOMCTB B HaHOMACLLTabe.

HoBas Bepcns NanoNavigator MoafepKvBaeT KOHTPOAb MOTEHLMIoB
W LMKIMYeckylo Nonsiporpaduio Asi 3MeKTPOXVIMMYECKVX MPUIOKEHNH, 4TO

JONONHSET COBCTBEHHbIE BO3MOXHOCTI MOCTPOEHMS 1306paxXeHms cucTembl 9500.
OYHKLMN KOHTPONS OKPY>AIOLLIE Cpeflbi (Fa30B, XXUAKOCTEV v BO3AYXA) U Temre-
paTypbl 0BNEryatoT peanu3aLmio MPOEKTOB, OTHOCALLMXCA K MATepUaNOBEAEHNIO,
61107107 MM 11 M3MEPEHMIO JNEKTPUYECKVIX NapaMETPOB.

Kpome Toro, mocnepHsis Bepcust NanoNavigator noppepxvisaer ARM-
SECM — MeTOAMKy CKAHVpYHOLLIEV 30HE0BOM MUKPOCKONM KommaHum Keysight,
KoTopast MpeaHasHayeHa s UCCIef0BaHIS MOBEPXHOCTHOM XMMUYECKON aKTVB-
HOCTY 1 V3y4eHIS MPOLIECCOB HA rpaHuLie Pasfiesna XuAKOCTb-TBEPO. TE/O0 U KA
KOCTb-KMAKOCTb. OKMCIUTENLHO-BOCCTRHOBUTE/bHbIE PeaKLiAv C YHacTieM aKTyB-
HbIX YaCTIL| 1 VX KNHETUYECKVE CBOICTBA 04eHb BKHbI /151 HOBLIX MCCIRA0BAHMM,
MPOCTUPAIOLLMXCS OT aHanM3a BUOXVIMIIECKVX CUTHAIOB (HAMpUMED, B KMBbIX
KIIETKaX 1 TKaHsIX) 0 MPO6/IeM MaTepasoBezeHIs B TakiX 06MacTsiX, Kak TexHoNo-
TN TOMIMBHBIX I1EMEHTOB, KaTa/iv3, 30HAMPOBAHME U XVMIAS OKPYKAIOLLE CPefbl.

KeysightTechnologies
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BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

MUKPOCXEMA YTPABJIEHUAI MATPU4YHDIMU
BYKBEHHO-LIU®POBbIMU LED-AUCMIEAMU (7 x 5)
CONTROL CIRCUIT FOR MATRIX ALPHANUMERIC

LED-DISPLAYS (7 x 5)

YK 621.382, BAK 05.27.01

J.Mamowos™ / dimitriy32ru@yandex.ru
D.Mamonov*

PaccmaTpumBaloTcsl 0CO6@HHOCTU NMPOeKTUPOBaHUSA PaAUALMOHHO-CTOMKOM MUKpOCXeMbl 5521TP034-726
yNpaB/eHUsi BOCEMbIO MAaTpPUYHbIMU 6YyKBEHHO-LUUPPOBbIMU aucnnesamu (7x5) Ha ocHoBe 6a30BOro
KpucTanna cepum 5521, BbINOIHEHHOIO NO TexHo1I0rnm 0,18 MKM. O6bACHSIOTCS MPUHLUMNbI OpraHM3auumn
AVHaMW4YeCcKoro ynpas/ieHUss CBETOAMOAHbIMW MHOMKaTOpaMKu, a TakXe MpuBOaUTCA onucaHue

OCHOBHbIX GYHKLMOHAJIbHbIX 6/10KOB YCTPOMCTBA.

The paper describes the design features of radiation-resistant circuit 5521TR034-726 for
control of eight matrix alphanumeric displays (7x5) based on 5521 gate array family that
is manufactured by 0.18 pm process. It explains the mechanisms of LED displays dynamic
control and describes the main functional units of the device.

KayecTBe 3JIeMeHTOB MHAKWKALMH B COBPeMeH-
HBIX LUPOBHIX KOMIIJIEKCAX MCIIONb3YIOTCS
SKUAKOKPUCTAIIMYECKHE ITaHelH, IIOJyIpo-

BOAHMKOBBIE 3JIEKTPOJIOMHHECIIEHTHBIE U 3JIeK-

TPOXPOMHBIe HHIHUKATOPBI. KaskABIM K3 yKa3aH-

HBIX TUIIOB MHAHNKATOPOB, OCHOBAHHBIX Ha Pa3/JIHNY~

HBIX QU3HUYECKUX IIPUHLIKIIAX, IIPeAbIB/IsgeT Ollpe-

JeneHHble TPeOoBaHUS K aMIIJIUTYaM YIIPaBJISIO-

IIHMX HAaNPSI)KeHHH, BUY TOKA, IIJIOTHOCTH pa3me-

IIeHHW Ha JIMIIeBhIX ITaHeIsIX HpI/I60pOB U BHEIIHEeHt

OCBEILIEHHOCTH.

BricokUe TeXHUYeCKUe XdPpaKTEepUCTHUKH IIOIYy-
IIPOBOAHUKOBBIX MHIUKATOPOB obecmeunIu HX
yCIellHoe IpUMeHeHHe B allllapaType pasau4yHOIO
Ha3HaueHHUs1. Oco60¥ MOMyIsPHOCTHIO MIOAb3YIOTCS
MaTpUYHBIE 3HAKOCHHTE3UPYIOLUIHE MHAHUKATOPHI
C IMHAMHYeCKHUM yIpaBjleHHeM, HPULIeIIIHe Ha
CMeHY CerMeHTHBIM HHAHKATOPaAM.

MaTpu4uHBIle HHOHUKATOPBL OTHOCATCS K KJIaccy
3HAKOCHUHTEe3UPYIOUUX NPpUbOPOB, B KOTOPHIX
HMHbOpMaLus, IpefHa3sHaYeHHAas /I 3pDUTeIbHOT0
BOCIIPHSITHSI, 0TOOpaskaeTCsi C IOMOIIbI0 HECKOIb-
KHUX OHCKPETHBIX 3JIeMEeHTOB, CI'PYIIIIMPOBAHHBIX I10
CTPOKaM M cTonb1aM. MaTpUYHBIM HHAKUKATOPOM
CUHTAeTCsl yCTPOHCTBO, 06 befHEHHOEe B 3aKOHYeH-
HOM KOHCTPYKTHBHOM KOpITyCe.

JproHomMuYecKHe HCClefoBaHU S IOKA3aaH, UYTO
35-371eMeHTHasi MaTpUlia obecreurBaeT yo0BIETBO-
PHUTeNbHOe BOCIPUSITHE 3HaKOBOM MHPOPMAIIUH,
B YaCTHOCTH, IIPONUCHBIX U CTPOYHBIX OYKB pyc-
CKOro aspaBHUTa, 3HAKOB U LUPP, OYKB rpedeckoro u
JIATUHCKOro0 a1GaBUTOB [1].

K 0OCHOBHBIM IIperMyIlleCTBAaM MAaTPUYHBIX HHU-
KaTOPOB I10 CPABHEHHUIO C CeTME@HTHBIMHU OTHOCST
I POKHeE BO3MOXKHOCTH U BBICOKOE KaueCTBO 0Tobpa-
>KeHH S CUMBOJIOB. HeloCTaTKM MaTPUYHBIX HHH-
KaTOPOB: CJIOKHOCTh KOHCTPYKIJMM, CTOUMOCTH, a
TaK>Ke MeHbIIasi Ha/IeSKHOCTh BCIeACTBHE 60IbIIero
KOJIMYecTBa 371eMeHTOB. IIpu coefHMHEeHUH MHOIO-
PaspsiIHBIX HHAKMKATOPOB, PACCTOSIHHE MeKIy ITHK-
CeJISIMH Ha IIBaX OTJIMYAeTCsl OT pacCTOSIHHUS B IIpe-
JlefiaX OfHOTO0 MHAMKATOPA, YTO HaKJIaZbIBaeT orpa-
HHUYeHMs Ha HCI0Jb30BAHHE TAKUX UHIUKATOPOB
1711 YOPMHUPOBAHU S €AUHOTO H306paskeHH .

ITo criocoby yrpaBiieHU s MaTPHUUHBbIe MHAHUKATOPbI
[lesIsiTCSL Ha [Ba BUJA: CTaTHU4YeCKHe U JHHaMHU4e-
cKue (MyJIbTHIIJIEKCHELE).

CTaTu4YeCKHUH cmocob moapasymeBaeT HeIO-
CpeACTBeHHOe yIpaBleHHe KaXXABIM IHKCe-
JleM MaTPHILBI. KaskOblH 31€eMeHT OTOﬁan(EHI/IH
HMeeT COOCTBEHHYIO SUeHNKY IMaMSITH U CBETOLU-
ONHBIN ApaliBep. [JaHHBIN CI10co6 ynpaBIeHHUS

HIMK"TexHonormnyecknm ueHtp" / SMC "Technological Centre".
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HCII0JIb3yeTCsl B MAaTPHUIAX C 6ONBIIUM pa3MepoM
IIHKCesl, KOrJla MOIIHOCTh U CTOMMOCTD ApakiBepa
3HAYMTeJbHBI. TakKe CTaTHUYeCcKas cxeMa IIpHUMe-
HSIeTCS B yCTPOMCTBAX C BBICOKUMHU TpeboBaHUSIMU
K 37IeKTPOMarHHUTHOMY H3JydeHH0. OJHaKO 1006~
HBIH IIOAXOJ] PallMOHAJIeH TOJIBKO IIPHU HebOIbIIOM
paspelleHUH (4 x4 MUKcens), IIOCKOIBKY IIPH 60JIb-
IIMX pa3sMepax 3HAUHUTe/NIbHO YBeJTUUUBAETCS KOJIU-
YeCTBO YIIPaB/SIONUX 3JIeMeHTOB U CXeM BBOZA JaH-
HBIX.

15l yOopolleHHsI CXeMBbl YIIPaBJIeHHUs, a TaKxkKe
CHU>KeHM S KOJIMYeCcTBa BBIBOJOB MHAMKATOpPA, pPa3-
paboTaH AMHAaMHUYeCKHM CrIocob ympaBlIeHHUS,
AKTHBHO HCIIO/NIb3yeMBI B 35-3/IeMeHTBIX MaTpU-
nax. JluHaMH4YecKH I cr1ocob rogpasyMeBaeT Iooye-
penHoOe BKJIIOUeHHe Pa3IMUYHbIX TPYIII 3JIeMeHTOB
oTo6paskeHHUs IyTeM II0aUH HAIIPSSKeHH S C 9acTo-
Tou 6onee 20 I'1y, IPH 3TOM UeIOBeUeCKHH IJ1a3 BOC-
NPUHUMAeT 3KPaH KakK HeIIPepPbIBHO CBETSIIHICS
06BeKT.

MatpuuHble CTPYKTYPBI BBIITYyCKaeMBbIX OYKBEHHO-
LHUOPOBBIX NHCIIJIeeB II03BOJISIOT OCYIIeCTBUTH
yIpaB/lleHHe TOJBKO B PeXXHMe CTPo6HMpOBaHUS
(DMHaMH4ecKoe yrpasieHHe). CTPYKTypa MaTpPHUIIbI
mpenIrosiaraet gBa crnocoba cTpobupoBaHUSA: 110
CTPOKAM MJIH II0 CTON6IIaM.

AHau3 pplHKA MaTPHUUHBIX 6yKBeHHO-IIUPPOBBIX
LED-mucIieeB Imokasaj, 4To Haubojee BOCTpe60-
BAaHHBIMH YCTPOMCTBAMHU SIBASIIOTCS HHIUKATOPEL
tuna HDSP-2131, pa3paboTaHHBIe KOMITAaHHE! Avago
Technologies [2]. B Poccuu nogo6Hble JUCIIIEN BBIITY-
CKAIOTCS, HO IIOKa HeT OTeYeCTBEHHBIX PYHKIIHO-
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HaJIbHBIX aHAJIOTOB MHUKPOCXeM yIIpaBjIeHHs BOCh-
MBIOPa3pSIAHBIMU 6YKBeHHO-LUQPOBBIMHU AHUCIIIIE-
SIMH, II09TOMY BO3HHKJ/Ia He0OXONHMMOCTb CO3IaHU S
TaKOM MHUKPOCXEMEL.

B HIIK "TexHONOrM4ecKUM LIeHTP" Ha OCHOBe 6a30-
Boro kpucTasia (BK) 5521TP03 cepuu 5521 6p11a pas-
paboraHa Mmukpocxema 5521TP034-726 yrpaBieHH s
BOCBMbBI0O MAaTPHUYHBIMU OYKBEHHO-LIUPPOBBIMU
nucttesasmu (7x5). BK cepuHu 5521 M3roTaB/JIMBAIOTCS
[0 pafHallMOHHO-CTONKoNM KMOII-TeXHOIOTHU
¢ HopmaMu 0,18 MKM Ha 06beMHOM KPeMHHH.
Hanps>keHue nuTaHus 3 B £10% mau 3,3 B £10% [3].

Pa3paboTKa moBeJeHYECKOM MOETH MUKPOCXEMBI
5521TP034-726, TeCTOBBIX BO3JeHCTBUI /IS ee IIPo-
BepKHU U TOIIOJIOTHYeCKOoe IIPOeKTHUPOBAHMeE OCYyIIeCT-
BIsLIKCH cpencTBamMu CAIIP BUC "Kosuer" [4]. ITpu
3TOM IpPHUMeHAJIach YHUUIIMPOBAHHAS IIapaMe-
TpU30BaHHas 6KbnroTeka PyHKIIMOHATBHBIX SUeeK
cepuil BK 5521 u 5529.

B mporiecce pa3paboTKu 6bIIHU CHOPMYITHPOBAHEI
OCHOBHBIe QYHKIIMOHAIbHBIE TPeOOBAHUS K MUKPO-
cxeMe yIIpaBIeHUs:

e BBIBOA Ha nucruiert ASCII-TabiHIbl CUMBOJIOB;
* BO3MOXHOCTb IIpPOrpaMMUHPOBaHHA 16-THU

CUMBOJIOB;

* QYHKUMS MUTAHUS,

* HACTPOMKa SIPKOCTH AUCILIeS,;

* QYHKUMSA TeCTUPOBAHUS,

* (QYHKLMA OUYHCTKHU;

* BO3MOKHOCTHh BBIOOpa TAaKTOBON HYaCTOTHI

(Mcmosp30BaHMe BHELIHEr0 CUTHAaJa UK BHY-

TpPeHHero reHepaTopa 4acToThl Ha 1 MI'L).

CD panels, semiconductor

electroluminescent and elec-

trochromic indicators are used
as display elements in a modern
digital complexes. Each of these
types of indicators based on differ-
ent physical principles, is charac-
terized by certain requirements to
the amplitudes of the control volt-
ages, type of current, density of
placement on the front panels of
devices and ambient light.

High technical characteris-
tics of semiconductor indicators
ensured their successful applica-
tion in the equipment of various
purpose. Especially popular are
the matrix character indicators

with dynamic control, which
replace the segment indicators.

The dot matrix indicators belong
to the class of character indicators,
which display the visual informa-
tion by means of several discrete
elements, grouped in rows and col-
umns. The dot matrix indicator is
a device, which is combined into a
finished constructive package.

Ergonomic studies have shown
that the 35-element matrix pro-
vides a satisfactory perception
of signs, in particular, upper-
case and lowercase letters of the
Russian alphabet, signs and num-
bers, letters of the Greek and Latin
alphabets [1].

The main advantages of dot
matrix indicators compared to
the segment ones include a wide
possibilities and high quality dis-
play of characters. Disadvantages
of dot matrix indicators are the
complexity of the design, cost,
and also lower reliability due
to the greater number of items.
When connecting multi-bit indi-
cators, the distance between the
pixels at the seams differs from
the distance within the indica-
tor, which imposes restrictions
on the use of such indicators to
form a single image.

Depending on the method
of control, the dot matrix
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Puc.1. KoHcmpykuus uHOUKamopa
Fig.1. Indicator design

KOHCTPYKLI KA HHAHKATOPA, AJig KOTOPOIro pa3s-
pabaTeiBazach MUKpOCXeMa YIIPaBIeHUS, IIpej-
CTaBJieHa Ha PpHUC.1 ¥ COCTOUT M3 BOCBMHU CBETOI M~
OJHBIX MAaTPUYHBIX AUCIIJIeeB I10 35 MHUKCe/leHd B
Ka>kKAoM. MHUKpocxema yIIpaBAeHUS OUCIIIeIMHU
pacrosiaraeTcsi Ha HU>KHeM CTOPOHe yCTPOMCTBaA
B 6€CKOPIIYCHOM HCIIOJTHEHHUH.

®yHKIIMOHA/IPHAS CXeMa YCTPOKCTBA IIPeJCcTaB-
JIeHa Ha puC.2, rhe:

+ "8x8 PETHUCTP OTOBPAKAEMBIX CHMBO-
JIOB" - peructp 8x8, KOTOPBIF XPaHUT aJipeca 0To-
6paskaeMBIX CHMBOJIOB;

e "PETMCTP CUMBOJIOB U O3Y" - 610K perucTpoB
A1l IPOrPaMMHUHPOBAHUS IT0JIb30BATEIBCKHUX
CHMBOJIOB;

Tabauya 1. Adpeca pezucmpos 0aHHbIX
Table1. Addresses of data registers

Tvn namaTtu

Memory type

PETNCTP
CMMBOJIOB
REGISTER
OF SYMBOLS

o3y ALpec CTPOKU
RAM Address of row

PErNCTP
PEXXKMMOB
PABOTDbI
REGISTER

OF OPERATION
MODES

8x8 PETNCTP
OTOBLPAXAEMDbIX
CMMBOJIOB

8x8 REGISTER
OF DISPLAYED
CHARACTERS

AApec cumBoa
Address
of symbol

e "BJIOK VIIPABJIEHMUS" - 6/10K 3aJaHUSA CETKHU
YaCTOT M CUTHAJIOB YIIPaBIeHUS;
e "DEIIHUO®PATOP ASCII" - memudpartop ASCII-
TabJIULIbI CUMBOJIOB;
+ "BBIXOJJHOU [PAWBEP" - BBIXOZHOM AparBep
yIpaB/lIeHUs] UHIUKATOPAMHU.
AZnpeca perucTpoB JAaHHBIX U PeXKMMOB PaboThl
IIpe/CTaBIeHBI B Tab1.1 U 2 COOTBETCTBEHHO.
OCHOBHBIM PETUCTPOM, OTBEUAION[UM 3a THUII
oTobpaskaemor HHPOpMAL MU, SIBIsgeTCs 610K "8x 8
PETHCTP OTOBPAKAEMBIX CUMBOJIOB". laHHBIH

indicators are divided into two
groups: static and dynamic
(multiplex).

The static method means
direct control of each pixel of the
matrix. Each display item has
its own memory cell, and a LED
driver. This method of control
is used in matrices with a large
pixel size, when power and cost of
drivers are significant. Also, the
static scheme is applied in devices
with high requirements for elec-
tromagnetic radiation. However,
this approach is reasonable only
at small resolution (4x4 pixel),
since at larger sizes the number
of control elements and circuits
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of the data input significantly
increases.

To simplify control, and to
reduce the number of indicator ter-
minals, a dynamic control method
is developed, which is actively
used in 35-element matrixes. The
dynamic method involves sequen-
tial activation of various groups
of elements by applying a volt-
age with a frequency greater than
20 Hz, while the human eye per-
ceives the screen as a continuously
glowing object.

The matrix structures of the
produced alpha-numeric displays
allow to use only the gating mode
of control (dynamic control).

The matrix structure allows two
methods of gating: by row or by
column.

Analysis of market of matrix
alphanumeric LED displays
showed that the most popular
devices are the indicators of the
type HDSP-2131, developed by
Avago Technologies [2]. In Russia,
such displays are available, but
there are no domestic analogues
of functional chip for control of
eight-bit alphanumeric displays,
therefore there was a need of cre-
ating such a chip.

SMC "Technological Centre"
on the basis of the gate array
5521TPO03 of the 5521 family has



Tabauua 2. Pexkumbl pabomsl pe2ucmpos 0aHHbIX
Table 2. Operation modes of data registers

RST CE WR RD At
0 0 -
3anuncb
o ! Recording
1 0
YTeHne
L g Reading
1 1 -

PerucTp XpaHHUT BOCEMb aJIPeCcOB CMBOJIOB, HOMEP
Ka>KJ0TO U3 KOTOPBIX COOTBETCTBYeT HOMEePY JMC-
IJlesg Ha MHAKWKATOpe. B 3aBUCHMOCTH OT 3HaUeHU S
D[7] npoucxogut BeI6Op THUIIAa UHGOPMALIUHU IS
0TOb6paskeHHUS:

e ecau D[7]=0, To Ha gUCIIIee 0T06pa>1<aeTc51 OOUH
13128 cumBo10B ASCII-TabIUIIBL (anpec CHMBoOJIA
3amaeTcst muHOM D[6:0]). 3a mekogupoBaHHUeE
cuMBoOJjia oTBedaeT 6ok "IEIIMOPATOP ASCII";

e ecnu D[7]=1, To Ha gucIIee 0TObPasKaeTCSI OLUH
13 16-TH paHee 3alIPOrpaMMHUPOBAHHBIX [10JIb30-
BaTeIbCKHUX CHMBOJIOB, (ajpec CHMBOJIA 3a1aeTCs
muHoM D[3:0]). i1 HporpaMMHUPOBAHHUS CUM-
BOJIOB HcIonb3ywTcs "PETHUCTP CMMBOJIOB
U o3vY".
3amuch CHMBOJA B IIaMATh OCyLIeCTBISETCS

3a BoceMb IIUKJIOB. Ha nepBom 3Tamne B "PETHCTP

CHMBOJIOB" 3amHchiBaeTCs 3HAYeHUHE BHEIIHeH

MILITARY AND SPACE TECHNOLOGY

PEFVCTP CUMBOJIOB M O3Y
REGISTER OF SYMBOLS AND RAM
D[7:0] Vs T \
Al4:0]
oD 8x8 PETVICTP _ 15LED[1:5]
OTOBPAXAEMbIX BIOK BBIXOAHOM S oo o)
WR CYMBOJIOB YMPABEHWNSA  JIPAVIBEP :
FL< 8¥8REGISTER CONTROL OUTPUT _y, 37LED[1:5]
i OFDISPLAYED UNIT DRIVER  48LED[1:5]
Rer CHARACTERS ROW[13:0]
LK \ v N cL_out
MX_CLK JELINDPATOP ASCII
ASCII DECODER

Puc.2. ®yHKUUOHANbHAS cxema mukpocxembl 5521TP034-726
Fig.2. Functional diagram of 5521TP034-726 circuit

IMKUHBL JaHHBIX D[7: 0], deTblpe MIagIIHUX pa3psiia
KOTOPOH M 3aJaI0T afpec pasgena O3Y, B KOTOPbIH
OymeT NpPOU3BOAUTLCS 3allMCh CUMBO/IA. KaskabIi
paszfen mpeAcTaBiaseT cobol MaTpHUIY sueek
namsatu (7x5). Ha BTOpoM 3Tame OCyLIeCTBIIS-
eTCs IIOCTPOYHOe 3all0/IHeHMe pa3jesa HaMAaTH 3a
CéMb LIMKJIOB, IIPX 3TOM HOMEP CTPOKH OIIpeesis-
eTcsl BHeIllHel IKMHOK A[2: 0], a 3HaYeHHe CTPOKH
3ajaeTcs MUHOHA D[4 : 0].

Bocemubutoseiil "PETHCTP PEXKUMOB PABOTHI"
OTBeYaeT 32 BBIIIOJTHEHME IATH PeSKMMOB: HCIIOIb"
30BaHMe perucTpa MUraHus, MUTaHHe, TeCTUPOBA-
HHe, OUKCTKA 1 PeryIupPoBKa SPKOCTH UHIHUKATOPA.

PerucTp MHUraHMs OTBeYaeT 3a MHUIaHMe KaX-
JOr0 M3 OHUCIIJIeeB MHAMKATOpPa - XpaHdlleecs

developed a chip 5521TP034-726 for
control eight dot matrix alphanu-
meric displays (7x5). Gate array
of 5521 family is manufactured by
radiation-resistant 0.18 pm CMOS
process on bulk silicon. Supply
voltageis 3V +10% or 3.3V +10% [3].

Development of a behavioral
model of the chip 5521TP034-726,
tests for its verification and the
topological design was carried out
Kovcheg CAD [4]. At that a unified
library of functional cells of 5521
and 5529 gate array families was
used.

During the development, the
key functional requirements for
the control chip were defined:

« display ASCII table of
characters;
e ability to program 16
characters;

« blinking function;

« adjusting the brightness of the
display;

» test function;

+ cleanup function;

« ability to select the clock fre-
quency (using an external sig-
nal or an internal oscillator
with frequency of 1 MHz).

The design of the indicator,
for which the control chip was
developed, is presented in Fig.1
and consists of eight LED dot
matrix displays with 35 pixels

each. Control chip is located on

the bottom side of the device in

die form.
Functional diagram of the
device is shown in Fig.2, where:

e 8x8 REGISTER OF DISPLAYED
CHARACTERS is a register of
8x8, which stores the address of
the displayed symbols;

e REGISTER OF SYMBOLS AND
RAM is a block of registers
for programming custom
characters;

« CONTROL UNIT is a block to set
the grid frequency and control
signals;

« ASCII DECODER is the decoder
for ASCII characters;

#7 /69 /2016 NANO INDUSTRY
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ADR[2:0]

ROW_SET[2:0] X 1

0 X1 X2 X3X4X5X6X7X0X1X2X3X4X5X6X7X0X1X2X3X4X5X6X7X0X1X2X3X4X5X6X7)
0 3

X 2 X

ROW([13]

ROW(7]

ROW([6]

2

ROW(5]

ROW/[4]

ROW(3]
ROW/[2]

ROWI[1]

ROWI[0]

WR[3] I [ I

WR[2] I I I

WR][1]

WRI[0]

CLK M I I

Puc.3. BpemeHHas duazpamma pabomsl bJIOKA YIPAB/TEHWS
Fig.3. Timing diagram of operation of CONTROL UNIT

B HeM 3HaueHMe BHEIIHeH UINUHB JaHHBIX D[7: 0]
ompenensieT Mcnonab3oBaHue (D[n]=1) unu xxe He
rcrnonb3oBaHue (D[n]=0) yHKUKUKU MUTAHUS O/
n-ro fuciiess. CHTHAJIOM pa3pellleHHU s Ha HCII0JIb-
30BaHHe JAHHON QYHKLMHU sBisieTcs 6ut D[3]=1,
3anucaHHbBN B "PETUCTP PEJXXMUMOB PAEOTHL",
a nipu D[3]=0 comepkxumMoe perucTpa MUTAHUS
HTHOPHUPYeTCH.

3aCTaBUTh MUTATh BCe LUCIIJIEU OJHOBPEMEHHO
MOXKHO U 6e3 HCII0/Ib30BaHUS GYHKIIUU PerUCTPa

muraHus. Ecnm 3anucats 6ut D[4]=1 B "PETHUCTP
PESKMMOB PABOTHL", To akTUBHpYeTCS PyHKIIUS
r;106aJIBHOTO MUTAHU S, IIPH UCII0TIb30BAHUU KOTO-
PO BCe BOCEMb AHCIIIeeB MUTAIOT OHOBPEMEHHO.
ConepsKHMMOe perucTpa MUTAaHUS IPU 3TOM HUTHO-
pupyetcsa. YacToTa MUTaHHS B 000HUX CIydasix
cocTtaBaget 2 I'1I.

ITIpu D[6] = 1 3anycKaeTcs QyHKLHS TeCTUPO-
BaHHUS, KOTOpPas 3aK/I0O4YaeTcsi B 0TOOpaskeHUU
IPsIMOTO U 06paTHOro MalleyHOro y30pa Ha BCex

« OUTPUT DRIVER is output
driver of indicators control.
Addresses of data registers and

operating modes are presented in

table 1and 2, respectively.

The main register, which
is responsible for the type of
displayed information is the
8x8 REGISTER OF DISPLAYED
CHARACTERS block. This regis-
ter stores eight addresses of sym-
bols, the number of each of which
corresponds to a display number
on the indicator. The choice of the
type of information on display
depends on the value of D[7]:

« if D[7]1=0, then the dis-
play shows one of the 128

HAHO MHAVCTPHA #7/69/2016

characters of the ASCII-table

(address of the symbol is

specified by the bus D[6: 0]).

The ASCII DECODER block is

responsible for decoding of the

symbol;

« if D[7]=1, then the display
shows one of 16 pre-pro-
grammed custom charac-
ters (address of the symbol is
specified by the bus D[3:0]).
REGISTER OF SYMBOLS AND
RAM is used for programming
of symbols.

The entry of a character in
the memory is performed in
eight cycles. At the first stage in
REGISTER OF SYMBOLS the value

of the external data bus D[7: 0]
is recorded, four low-order dig-
its of which set the address of the
RAM section, in which the sym-
bol will be recorded. Each sec-
tion is a matrix of memory cells
(7x5). The second stage involves
the line-by-line filling of mem-
ory section during seven cycles,
while the line number is deter-
mined by the external bus A[2: 0]
and the value of the line is speci-
fied by the bus D[4: 0].
Eight-bit REGISTER OF
OPERATION MODES is respon-
sible for the implementation of
the five modes: the use of the
register of blinking, blinking,



AUCIIesX OLHOBPeMeHHO. JIUTelbHOCTh OTO-
OpaskeHHUS IJISL KaskKJOTO M3 CUMBOJIOB COCTaBJIsIeT
2 c. [To oOKOHYAHUU TeCTUpOBaHUs 6uT D[5] 610Ka
"PETUCTP PEXKXMMOB PABOTH" ycTaHaBIMBaeTCs
B "1", maHHBIK OUT LOCTYIIEH TOJIBKO 1151 YTEHHU .
IIpu D[7] = 1 3anyckaeTcst QyHKIIUS OYUCTKHU 6710~
kOB "8x8 PETMICTP OTOBPAJKAEMBIX CUMBOJIOB"

U perucTpa MUTaHHUS, a TAKKe IIPOUCXOUT IIpe]-
YCTAaHOBKA BCeX siueeK MMaMsiTH 6imoka "PETUCTP
OTOBPASKAEMBIX CHMBOJIOB". Iloce 3aBepiie-
HUs O4UCTKHU D[7] yctaHaBauBaeTcsi B '0".

HaubonpIIUi HHTePeC C TOUKH 3PeHHUS CXeMO-
TeXHHUYeCKOM peaJn3allly IIPeACTaBIseT GyHK-
LM HACTPOMKHU SIPKOCTH MHIHUKATOpa. B xogme
HM3y4YeHHS] HAYYHO-TeXHHUUYECKOH JTHUTepaTypsl
OBIJIO YCTAHOBJIEHO, YTO OCHOBHBIM IIOJXOJ0OM
K peanu3aluu JaHHON QYHKIIUU SIBISIETCS U3Me-
HeHHe CKBaSKHOCTH YIIPABIISIONHUX CBeTOAHOAAMHU
MHIUKATOPOB 10 IPHUHILHUIIY: YeM BBIIIe CKBaK-
HOCTb, TeM 6oJiblle SIPKOCTH. [JeHICTBHUTEJIBHO,
CTeIleHb SIPKOCTH CBeYeHHU s CBeTOLHOJA OIpeje-
JISIeTCSl eTO HHEePLMOHHBIMU CBOMCTBAMHM U 3aBU-
CHUT OT BpeMeHH BO3/eHCTBHS Ha HEro 3J1eKTpUye-
CKOTO TOKa.

3a peryJIMupoBKY SIPKOCTH JUCIIIesl OTBeYaeT 3Ha-
yeHHue WUHBI D[2: 0] B 6;10ke "PETUCTP PESXKMMOB
PABOTBI". 3aBUCHUMOCTb CKBa>KHOCTH CTpPobHU-
PYIOIIHUX CUTHAJIOB OT 3HA4YeHMS MHUHB D[2: 0]
npeAcTaBleHa B Tabm.3.

B paspaboTaHHOM MHKpPOCXeMe /sl BBIBOAA
HHQOpMALMHU Ha JUCIJIEH UCII0Nb3yeTCsI CTpPobu-
pOBaHMe I0 CTPOKaM. 3a QOPMHUPOBAHHUE BPeMeH-
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Tabauua 3. 3agucumocmb CKBAXHOCMU CMPObUPYIOL4UX CUZHA=
/08 0M 3Ha4yeHus WuHsl D[2:0]
Table 3. Dependence of gating signal ratio on bus value D[2:0]

D2 D1 DO S%
0 0 0 100
0 0 1 81
0 1 0 63
0 1 1 38
1 0 0 25
1 0 1 13
1 1 0 6
1 1 1 100

HOM AHArpaMMBbl M YIIPaB/ISIOMIMX CUTHAJIOB OTBe-
vyaet "BJIOK YIIPABJIEHUS" (puc.3).

Ob6paboTka BOCBMU [UCIIJIEEB IIPOUCXOLUT
IIOCTPOYHO, o rpynmnaM (c0 mo3u c4mo7). lluHa
appecoB ADR[2:0] mocnenoBaTesbHO INPHUHHU-
MaeT 3HayeHHd oT 0 10 7, TeM CaMBbIM IIPOU3BOAA
CUUTBHIBAHUE NAaHHBIX U3 O0oka "8 x8 PETUCTP
OTOBPAXKAEMBIX CUMBOJIOB". IIpu 3TOM Ha
IIpeABapUTE/IbHBIN PETUCTP OTIIPABIISIOTCS CTPOKU
COOTBETCTBYIOIero CMMBOJIAa (paHee 3allporpaM-
MU POBAHHOIO HJIH K€ OJHOr'O M3 ASCII-TabaHIIbL).
3amuch B IpeiBApPUTEIbHBIN PerucTp orobpaske-
HH S OCyIIeCcTBISgeTCs CHTHalaMu WR([3: 0].

[To 3aBepIIeHHI0 KaXXAOro IUKIa nepebopa
anpecoB Ha muHe ADR[2: 0] uaMmeHseTcss HoOMep

testing, cleanup and adjusting
the brightness of the indicator.

The register of blinking is
responsible for each of the blink-
ing displays of the indicator.
The stored value of the external
data bus D[7: 0] specifies the use
(D[n]=1) or not use (D[n]=0) of the
blinking function for n-th dis-
play. A signal of permission to
use this function is the bit D[3]=1
recorded in the REGISTER OF
OPERATION MODES. If D[3]=0
then the contents of the register
of blinking is ignored.

It is possible to force to
blink all displays simultane-
ously without use of functions

of the register of blinking. If
to set D[4]=1 in REGISTER OF
OPERATION MODES, the global
function of blinking is acti-
vated, when all eight displays
are blinking simultaneously. In
this case the contents of regis-
ter of blinking is ignored. The
blinking frequency in both cases
is2Hz.

If D[6]=1, then test function
starts, which displays the direct
and inverse checkerboard pat-
tern on all displays simultane-
ously. The duration of display for
each of the characters is 2 sec-
onds. At the end of the test D[5]
of REGISTER OF OPERATION

MODES is set to "1", this bit is
read-only.

D[7]=1 activates the cleanup
function of 8 x8 REGISTER OF
DISPLAYED CHARACTERS and
register of blinking with pre-
set of all of the memory cells
of REGISTER OF DISPLAYED
CHARACTERS. After the cleanup
is completed, D[7] is set to "0".

From the viewpoint of cir-
cuitry implementation, the func-
tion of adjusting the brightness
of the indicator is of the great-
est interest. The study of scien-
tific literature showed that the
main approach to the imple-
mentation of this function is the
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Puc.4. Bud mononozuu kpucmanaa mukpocxempl 5521TP034-726
Fig.4. Topology of 5521TP034-726 circuit

obpabaTreiBaemort cTpoku ROW_SET(2: 0]. CUrHamsl
muHB ROW[13: 0] aBnsioTca ctpobaMu otobpa-
’KaeMbIX JaHHBIX: ROWI[0] - mepBas cTpoka mep-
BOM Ipynmsl cuMBojoB, ROW[1] - mepBas cTpoKa
BTOPOM T'PyIIIbl CAMBOJIOB U T.[. IIpu mepexoje oT
ROW[n] x ROW[n +1] BerpabateiBaercst curaan CLK,
3aMMCBIBAIOIMU JaHHBIE B BBIXOJHbIE PETUCTPhI U3
IpeJiBapUTe/IbHbIX.

BOEHHbIE U KOCMUWYECKUE TEXHOJIOrUM

Ha puc.4 npencraBjaeHa TOIIOJOIUS KPH-
CTajmaa MUKpocxeMbl 5521TP034-726. Mukpocxema
5521TP034-726 MO>KeT BBIIIYCKAThCS KaK B OTJ /b~

HBIX KPUCTA/JIaX, TaK U B KOPIIYCHOM HUCIIOJTHEHHUH
(koprmyc 4239.68-1).

Cmampba nodeomosaeHa npu Gurancosol noddepskke
MuHobpHayku Poccuu. YHUKaAbHbLI udenmuduramop ITHU
REMEFI57815X0104.
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change in the duty ratio of con-
trol indicators on the principle:
the higher is the ratio, the more
is brightness. Indeed, the degree
of brightness of the LED is deter-
mined by its inertial proper-
ties and depends on the time of
action of an electric current.

Bus D[2:0] in REGISTER OF
OPERATION MODES is responsi-
ble for adjusting the brightness
of the display. Dependence of
gating signal ratio on bus value
D[2:0] is presented in table 3.

A row gating is used in the
designed chip to output infor-
mation to the displays. The
CONTROL UNIT is responsible
for the generation of timing dia-
gram and control signals (Fig.3).
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Processing of eight displays
is carried out line by line, in
groups (from 0 to 3 and from
4 to 7). Address bus ADR[2: 0]
sequentially takes values from
0 to 7 and thereby provides read-
ing the data from 8x8 REGISTER
OF DISPLAYED CHARACTERS. At
the same time, the provisional
register receives the row of cor-
responding character (previously
programmed or from the ASCII
table). The entry in the provi-
sional register is implemented by
the signals of WR[3: 0].

At the end of each cycle of the
enumeration of addresses, the bus
ADR[2:0] changes the number
of processed row ROW_SETI[2: 0].
The signals of ROW[13: 0] are the

gates of displayed data: ROW[0] is
the first row of the first group of
symbols, ROW([1] is the first row
of the second group of symbols,
etc. In case of transition from
ROWIn] to ROW[n +1] the CLK sig-
nal is generated that records the
data from the provisional to the
output registers.

Fig.4 shows the topology of
the chip of 5521TP034-726 circuit.
5521TP034-726 can be fabricated
as a single chip and in package
4239.68-1. |
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